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Abstract

With the rapid advancements in the Internet of Things (1oT) landscape, the integration
of interconnected devices within residential environments has catalyzed the
widespread emergence of smart homes. While these developments facilitate enhanced
interoperability and automation, they simultaneously introduce intricate security
challenges stemming from device heterogeneity and the complexity of underlying
communication protocols. This dissertation systematically maps the cybersecurity
landscape of smart home ecosystems, advancing beyond generalized perspectives to
provide an in-depth examination of critical 10T device categories including digital
voice assistants, smart televisions, augmented and virtual reality systems (AR/VR),

intelligent locks, and environmental sensors.

The study delineates representative threat vectors such as unauthorized system access,
side-channel attacks, personal data exfiltration, firmware tampering, and device
compromises. Furthermore, it critically evaluates current security mechanisms and
methodologies designed to mitigate these risks, encompassing lightweight
cryptographic protocols, multi-factor authentication (MFA) schemes, intrusion
detection systems (IDS), and anomaly detection techniques, with the objective of

fortifying system resilience against sophisticated adversarial behaviors.

Beyond the purely technical facets, this work underscores the pivotal role of user
awareness and education in sustaining secure smart home environments. Despite
technological improvements in construction standards and living conditions,
subjective perceptions of safety remain frequently insufficient, prompting intensified
research efforts towards advanced protective technologies. Heightened insecurity,
particularly in densely populated urban centers, has stimulated the application of
Artificial Intelligence (Al) and Machine Learning (ML) methods for the development
of intelligent threat prevention and response systems, thereby enhancing both physical

and cyber security perceptions.

Within this context, applications leveraging Deep Learning (DL) methodologies have
emerged, transforming conventional residences into automated, adaptive, and secure

infrastructures. The dissertation highlights DL’s dual contributions: enhancing
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cybersecurity in smart homes and enabling interdisciplinary breakthroughs in domains
such as medicine, where remarkable outcomes are observed. Detailed exposition is
provided on the backpropagation algorithm employed in both linear and nonlinear
artificial neural networks, including a case study of the XOR problem as a classical

demonstration of nonlinearity.

Machine Learning demonstrates high efficacy in human activity analysis, particularly
in facial recognition, which constitutes a foundational component for personalized
management and security in smart home settings. The imperative for real-time
processing of voluminous data, coupled with substantial computational demands,
necessitates the deployment of fog and cloud computing paradigms to efficiently

support image processing, face identification, and human silhouette recognition.

Collectively, these subsystems form a comprehensive security framework grounded in
DL architectures and ML-trained models. Based on the findings of this research, it is
substantiated that the application of such technologies significantly advances the
realization of fully secure residences, addressing an urgent societal need especially in

light of escalating crime rates.

Finally, the dissertation proposes avenues for future research aimed at further
reinforcing loT-enabled smart home security. Recommendations include the
development of robust unified security standards, enhanced device authentication
protocols, and the incorporation of intelligent intrusion detection mechanisms
employing anomaly analytics and continuous learning. Addressing these technical
challenges is essential for actualizing the vision of fully operational, secure, and
threat-resilient 1oT-enabled smart homes that safeguard user privacy and digital

sovereignty.

Keywords: smart home, machine learning, deep learning, back propagation, neural

networks, facial, silhouette and activities recognition, security, privacy, resilience.
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Iepiinyn

Me v tayeio tpoodo tov Awadiktvov tev [paypdtov (IoT), n evoopdtoon
SO VLVOESEUEVMOV GUOKELMY GTOV OTKLOKO YMPO £XEL TPOKAAEGEL TNV EVPEiN
eEdmiwon tov EEumvov Katokiodv. [lapoio mov avtég ot eeMEelc dievkoAlvvouy TV
BeATiopévn S1HAEITOVPYIKOTNTO KOl VTOUOTOTTOINGT, TAPAAANAO E1GAYOVY GOVOETEC
TPOKANGELS AGPUAEING, O1 OTTOTEG TPOKVITOVV OO TNV ETEPOYEVELN TOV GUOKEVMV KOl
TNV TOAVTAOKOTITO TOV VITOKEIPUEVOV TPMTOKOAA®V emkowvavioc. H mtapovoa
dtpPn xaptoypaPel GLGTNUATIKE TO TOTIO TG KLPEPVOUGPAAELNS GTOL
0KOGLOTHHOTO EEVTTVOV GTTIO, TPOYWPMOVTOS TEPA OO YEVIKES TPOGEYYIGEIS KO
mpocPépovtag 1 Pdbog eE€taon kpioov katnyoptdv [oT cuokevmv, OTMC o1
ymotokoi povntikoi Bondoi, o1 EEumveg TNAEOPACELS, TO GLCTHLATO ETOVENLLEVTS KO
ewovikng mpaypatikdttoag (AR/VR), ot £éEumvec khedapiég kat o1 mepifariioviikoi

oaoOnTpec.

H o1atpipn avtn, meptypdeel aviurposOREVTIKOVS SIOAOVS OTEIADV, OTTMOC 1] U
eEovorodotnuévn tpocPaon, ot embéoelg uéow side-channel, n dtoppon TPocOTIKOV
dedopévov, N mapamoinon firmware kot o copPatdtnTa cvokevmv. Emmiov,
a&10A0YEL KPITIKG TOVE VPLOTAUEVOVS UNYOVIGLOVS Kol LeBOd0vg acaieiog mov
€XYOVV GYESNOTEL Y10 TOV HETPLOGHUO QLTOV TV KIVOUV®V, GUUTEPIAUUPOVOUEVOVY TV
TPOTOKOAA®DV ELAPPLAS KPLTTOYPAPNONG, TV TOAVTOPUYOVTIK®V LEBOOWV EAEYYOV
tavtotag (MFA), tov cvetpdtov aviyvevong ewloforov (IDS) kot tov teyvikov
aviyveuong avoOLOA®V, LE 6TOYO TNV EVIGYLOT TNG AVOEKTIKOTNTAG EVOVTL

eCelMylévav anelov.

[Tépa amd 116 TEYVIKES S10TAGELS, 1| TapovGa dtpPr) Tovilet Tov Kpioo poAo
g gvacOnTomoinoNg Kot EKTOIOEVOTG TV YPNOTOV Y10, TN STNHPNON ACPUADY
nePPoALOVTOV £Eumvov omitoV. [lapd Tig TexvoloyiKéc PeATUDGES oTA
KOTOGKELAGTIKA TPOTLTIAL Kot TIG cLVOTKES dtofimong, 1 vrokeyevikn aictnon
ACQAUAELNG CLYVA TOPAUEVEL AVETOPKNG, OONYDVTOG GE EVIATIKOTOINGT TNG £PELVOG
Yo TpoNyUEVES TEYVOAOYiEG TpooTaciag. H avénuévn avacedietia, Waitepa ota
TUKVOKOTOIKNUEVE OOTIKA KEVTPA, £xEL 0dNyNoel oty a&lomoinon texvikdv Texvntng

Nonpoovvng (Al) ko Mnyovikig Mabnong (ML) ywo Tov oxed106 1o 0OV
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CLOTNUATOV TPOANYNG KO ATOKPIONG O OMEIAES, EVIGYVOVTAG TV aicOnon QLGIKNG

KO YNQLOKNG AGPAAELOGS.

Xe auT0 10 TAOiC10, EY0VV avamtuydel epapproyég mov Pacilovion 6e TEXVIKES
Ba6idg Mabnong (Deep Learning — DL), ot omoieg petasynuotiCovv v
TOPOOOGLOKT KATOIKIOL GE OVTOLATOTOMUEVO, TPOGOPUOGTIKO KOl AGPAUAES GOGTNLLOL.
H dwrpipn eotialet ot dutdny cvpfoin tov DL: v evioyvon g kuPepvoacedieiog
KOl TNV OIEMGTNUOVIKT EQPOUPUOYT| TNG G TN OTTMC M WTPIKT), OTTOV TAPUTNPOVVTOL
eEapeTika amoteléopata. [dwaitepn Eupaon divetal TNV avaALTIKN TOPOVGIOGCT) TOV
alyopiBuov backpropagation TOG0 Gg YPOUIKA OGO KO GE LN YPOUUIKE TEXVNTA
VEVPWOVIKA dikTVa, KOOMOS Kot ot peAéTn Tov TpoPAnuatog XOR ¢ khacikov

TOPUOELYLLOTOG T YPOLLUKOTITOG.

H Mnyovikn MdOnon emdeikviel vynin omoTEAEGLATIKOTNTO GTIV avdAvon
avOpOTIVNG dpacTNPIOTNTAS, LE KOPLPOID EPUPUOYN OTNV AVAYVOPIGT TPOCMTOV, 1|
omoio amotelel Oepeldon TapAUETPO Yo TV eEATOUIKEVOT TNG OLOXEIPIONC KO TNG
ac@arelag og mepiPairovta EEvmvov omitov. H avaykn yio enelepyacio peydiov
OYKOV 0EQ0UEVOV GE TPAYUATIKO XPOVO, GE GUVIVACHIO LE OVENUEVES OTTOUTIGELS
VTOAOYIOTIKNG 1GYV0C, KAGTOOV avayKoio Tn Xpron TOV VITOAOYIGTIKMY VITOIOUDV
ouiyAng (fog) kar vroroyiotikov vépovg (cloud computing), ot omoieg a&lomotovvtol
Y10 OTOOOTIKY) EMEEEPYOTIO EKOVOS, OVOYVAOPLOT| TPOCAHTMV Kol S18KPIoN

avOpOTIVOV GILOVETMV.

Ta mpoavapepHEVTO VTTOGVOTHLATO GLYKPOTOVY £VO OAOKANP®UEVO TANIGLO
acpdrelng Pacsiopévo o apyrtektovikés DL ko exmadevpéva poviéha ML. Me
Baon to evprHaTa TG TOPOVCAG LEAETNG, TEKUNPLOVETAL OTL 1] EQAPLOYT] QVTMV TOV
TEYVOAOYIDOV TPpomBel onuavTikd v enitevén TANPoVg AcPAAELDG TNV OlKia,
OVTOTTOKPIVOLLEVT] GE £Vl EMETYOV KOWVMVIKO OUTNLLA, EOTKA VIO TO TPIGHUA TNG

ALEAVOLLEVIC EYKANLLOTIKOTNTOG,

Téhog, 1 dwTp1Pn) Tpoteivel HEAAOVTIKEG KATEVBOVOELG EPEVVOG Y10 TV TEPULTEP®
evioyvon ™g acediewng ota £Eumva ontitia péow [oT. O mpotdoeic mephapfdvovy
TNV OVATTLEN EVOTOMUEVOV KOl IGYLPOV TPOTOTTMOV acPaAEias, PeATiopévey
HeBOOV EAEYYOL TOVTOTNTOG GLCKEVAV, KOOMG Kot TNV a&lomoinomn eveumv

LUNYOVIGU®V aviyvevons eil6PoAldv mov Bacilovtal 68 TEYVIKES aVAAVONG OVOLOADY
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Kot cuveyn pidnomn. H avTipetdnion autdv Tov TEXVIKOV TPOKANcE®V gival
KOOOPIGTIKT Y10 TNV TPOYUATOTOINGT] TOV OPAIATOG TV TANPMG AETTOVPYIKOV,
AcPOA®V Kol avOEKTIKOV o€ anelés EEuvmvav omtidv pe duvatdotreg loT, mov

do@oAMiovV TV WBIOTIKOTNTO KO TNV YNOLOKN KOPLopYio TV Yp1oTOV.

Aééerg-kie1ora: ¢Eumvo omiti, unyovikn pdonon, Padié pddnon, avorpo@oddtnon,
VEVPOVIKA  OIKTVLO, OVOYVAOPION TPOCMOTOV, GLAOVETAG KOl OPAGTNPLOTHTOV,

ACQAAELD, WOIOTIKOTNTO, AVOEKTIKOTNTOL.
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CHAPTER 1

Introduction

The use of wireless technologies in Smart Homes is examined by highlighting
both the benefits and drawbacks associated with the diverse range of heterogeneous
devices found in household appliances. These variations create challenges in
effectively monitoring both the home environment and its occupants. Key issues
include the deployment of wireless devices that operate without interference, capable
of detecting user behaviors within monitored areas, as well as the observation of
elderly individuals—who serve as typical case studies. In these scenarios, the user’s
self-assessment of their activities can enhance the overall effectiveness of the
provided services. [1]. Wireless architectures have been integrated as adaptable and
unobtrusive tools, exemplifying a fully autonomous environment. By leveraging
existing advanced solutions that form the foundation of modern architectures, there is
an opportunity to simplify the system and lower costs. This is achieved by exploiting
the unique properties of wireless signals to monitor presence, track locations, and
identify residents’ movement and behavior patterns.

Wireless technologies commonly utilized in smart homes and wireless sensor
networks (WSNs) have been validated as the most effective architectural solution for
implementing movement detection services. Key smart home functionalities include
distributed smart energy metering and elderly care support, both of which drive the
adoption of wireless systems in domestic settings. This trend is reinforced by the
increasing average age of the global population and the ongoing energy crisis. The
benefits primarily stem from employing cost-efficient wireless networks designed to
monitor and analyze user behavior, particularly for elderly individuals [2].

Specialized methods have been researched and assessed for detecting daily
activities, and have been incorporated into advanced wireless architectures aimed at
monitoring and tracking user behavior. Non-invasive wireless approaches have been
implemented, utilizing electromagnetic detection alongside commonly available
mobile devices like smartphones. Numerous electromagnetic technologies exist that
contribute to maintaining the simplicity of smart home systems while ensuring user
acceptance. Notably, the ELEDIA Research Center at the Department of Computer

Engineering and Computer Science (DISI), University of Trento, Italy, has



documented practical applications of wireless technologies that have become integral
to everyday life [3].

In recent decades, computer science has seen remarkable progress, particularly
regarding the use and accessibility of the Internet [4,5]. Today, nearly all contemporary
activities rely on Internet-based services [6,7]. More recently, Internet of Things (IoT)
technologies have quickly become an integral part of daily life [8,9]. This technology
enables the development of fully automated environments, or at minimum, ongoing
efforts to establish such systems. This is achieved through the use of the Internet
alongside smart devices like smartphones, home assistants, smart TVs, wearable
devices, smart locks, thermostats, robotic vacuums, and others. Figure 1 illustrates the

core components of an 10T ecosystem.

Applications Access Technologies %I STehnI;logrss
Smart Environment Wi-Fi
ﬂ ﬂ ﬂ Nod
Smart Home Mobile Networks Z?glgeDe Lgmeps
Smart City Cable (e.g., Ethernet) 6LOWPAN v

Figure 1. Basic building blocks of 10T ecosystems.

These intelligent devices employ similar sensors to gather data and work
collaboratively to create an automated environment that delivers a variety of services
to contemporary society. Such services enhance convenience, efficiency, and security,
especially within smart home settings. Research by Cisco [10] highlights the rapid
increase in personal Internet-enabled devices: from 12 billion connected devices in
2010 to 25 billion in 2015, 50 billion in 2020, and an estimated 1 trillion by 2035. The
IoT leverages this expanding network of interconnected devices to provide diverse
services through a single interface, often the user’s smartphone. Nonetheless,
managing and securing smart homes via 10T presents considerable challenges because
of the heterogeneous and independent nature of the devices involved. While many
smart home devices offer standalone functionalities, their need to interact and
cooperate is hindered by the variety of technologies and communication protocols
they use. The diversity of technologies in smart home devices introduces
vulnerabilities that expose these systems to potential attacks, compromising overall
security. The 1SO-27005 security framework [11] highlights that weaknesses within
interconnected device environments can lead to complete security breaches, enabling
malicious actors to infiltrate networks and remotely access personal data and
management functions. For instance, in 2014, footage from 73,000 Internet-connected

cameras was leaked online, and by 2016, Internet-connected devices faced



cyberattacks on average every two minutes [12]. Research by HP [13] revealed that
about 70% of smart devices are susceptible to security threats, with 90% of personal
data collected during device setup being intercepted during testing phases. In today’s
rapidly evolving digital era, technology is deeply embedded in our daily lives.
Modern cyber-physical systems are driving innovative applications that once seemed
futuristic. Smart homes and intelligent environments, which are the central focus of
this thesis, exemplify this trend. Advanced automation, artificial intelligence, assisted
living, security, robotics, and personalized healthcare are among the prominent use
cases. Increasingly, people are adopting these technologies in their residences and
other smart settings such as hotels, workplaces, and factories.

Humans have become integral components of this cyber ecosystem. As system
users, they serve as the primary ‘“subjects” within these typically personalized
environments. Consequently, safeguarding residents from both cyber-related risks and
possible physical dangers is critically important.

Nonetheless, the foundational technologies and their interactions within such
intricate systems complicate their protection. Components like 10T, cloud computing,
diverse smart devices and sensors, electronic and mobile commerce, social media, and
Al contribute to this complexity. Their rapid development in recent years has
outpaced regulatory frameworks and the responsible, informed use of technology.
Governmental and standardization initiatives tend to advance slowly, often taking
years to yield outcomes—by which time the technology has already evolved further.
User awareness about inherent risks remains limited; adoption practices are still
immature; and the private sector lacks sufficient numbers of skilled professionals,
such as technicians and engineers, to provide adequate support. Consequently,
multiple challenges persist in securing smart-home environments, including the
following.User awareness level: Users are always considered one of the weak links on
the cyber risk chain, and usually, home users are not aware of the cyber threats related
to smart-home devices, or may not know how to properly secure them. This can lead
to weak passwords, false configurations, failure to update software, and other security
vulnerabilities.

e Complexity: Smart homes can be complex systems with many devices,

sensors, and services. This complexity can make it difficult to manage security

and identify vulnerabilities.



e Interoperability and Heterogeneity: Smart-home devices are often developed
by different manufacturers and use different communication protocols, which
makes it difficult to ensure that they can all work together securely.

e Remote access: Smart-home devices often allow for remote access via Internet
connection, which increases the risk of unauthorized access by attackers. This
is especially concerning as many users may not secure their remote access
properly.

e Limited resources: Smart-home devices often operate with limited resources,
such as low power consumption, limited memory, and processing power. This
makes it challenging to implement strong security protocols.

e Lack of regulation: There are currently no standardized security regulations
for smart home devices, which means that security measures can vary widely
between different devices and manufacturers.

This thesis undertakes a comprehensive analysis of security challenges within
home environments and proposes corresponding mitigation strategies [14, 15, 16, 17].
Given the pervasive reliance on Internet connectivity, users bear a substantial
responsibility to become informed about the safe and proper use of their smart
devices, as well as the potential risks and threats involved [18, 19, 20, 21].
Contemporary loT frameworks conceptualize the technology as comprising four
distinct layers—application, perception, network, and physical-—each vulnerable to
specific attack vectors [22]. This study systematically investigates threats according to
these layers and offers targeted recommendations for their mitigation. Furthermore,
unlike prior research, this work also explores the unique security considerations
associated with prominent categories of smart devices, including home assistants,
smart TVs, AR/VR systems, smart locks, and environmental sensors.

Also addresses several key aspects, including an introduction to cybersecurity
within contemporary smart-home 10T environments and a review of relevant surveys.
It examines the modern smart-home ecosystem alongside the diverse array of loT
devices it encompasses. The study analyzes the architectural framework of loT
settings and provides a comprehensive review of potential attacks, corresponding
countermeasures, and the challenges inherent in securing smart homes. Furthermore,
it discusses the findings derived from this research and proposes security guidelines
aimed at protecting the various components and system layers within smart-home
environments. Finally, the thesis highlights promising directions for future research

and concludes with reflections on ongoing and prospective work in this domain.
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1.1 Related Work

Research efforts have contributed to the development of essential guidelines
aimed at enhancing system security and safeguarding personal data [17, 23, 24].
These studies have identified critical vulnerabilities within the loT architecture,
particularly emphasizing the heterogeneity of smart devices and their Internet
connectivity, which collectively increase the risk of unauthorized access to home
environments [25, 26, 27]. A primary focus of this body of work is the prevention of
emerging threats and the formulation of effective countermeasures against potential
system attacks. Yang and Sun [28] provide a comprehensive analysis of the security
challenges confronting smart-home systems. Their research explores the architectural
components of smart homes, delineates six inherent and contextual characteristics,
and frames the ongoing conflict between “spears” (cyber-attack techniques) and
“shields” (defensive strategies). Additionally, the thesis examines various security
frameworks and evaluation methods, while also considering the convergence of
smart-home technologies with other domains such as blockchain, cloud computing,
and artificial intelligence.

The authors recommend that future research efforts should prioritize the
development of unified architectures, address inherent resource constraints, mitigate
fragmentation issues, and strengthen the security of code and firmware in smart-home
systems. The survey underscores the necessity of emphasizing security concerns in
smart-home research, rather than focusing predominantly on commercialization, to
ensure the creation of robust and dependable solutions. Dahmen et al. [29] offer an
extensive review of smart-home technologies and their contributions to enhancing
resident security. Their work examines a variety of smart-home functionalities aimed
at detecting, identifying, and responding to potential security threats. The authors
provide a comparative analysis between commercial products and academic research,
highlighting sensing mechanisms designed to identify anomalies or breaches, evaluate
threat severity, and implement automated response systems to effectively manage
these risks. Bastos et al. [30] provide an in-depth investigation of the proliferation and
security implications of 10T devices within domestic settings. Their study discusses
how the increasing ubiquity of these devices expands the loT ecosystem while
simultaneously exacerbating security vulnerabilities. They emphasize the surge in 10T
deployments alongside the anticipated growth in security-related expenditures needed

to mitigate associated risks. The thesis reviews key 10T components, such as sensors,



actuators, and network protocols, which both facilitate connectivity and elevate the
potential for security breaches. Prominent challenges include vulnerability to
Distributed Denial of Service (DDoS) attacks and weak authentication mechanisms
that enable unauthorized access. The authors advocate for the integration of robust
security measures throughout the IoT development lifecycle, as well as continual
system updates to counteract evolving cyber threats, thus aiming for secure loT
adoption in everyday life and infrastructure.

Particular research focus is placed on intrusion-detection systems (IDSs) for
smart homes [31, 32], which are critical for maintaining system security. Furthermore,
network quality of service (QoS) remains a significant concern. Although Software-
Defined Networks (SDNs) provide scalable solutions, they may simultaneously
introduce new vulnerabilities. Researchers are thus challenged to devise strategies that
safeguard security protocols such as the Routing Protocol for Low-Power and Lossy
Networks (RPL) and IPv6 over Low-Power Wireless Personal Area Networks
(6LOoWPAN), while preserving secure networking and high QoS [33, 34, 35]. IDS
implementations must deliver effective performance with minimal energy
consumption and processing latency, and also enable rapid response to threats.
Despite these demanding requirements, the considerable benefits that 10T systems
offer for home security motivate continued efforts to overcome the limitations faced
by IDS technologies [26, 27, 28, 29, 30, 31].

Radio Frequency ldentification (RFID) technology plays a significant role in
enhancing the security of intrusion detection systems (IDS) by enabling effective
interfacing among smart devices within a smart home environment [36]. This study
will explore the various security challenges and solutions pertinent to smart homes,
beginning with a detailed examination of the architectural layers within 10T systems.
A primary vulnerability of 10T ecosystems lies in the heterogeneity of smart-home
devices, which poses substantial security risks [27, 37, 38].

A proposed approach to securing smart home environments involves the
deployment of Wireless Sensor Networks (WSNs) integrated with 10T technologies to
deliver a range of services [39, 40, 41]. The sensors within these networks monitor
and track movement, while collaborating to provide valuable data to the system.
Current research focuses on enhancing the privacy and security of the entire home
ecosystem, addressing various threats and attacks that 10T-enabled smart homes may
encounter. Solutions are typically classified according to the specific threats faced by

the system. Nevertheless, ensuring the privacy and confidentiality of data remains a



critical challenge. The rapid proliferation of intelligent devices, especially mobile
technologies, is outpacing the evolution of security protocols and systems, resulting in
widespread use of 10T devices that often lack adequate protection measures [42].

Ensuring the security and privacy of smart-home environments necessitates
the development of smart devices fortified with robust security protocols as a primary
priority. Within such environments, smart devices autonomously communicate and
exchange data, which is then aggregated and processed by a centralized unit. The
system must be capable of identifying potentially malicious devices attempting
unauthorized access by masquerading as legitimate components. A major challenge
stems from the heterogeneity of interface standards among smart devices,
underscoring the need for a unified architecture supported by strong protection
mechanisms. Consequently, ongoing research focuses on enhancing security,
integrity, confidentiality, and energy-efficient methodologies [30,43]. Given that most
IoT devices are characterized by low power consumption and limited memory
capacity, the system must operate with minimal computational overhead and energy
use. However, reliance on cloud or fog computing layers for data transmission
introduces vulnerabilities to data interception, while physical disruptions such as
natural disasters pose risks of system failure. Additionally, variations in security
protocols and device capabilities challenge system interoperability and resilience. The
system’s exposure to diverse attack vectors, categorized by the IoT architectural
layers, will be explored in subsequent sections.

Several surveys focus not on the smart-home environment as a whole, but
rather on specific categories of devices. For instance, Xu et al. [44] investigated the
security aspects of home assistants, Santani et al. [45] explored vulnerabilities in
smart TVs, and Guzman et al. [46] studied mixed-reality technologies. This thesis
adopts contemporary design frameworks (e.g., [22]) that segment the smart-home
system analysis into four layers—application, perception, network, and physical—and
advocate for a unified architectural model. Beyond providing a general overview of
loT characteristics and their security ramifications, this research delves into the
security specifics of a variety of devices commonly found in residential settings.
These include smart-home assistants, televisions, AR/VR headsets, robotic vacuums,
electronic locks, sensors, and more. To the best of our knowledge, this work
constitutes the first comprehensive study to systematically examine the security
challenges associated with such an extensive range of smart-home devices, while

aligning with contemporary smart home and 1oT architectural paradigms.



CHAPTER 2
Machine Learning

2.1 The Deep Learning Method in Machine Learning

Machine learning emerged as a subset of artificial intelligence (Al) aimed at
enabling machines to learn from data input and processing. Al, as an academic
discipline, focuses on how machines acquire knowledge and make decisions based on
data. Early research in Al explored various approaches, with particular emphasis on
neural networks (NN) methodologies. The development of machine learning gained
significant momentum after 1992, revolutionizing problem-solving techniques,
whereas prior to that, traditional Al methods predominated. Specifically, machine
learning employs statistical and probabilistic techniques, contrasting with the
symbolic approaches characteristic of classical Al. Traditional machine learning
algorithms tend to have relatively simple structures, such as decision trees. In these
conventional approaches, engineers must supply the system with extensive domain
knowledge through large datasets and often manually adjust algorithms to ensure that
the machine produces the desired outputs.

In contrast, deep learning employs backpropagation, enabling the system to
learn autonomously by iteratively correcting errors through feedback mechanisms.
During this process, input data and neuron weights are continuously adjusted until the
desired output is achieved. Deep learning relies on executing complex algorithms
within multilayered neural networks, allowing the machine to emulate the human
brain’s capacity for acquiring new knowledge [46]. In recent years, debate has
persisted among researchers regarding the relationship between machine learning and
artificial intelligence; while many view machine learning as a subset of Al, a
substantial number argue that they constitute distinct fields [47]. Importantly, deep
learning (DL) enables computer models composed of multiple processing layers to
generate hierarchical data representations. This approach has notably advanced
domains such as speech recognition, visual object recognition, and object detection, as
well as facilitated significant progress in areas like drug discovery. DL leverages the
backpropagation algorithm to iteratively adjust internal parameters, for instance
within a camera system, to refine feature representations at each neural network layer.
These advancements have led to substantial breakthroughs in image, video, speech,

and audio processing. Applications incorporating machine learning techniques are



expanding rapidly across diverse societal sectors, including web search engines, social
media content filtering, the semantic web, and e-commerce. Furthermore, such
methodologies have become increasingly prevalent in consumer electronics like
cameras and smartphones. Machine learning systems are widely employed for tasks
such as object detection in images, speech-to-text conversion, and personalized
content matching—thereby enhancing the relevance of search results based on
individual user interests. Increasingly, these applications harness a combination of
techniques derived from deep learning frameworks.

Traditional machine learning techniques initially had limited capabilities for
processing complex data. Over many years, efforts have been made to develop pattern
recognition systems or machine learning methods capable of effectively deriving
meaningful outputs from unstructured input data—such as pixel values in images—by
constructing suitable internal feature representations or groupings. These
representations enable the learning system to detect or classify patterns upon data
input, often utilizing classifiers. Thus, machine learning encompasses a variety of
methods that assist intelligent systems in discovering the necessary representations for
detecting or classifying human movements. Deep learning, a prominent subset of
machine learning, employs multiple layers of representation (hidden layers in a neural
network), where each layer receives input from the previous one, starting from raw
data at the first level. The final output is produced through the synthesis of several
iterative transformations, yielding classified and identified data. During these
classification processes, higher-level representations emphasize input features that are
most relevant for accurate separation and categorization, while filtering out irrelevant
and redundant variations to improve efficiency. For example, an image is initially
represented as a series of pixel values at the first layer, where simple features such as
edges at specific orientations and locations are detected. The second layer identifies
patterns by recognizing arrangements of these edges, invariant to small positional
changes. Subsequent layers integrate these patterns into larger shapes corresponding
to known objects, and further layers ultimately recognize complete objects as
combinations of these shapes.

The primary distinction between deep learning and classical machine learning
lies in the learning process: deep learning divides the learning task into multiple
stages, with each stage focusing on extracting specific features. The combined
learning across these hierarchical levels results in improved performance. In contrast,

classical machine learning relies on a general-purpose learning process applied



uniformly without layered feature extraction. Due to its staged approach, deep
learning is particularly well-suited to solving problems that have historically posed
significant challenges in the field of artificial intelligence. For instance, it can uncover
complex, high-dimensional structures by revealing one dimension at each stage of
processing. Deep learning has been successfully applied in areas such as image
recognition, speech recognition, brain circuit reconstruction, and predicting the effects
of DNA mutations on genetic expression related to diseases. Moreover, it shows
promising potential in other domains, including natural language understanding,
emotion analysis, and real-time language translation [48].

Unsupervised learning—conducted in environments not strictly controlled—
has played a pivotal role in the renewed interest in deep learning, surpassing the
earlier success of purely supervised learning methods. The foundational principle of
unsupervised learning aligns with the way humans and animals learn: predominantly
through observation rather than explicit instruction. Human understanding of the
world often emerges from observing patterns and relationships, a process more
adaptable than simply labeling objects. For instance, human vision is an active and
dynamic process, receiving sequential stimuli from optic neurons through a focused
and selective high-resolution function. Deep learning has also made remarkable
advances in natural language understanding, a domain with significant current impact
and substantial room for future development. Systems utilizing Recurrent Neural
Networks (RNNs) are now capable of comprehending sentences or entire documents
by learning strategies that process sequential data inputs [49].

Deep networks (DNs) have been successfully applied to unsupervised learning
in individual modalities such as text, images, or audio. More advanced architectures
now enable learning across multiple modalities simultaneously—e.g., processing real-
time video and audio—supporting a broad range of cooperative tasks [50]. With deep
learning, machines increasingly mimic the way the human brain learns, shifting from
explicit programming to autonomous learning based on experiential data. Much like
humans, these systems continuously improve by observing data, receiving feedback,
and iteratively classifying and recombining known concepts to learn more complex
ones. This hierarchical prioritization of concepts across multiple levels underpins the
learning process. Deep learning is now integral to numerous applications, including
facial recognition, search engines, targeted advertising, content retrieval, and

interactive environments such as video games [51].
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2.2 Deep Learning Contribution in Medicine

The advancement of deep learning within the broader scope of machine
learning—and consequently the progress of artificial intelligence (Al)—is
increasingly producing positive societal outcomes, including the creation of millions
of new jobs and notable contributions to economic growth. This emerging growth
trajectory is largely driven by “smart decision-making mechanisms” implemented
through intelligent systems. Among the most transformative applications of Al is its
integration into the medical field, where it has yielded highly encouraging results and
is regarded as a promising avenue for future innovation.

Al technologies are already embedded in everyday life, often without users
fully realizing their presence. Examples include voice-activated virtual assistants such
as Apple’s Siri, Amazon’s Alexa, and translation tools like Google Translate—all of
which leverage Natural Language Processing (NLP) techniques. Significant financial
investment underscores the importance of Al, with up to 30 billion dollars invested in
Al research over the past five years. Notably, 90% of research and development
efforts in the field are led by major technology companies such as Google and
Microsoft.

The widespread adoption of Al across scientific disciplines—particularly in
medicine—has sparked heightened interest among medical technology providers. To
enhance the market appeal of their products, many companies now emphasize the use
of Al methodologies in their development processes [52].

Artificial intelligence (Al) is increasingly gaining popularity and acceptance in
the field of medicine, owing to its ability to manage, analyze, and visualize highly
complex and voluminous medical data. This area of application is projected to
experience significant growth in the coming years. Patient care involves the
coordination of multiple interdependent and variable stages, each of which may
influence or be influenced by others. Intelligent systems can navigate this complexity
by continuously learning from data through iterative training and experience. By
optimizing the algorithms they employ, such systems are capable of deriving
meaningful insights that support clinical decision-making and improve patient

outcomes.

Nevertheless, despite the early and optimistic predictions emerging from the
field of computer science, it has taken considerable time for Al to reach its current

level of maturity and practical applicability within healthcare.
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Let begin with Machine Learning (ML), which is widely regarded as a
subfield of Artificial Intelligence (Al). Much like humans learn through continuous
exposure to stimuli and data from their environment, machines also learn and improve
their performance by processing increasing volumes of data over time. ML is a
promising field with broad applicability in optimizing processes and enabling
intelligent resource allocation mechanisms.

The basic functioning of ML can be illustrated through a simple example
involving the classification of Iris flower species. Initially, developers identify the key
features that distinguish different types of Iris—such as the shape and size of petals
and sepals, color distribution, and specific morphological traits. These features are
compiled into a structured dataset, often referred to as the "training dataset,” which
contains labeled examples of various Iris species.

Once this dataset, composed of hundreds of high-quality, annotated images, is
fed into the learning algorithm, the model is trained to associate specific feature
combinations with corresponding species. Remarkably, after adequate training, the
machine acquires the ability to identify a previously unseen Iris species based on its
learned knowledge. This capacity to generalize beyond the training data is a central
strength of ML systems.

The performance of ML models improves significantly with the richness and
diversity of the training dataset. Moreover, learning is driven by feedback
mechanisms such as backpropagation, which allow the model to refine its internal
parameters iteratively. In effect, the machine dynamically reconfigures itself based on
its errors and experiences—continuously evolving without direct human intervention.

IBM Watson for Health is perhaps one of the most representative and well-
known applications of machine learning in the medical domain [53]. It serves as a
powerful decision-support tool for healthcare professionals, offering access to vast
repositories of structured and unstructured medical data and delivering insights in real
time with minimal processing delays. Regardless of the physician’s geographic
location, Watson can access global medical knowledge, analyze clinical evidence, and
provide validated recommendations, contributing to safer and more effective decision-
making. This paradigm is often referred to as cognitive computing, emphasizing the
system’s ability to simulate human reasoning while continuously learning from new
data.

It is important to note that the effectiveness of a machine learning system—

whether in healthcare or in simpler use cases such as flower recognition—depends
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heavily on the engineer’s ability to accurately define the relevant features and data
parameters. In the Iris classification example, for instance, the quality and precision of
the input features (e.g., petal length, color patterns) directly influence the performance
and reliability of the model. This critical dependency highlights the importance of
expert domain knowledge in both the design and training phases of machine learning
systems.

The task of the programmer in machine learning is to convert data into a
format that is comprehensible to the machine—commonly referred to as machine-
readable data. This process typically involves transforming information into
structured datasets, such as relational tables where attributes and values are explicitly
defined. However, in the healthcare domain, this is particularly challenging since
most medical data are unstructured, comprising clinical notes, free-text observations,
and graphical records rather than neatly organized numerical fields.

Given the inherent complexity of data preprocessing, software engineers
responsible for developing machine learning models must demonstrate a high level of
expertise. They are tasked with selecting or engineering features—that is, deriving
meaningful input variables from raw data—that will ultimately enhance the model's
performance. In practice, however, the utility of a given feature is often unknown
until the model is trained and tested. This leads to iterative development cycles where
engineers repeatedly adjust features, retrain models, and evaluate performance until
the desired level of accuracy is achieved. While this process is inherently time-
consuming, the continuous addition of new and diverse training datasets enables the
gradual improvement of predictive accuracy.

The challenge of processing vague, voluminous, and unstructured data has led
researchers to emulate biological systems, especially the human brain. This pursuit
gave rise to Artificial Neural Networks (ANNSs), which are inspired by the structure
and functioning of biological neurons. ANNs are composed of interconnected layers
of nodes (or artificial neurons), mimicking the complex, branched connectivity of
neurons in the brain. Each node processes input data and passes information to
subsequent layers, creating a multi-layered logical framework that enables the
extraction of patterns and relationships from raw input. Through this biologically
inspired architecture, machines are now capable of organizing and interpreting
complex datasets with increasing autonomy and sophistication.

Each level in a deep learning architecture presents its own challenges in

interpreting the data received from the preceding level. Although the foundational

13



concept of multi-layered neural networks has existed for decades, it was not until the
early 2000s—thanks to advances in hardware, particularly the development of high-
performance GPUs (e.g., by NVIDIA)—that deep learning became computationally
feasible. These advancements enabled the training of neural networks with dozens, or
even hundreds, of layers, giving rise to the term deep learning. Such architectures are
capable of handling highly complex and voluminous data, facilitating a high degree of
automation in pattern recognition and decision-making.

Artificial Neural Networks (ANNs) can now process input data and
autonomously generate outputs without the need for explicit human-defined features.
For example, given a sufficiently large dataset of Iris flower images, deep learning
algorithms can independently learn to identify the distinguishing characteristics of
each species, without prior knowledge or manual feature engineering. Similarly, they
can distinguish among human faces without the use of pre-defined traits. In contrast to
traditional machine learning approaches—where algorithms rely on structured data
and manually selected features such as "mouth,” "eyes,” or "nose"—deep learning
models can infer such features automatically. Notably, systems like Google's deep
facial recognition algorithms can identify the same person (e.g., “Uncle Bob”) across
multiple images, even when certain features (e.g., hair color or facial shape) were
never explicitly specified.

This capability marks a significant departure from earlier Al techniques. For
instance, Google's DeepMind has developed a system based on Deep Q-Learning that
can learn to play the arcade game Breakout without any prior knowledge of the game
mechanics or visual components. The model does not need to be told what a ball or
paddle is; rather, it learns to interpret and respond to environmental stimuli through
repeated interaction and feedback. This approach—reminiscent of how children learn
from experience—allows the machine to autonomously develop strategies and
behaviors to achieve desired outcomes, underscoring the powerful potential of deep
reinforcement learning in artificial intelligence.

During gameplay, an Al system employing deep reinforcement learning—
such as Deep Q-Learning—can autonomously discover the objective of hitting the
ball with the paddle in order to succeed. Through continuous interaction, trial-and-
error, and feedback, the Al incrementally improves its performance, ultimately
becoming a highly skilled and competitive player. Remarkably, the knowledge and
strategies acquired in one domain (e.g., a particular video game) can be adapted and

transferred to other, similar tasks, demonstrating the flexibility and generalization
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capabilities of deep learning systems. This is a significant contrast to human learning:
for instance, a lawyer is unlikely to possess the skills required to practice medicine or
plumbing without extensive retraining.

In the medical field, deep learning has led to the development of
groundbreaking applications. One such application involves the U.S. Food and Drug
Administration (FDA), which supports the use of Al to model and predict drug
interactions. These models can estimate drug toxicity levels with high precision,
potentially eliminating the need for the decade-long process of animal testing, thereby
addressing serious ethical concerns.

Another critical application of deep learning in healthcare is in cancer
detection through medical imaging. Machine learning models trained on large datasets
of X-rays have achieved diagnostic accuracy levels comparable to, or in some cases
exceeding, those of experienced radiologists. By recognizing patterns associated with
various types of cancer, these systems offer significant potential in early diagnosis
and treatment planning.

Moreover, the integration of historical patient data into Al-driven analytics
systems enables hospitals and clinics to enhance decision-making processes. These
systems can be used to optimize resource allocation, improve clinical workflows, and
streamline patient care, ultimately contributing to more efficient and effective
healthcare delivery [54].

The term Computer-Aided Diagnosis (CAD) is relatively modern, having been
introduced approximately fifty years ago. Initially applied in pulmonary imaging—
including chest radiographs and computed tomography (CT)—CAD refers to the use
of computational systems to assist in or automate diagnostic decisions. In the context
of lung imaging, CAD systems have demonstrated improved diagnostic accuracy
compared to traditional rule-based methods, especially when operating under
controlled conditions. This field continues to evolve rapidly, and recent advancements
in deep learning have significantly enhanced its capabilities and performance.

Historically, CAD was first introduced in scientific literature in 1966,
highlighting the potential role of computers in aiding repetitive radiological tasks. The
early conceptualization of CAD proposed a general framework: converting optical
radiographic images into numerical sequences (what we now describe as feature
vectors), which could be processed by a computer to facilitate diagnosis. This early
idea paved the way for the development of classifier-based systems that analyze

image-derived vectors during testing to predict or classify medical conditions.
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In recent years, the convergence of a massive influx of digital health data,
advancements in computational capabilities, and the development of sophisticated
machine learning algorithms has dramatically accelerated progress in CAD. The
emergence of deep learning, in particular, has proven transformative. Deep learning
models, especially convolutional neural networks (CNNs), are capable of learning
high-level semantic features directly from raw input data, bypassing the need for
manual feature engineering. These models exhibit superior performance in image-
based diagnostics, including the detection of pulmonary nodules, pneumonia, and
other thoracic abnormalities.

Furthermore, improvements in computational infrastructure—such as the use
of powerful GPUs, reduced energy consumption, and high-speed data storage—have
enabled the training and deployment of complex deep learning models at scale. This
has expanded the use of CAD systems from academic and research environments to
real-world clinical settings, providing predictive accuracy and interpretability that can
significantly assist radiologists and other medical professionals in making informed
decisions [55].

Deep Learning (DL) has emerged as the leading method in terms of
performance across a wide range of machine learning techniques, particularly in the
domain of pattern recognition. In healthcare, DL has enabled the development of
advanced solutions based on large and complex datasets, facilitating the automatic
extraction of relevant features and significantly reducing the need for human
intervention. This constitutes a major advantage in the medical domain, where
unstructured data—especially from medical imaging—present a formidable challenge.
The ability of deep learning to process and learn from such unstructured sources has
contributed to the evolution of a new interdisciplinary field: Medical Informatics and
Bioinformatics.

In addition to unstructured data, a substantial amount of medical information
is encoded in structured formats, such as Electronic Health Records (EHRS), which
provide comprehensive insights into a patient’s medical history, diagnoses,
treatments, and pathology. When combined with imaging data, such as cytological
analyses used to detect and classify tumors, DL systems can analyze various complex
attributes, including tumor stage, spread, and morphological features. This integration
supports a more holistic understanding of a patient's condition, enabling more

accurate and personalized medical decision-making.
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The incorporation of deep learning and broader artificial intelligence (Al)
techniques into clinical workflows holds the potential to significantly enhance
diagnostic accuracy, support evidence-based treatment planning, and ultimately
improve patient outcomes. Furthermore, the adoption of such technologies may
increase the operational reliability and diagnostic consistency of healthcare facilities.
Despite these advancements, several technical challenges persist—such as the need
for explainability, data privacy, standardization, and robust model generalization—
highlighting areas where further research and development are still critically required.

Clinical patient data is often costly to obtain, while data from healthy
individuals tends to constitute a large proportion of the overall health datasets. Deep
learning algorithms generally perform best on balanced datasets, and a common
approach to address class imbalance is to augment the data by generating synthetic or
combined samples. However, this practice raises concerns about the reliability and
validity of artificially fabricated clinical data, which may affect model performance
and generalizability. Another critical limitation of deep learning is its heavy reliance
on large volumes of high-quality training data. The scarcity of clinical data—due to
both its cost and strict privacy regulations related to medical confidentiality—poses
significant, and sometimes insurmountable, barriers to the deployment of machine
learning models in healthcare.

Despite these challenges, deep learning continues to drive the development of
robust, continuous, and effective medical monitoring and diagnostic tools. These
advancements are expected to play a pivotal role in shaping the future landscape of
medical research and clinical practice.

It is worth noting that the rise of deep learning has been strongly supported by
major IT corporations such as Google, Facebook, and Baidu, which hold numerous
patents in this domain and possess vast data repositories and advanced computational
infrastructure. Many researchers have increasingly applied deep learning to data
mining techniques, aiming to extract meaningful patterns related to health diagnostics
by leveraging freely available clinical datasets to advance their work. From a positive
perspective, this has cultivated heightened expectations for the capabilities of machine
learning in healthcare. However, it is important to avoid the misconception that deep
learning represents a “silver bullet” capable of solving every medical challenge. In
conclusion, deep learning has revitalized neural network research and emerged as a
crucial and powerful tool in modern medicine—one that, when properly applied, has

the potential to drive revolutionary advances in healthcare [56].
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2.3 Deep Learning with Backpropagation Algorithm to Neural

Networks

The backpropagation algorithm is a class of methods used to effectively train
artificial neural networks (ANNs), employing an optimization technique based on
gradient descent that utilizes the chain rule of calculus. A key feature of
backpropagation is that the network is continuously fed with updated input data to
iteratively adjust the weights (or loads) of the neurons. This process is repeated until
the weights converge to values that enable the network to produce the desired output,
thereby achieving the intended behavior through training.

When designing the network, the outputs of neurons after applying the
activation function must be considered. Unlike static systems, these outputs are
automatically fed forward as inputs to subsequent layers, allowing the network to
modify its behavior dynamically based on the results produced. During training, this
feedback is used to compute the gradients of the loss function with respect to the
neuron weights. The backpropagation algorithm calculates these gradients, while
stochastic gradient descent (SGD) employs them to iteratively update the weights and
optimize the system’s performance [57].

The primary objective of a neural network trained through supervised learning
is to identify a function that, given appropriate inputs, will generate the desired
outputs. The backpropagation method achieves this by performing multiple automatic
feedback cycles to set the weights in such a way that the network can correctly
interpret new input data and produce accurate outputs.

A typical neural network architecture consists of an input layer, one or more
hidden (internal) layers, and an output layer. The input layer is composed of neurons
that primarily serve to receive input signals without performing significant
processing. The hidden layers contain neurons that process the input signals received
from the previous layer and forward the results to the next layer. Finally, the output
layer consists of neurons that receive signals from the hidden layers and provide the
final output of the network without further processing.

There is no fixed rule governing the number of hidden layers or the number of
neurons within each layer; these parameters vary depending on the specific problem.
As illustrated in Figure 2, neurons from different layers are connected by weighted

links. The connectivity pattern between neurons is flexible: in some cases, each
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neuron may be connected to every neuron in subsequent layers, resulting in a fully
connected network with the maximum number of connections.

Alternatively, a network with multiple levels of each neuron could be
connected to just one other neuron (the minimum number of connections it can have).
In intermediate cases there are usually some connections between neurons. Obviously,
the number of onnections, especially for full wiring is very large. If we have N
neurons, then the number of connections in complete wiring is N (N - 1)/2. The
training process is similar to the sensor, but has some essential differences. The signal
comes to each input level neuron (the first level). Multiply by the corresponding
weight w of each conclusion. In each neuron the arriving products are added and the S
is calculated, as in the sensor model. However, there is an essential difference here.
While in the sensor the sum is compared to 6, here something different happens.
There is a representation (activation) function, which is typical of the network, and
which is used each time to calculate what the output value will be [58]. Suppose the

output value is 0. A commonly used function is shown on Figure 3.
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Figure 2. A Network with Multiple Levels.

The value of o is always 0 < 0 < 1, for any value of input S. This is important,
because that way we are sure that there will be no cases where the output takes large
values or tends to infinity. This curve is called sigmoid because of its shape. It is an

ideal function, because it behaves well for all price sizes. For small values of S the
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slope is large, and so the output is not almost 0. Accordingly, for large values of S the
slope is normal, so that the network cannot be saturated. Another property of this
function is that its derivativealso behaves well, which is necessary in the training
process, below. We easily show the following equation:

—do
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=o0(1—o) (1)

Another name for the function o is compressed function, because it
compresses any value of S in the interval between 0 and 1. We also observe that this
function is non-linear, a necessary condition for the network to be able to generate
signal representation. This overall process is a cycle, i.e., a passage, entry-exit-entry,
and summarizing includes the following steps:

e \We get a pattern from the many. We enter it at the entry level.

e We calculate the output.

e We promote it in the same way at all levels up to the final output level.

e We calculate the error.

e We change weights, returning from exit to entry, one by one, and level-by-
level.

e \We move on to the next template.
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Figure 3. Output value calculation.

At the end of a cycle, repeat the process for as many cycles as needed, until
the error is small enough. The tolerance for the error is given in advance, and standard
values are a few % units, e.g., 2 or 5%. An example of a target pattern pair is given in
Figure-4, where the letter A is plotted on a grid. If any line passes through a square,
then the input to the corresponding neuron is 1. Otherwise, the input is 0. The output
can be a number representing A, or another set of 0 and 1 [58]. For the whole alphabet
we need 24 network training pairs, one pair for each letter. The error reversal training
method uses the same general principles as the Delta rule. The system first takes the
inputs of the first standard and with the procedure described previously produces the
output. It compares the output value with the target value. If there is no difference
between the two nothing happens and we move on to the next pattern. If there is a
difference then we change the values in such a way that this difference is reduced
[59].

»U

Figure 4. Pattern Recognition.
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2.4 The Training Method for Linear Neurons

In this methodology, the objective for each neuron and for each input pattern
is to minimize the squared difference between the neuron’s actual output and the
desired target value. This means that the derivative of the error with respect to each
weight w determines how the weight should be adjusted. Specifically, the change in
the weight is proportional to this derivative, following the Delta rule, and is scaled by
a negative learning rate constant. This process corresponds to performing gradient
descent on the error surface in the weight space, where the height of the surface
represents the error magnitude. By moving weights in the direction of the steepest
descent, the network iteratively reduces the error until convergence.

The above applies to linear units of neurons.

1
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where Ep is the error (input-output difference) in template p, tpj and opj is the target
and output of neuron j for template p. The total error E is:

E=) E (3)
P

For linear units we apply the Delta rule, and we actually have a gradient descent in E.
We show that:

_aEp - ) y
Jwji = it @

When there are no hidden units then the derivative is calculated immediately.
We use the chain rule and write the derivative as a product of two other derivatives:
one derivative of the error with respect to the output of the neuron on one derivative
of the output with respect to weight.

Jwji  dopj dwj;

The first derivative tells us how the error in the output of the j neuron changes,
while the second part tells us how much the change in wji changes this output. This is
how we directly calculate the derivatives. The contribution of neuron j to the error is

proportional to dpj, since we have linear units.
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Opj = Z“ jiXpi (6)
i

from which we conclude that:

do,i
pj )
= X, 7
dwjj i )
Substituting Equation (5) we see that:
oE oL
— = (8)
E)urﬁ ’ E)urﬁ

exactly as we want. Combining the latter equation with the observation that:

9E ok,

aur}-f o D aur}-f

(9a)

leads us to the conclusion that the change in wji after a complete cycle, where we
present all the patterns, is proportional to this derivative, and therefore the Delta rule
applies a sloping descent to E. Normally w should not change during the cycle where
we present the various patterns, one by one, but only at the end of the cycle. However,
if the training rate is low, no big mistake is made and the Delta rule works properly.

Finally, we will find the values of w that minimize the error function [59, 60].

2.5 The Training Method for Non-Linear Neurons

We have shown that the Delta rule results in gradient descent on the squared
error sum for networks with linear activation functions. In the case where there are no
hidden layers, the error surface forms a convex, bowl-shaped function with a single
global minimum. Consequently, gradient descent will always converge to the optimal
weights w.

However, when hidden layers are introduced, calculating derivatives becomes
less straightforward, and the error surface is no longer convex. This means there may
be multiple local minima where the training process can get stuck. Despite this, as we
will show, there is an effective method to compute these derivatives, and in practice,
the problem of local minima rarely hinders the overall training of the network.

The networks considered here have a multi-layer, feedforward structure,

where signals propagate in one direction—from the input layer at the bottom, through
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the hidden layers, and finally to the output layer at the top. Each neuron in every layer
processes its input independently. The neuron applies a nonlinear activation function
to the weighted sum of its inputs, producing an output that becomes the input to the

neurons in the next higher layer. For such a nonlinear function the output is:

5= Copon o

1

where opi is the input signal of neuron i. Therefore,
opi = f;(Spj) (10)

where f is a differentiable and increasing function. Linear functions are not enough
here, because their derivative is infinite at the threshold, and zero at other values. We
suppose that:

dE,

xﬁpﬂ-‘}'j =~ -

(11)
“"ff

where E is the error function (sum of squares). Here we put this derivative as a
product of two derivatives: one that gives the change in error with respect to the
change in the input value, and one that gives the change in the input value with

respect to the change in weight. So:

9E,  AEp Sy

= 12
af{-‘}'j asp}' aft'}'j (12)
We see that:
as d
;i - dwji ;Hrﬂ" Opk = Opi (13)
We define that:
JEp .

where dpj = (opj -tpj), as well as opj = Spj when the neurons are linear. So we have:

oE
__P _5

ﬂ 0pi (15)
35, H%

This indicates that to apply the sloping c to E we must make the changes to w
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as follows:

Apwj; = 116,;0,i (16)

just like in the usual Delta rule. Now we need to calculate the correct Jpj for each
neuron in the network. Here, we put this derivative as a product of two derivatives:
one that gives the error change as a function of the output, and one that gives the
output change as a function of the input change. So, we have:

5= —— >t — (17)
W95y 95y
but we have:
d0o,;
Pl ot (o . 5
95, f'i(Spj) (18)

which is the derivative of the activation function for neuron j, calculated at the input
signal Spj to this neuron. Now we compute the first derivative in the equation &pj.
Here you need attention. We calculate this factor differently if the neuron is at the

output level or internally. In case it is at the output level then:

9E,

dopj —(tpj = o) (19)

which is the same result as with the usual Delta rule. By substituting the two factors

we get:
Spj = (tpj = 0pj) f'i(Spj) (20)

for neurons that are at the output level. For neurons that are internal there is the

problem that we have no tpj, i.e., we do not have target values. In this case we have:

9Ep  9(Sp) Z ok 3 :
—_— Y = e WL O
Z' d(Spk) dop; » d(Spk) Eiopj E kiUpi
JE .
— P o — — - 21
= Ek S0 WK = Zk OpkWkj @)

Substituting similarly we get:

! (o i
5i = 1'1(Spj) Y _Spktons (22)
k
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These equations give the way in which all d, for all neurons in the network,
are calculated, and which are used to calculate the change in w across the network.
This procedure is considered to be a general delta rule. In summary, the above
procedure can be summarized in three equations. First, we apply the general Delta
rule in the same way as the general rule. The w in each level changes by a quantity

that is proportional to the error signal ¢, and also proportional to the output o. That is,

Apwji = F}cgmop,' (23)

The other two equations give the error signal. The process of calculating this
signal is
a cyclic process that starts at the output level. For a neuron at the output level the error

Is:
Spj = (tpj — 0pj) f';(Spj) (24)

where f’j (Spj) is the derivative of the activation function. For neurons in hidden

levels is given by:

5pi = F'i(Spj) Y _Opkevj (25)
k
These three equations form a circle. The system repeats as many cycles as it takes to
train [59].

2.6 X-OR Problem Simulation

As i showed, at my work Vardakis G. et. al. “Smart home: Deep learning as a
method for machine learning in recognition of face, silhouette and human activity in
the service of a safe home” [59], the solution of a well-known X-OR problem with a
grid containing a hidden layer, as described above and shown in Figure 5. The
network structure includes two neurons at the input level, one neuron at the hidden

level and one at the output level.
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level
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Figure 5. A network for the X-OR problem.

The connections are as in the figure 5. It is necessary that the entrances go
both to the hidden level and to the exit directly. This problem is of didactic
importance, as its solution includes all the details of the backward propagation
technique, and for this reason we will outline its solution by a simulation method,
following one by one the steps and equations [62]. We use an equation to calculate the

outputs of each neuron, the sigmoid function, as:

1

— 26
T e (L wji0p; + 0;) (26)

where 6] is the predisposition parameter (or predisposition) and which in a way plays
the role of the threshold. The values of predisposition, €j, will be taught in the
network, as well as the values of the other weights w. Indicates the weight w of a unit
(neuron) that is always active. The derivative opj (1 - opj) has a maximum for opj =
0.5, and approaches its minimum when opj approaches 0 or 1, such that 0 < Opj < 1.
The change in a w is proportional to its derivative, and so the ws will change more if
we have a mean value, i.e., neither active nor inactive. This feature gives the system
solution stability. It should also be noted that when checking for output values 0 or 1,
it is impossible to get exactly these values unless we have w that tends to infinity.

Usually, it is enough when we get 0.1 and 0.9, even if we mention 0 and 1. This
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accuracy is reached. The equation of the change of w has a constant, the n, which
represents the training rate of the network. The larger the n, the greater the changes in
w, and the faster the network trains. However, if it does not become very large, then
this leads to oscillations, and so we are forced to not be able to increase it much. One
way to increase the pace of training and avoid fluctuations is to include another term

that indicates the momentum of the system. Thus, the equation becomes:

Awii(n +1) = ndpjop; + adwji(n) (27)

where n denotes the cycle, or the rate of training, and a is the constant that takes into
account the previous changes of w when calculating the new change. This is a form of
system momentum that essentially filters out high-frequency changes to the error
surface. Usually, we get a value of a which is a = 0.9. We first assume that the
weights wl = w2 = w3 = w5 = 1. The value w4 = -2 from the hidden neuron to the
output neuron renders the output neuron inactive when both inputs are active at the
same time. The numbers inside the neurons are the values of i. At the hidden level 6 =
1.5 because then this neuron will only fire when both neurons of the first level are
active. The value 8 = 0.5 on the output neuron makes this neuron active only when it
receives a positive signal greater than 0.5. On the output neuron side, the hidden level
neuron appears as another input unit. It sees it as if there were three input values
[15,16,17]. Of course, these prices are purely indicative, and not necessary for the
solution of the problem. Applying the simulation method now, we solve the X-OR
problem, so that the network can successfully find the patterns and the number of
cycles needed to do this, given in Table 1. In the solution given below we start with

random values of w that range in the range -0.3 <x < 0.3.

] x Number of Cycles
0.1 0 82,000 £ 24,000
0.9 0 8000 £ 2200
0.1 0.1 8100 £ 2200
0.9 0.9 870 £ 230

Table 1. Number of Cycles, Solving the X-OR problem.

The values in table are averages of ten embodiments, with different values of w each
time. We observe that the standard deviation has a large value, which shows that the
solution is directly dependent on the initial w. Summarizing the solution of this

problem, we give the flow chart, as well as the equations in Figure 6 below.
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calculation of §
5[4]=der(o[4])*(t-o[4])
5[3]=der(o[3])*(d[4]*w[4])
8[2]=der(o[2])* (5[4]*W[5]*+3[3]"W[1])
5[4)=der(o[1])"( 5[4]W[3]+5[3]*w(1])

where : der(o[1]) the derivative of the corresponding output

calculation of Aw change of w
Aw[1]=n"0[3]°0[1] wiln+1]= wi[n]+Awi[n]+p. Awi[n-1]
Aw[2]=n"5[3]'0[2] oémoui=1....7

Aw(3]=n"d[4]"o[1]
Aw{4]=n"3[3]*0[3]
Aw[5]=n"d[4]"0[2]
Aw[6]=0[3]
Aw(7]= d[4]
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CHAPTER 3
Machine Learning-Human Recognition

3.1 Machine Learning Human Activities in Smart Home

A smart home today, empowered by deep learning, offers advanced services in
both safety and healthcare by recording and recognizing faces and human activities
using depth cameras. Current efforts focus on optimizing such systems to enhance
daily life quality, especially for the elderly, through continuous and daily monitoring
of human activities.

Inside the home, the system continuously records and gradually acquires
knowledge and experience in recognizing behaviors and events. This valuable
knowledge improves system performance, thereby raising the quality of services
provided. The system supports real-time life logging by recognizing human activities
based on depth imaging. A depth imaging device captures depth silhouettes during
human activity recordings, extracting critical information from these silhouettes—
specifically from body parts essential for identifying activities. The system learns to
recognize human actions by training on these depth images.

Initially, the system is trained using a depth camera to detect and record
human movement, then to recognize the presence of human activity, identify human
silhouettes, extract distinguishing features, and classify different activities.
Ultimately, this process enables the machine to maintain a continuous record of
human life and activities, allowing it to recognize daily human behaviors in real time
through camera input.

A modern approach evaluated against traditional life recording systems
running on conventional PCs demonstrated that applying Radon transformations on
depth silhouette features significantly improves recognition accuracy. Real-time
experiments confirmed the system’s feasibility and functionality, showing that it can
effectively generate lifetime logs of human activities in smart homes.

Such technology contributes to safer and more convenient living environments
by integrating sensor technologies—such as motion sensors, video cameras, and
RFID—with systems that store records of users’ daily activities. The system includes

a “life diary,” a virtual log containing comprehensive information about an
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individual's daily actions collected via various sensors and video recordings. This
diary can be incorporated into everyday smart devices, providing applications ranging
from healthcare services for the elderly to security monitoring in smart homes.

A life recording system refers to a mechanism that continuously creates files
documenting the indoor daily activities of residents (e.g., in smart homes or offices)
by recognizing human activity (Human Activity Recognition—HAR). Typically,
multiple sensors such as motion detectors, video cameras, and RFID are employed in
HAR systems. These systems enable ongoing monitoring and documentation of
inhabitants’ daily routines, making HAR one of the fundamental processes in smart
living environments.

Based on these automatically recorded Human Activity Recognition (HAR)
life systems, it is possible to analyze human life patterns to improve quality of life by
examining daily habits and routine actions—such as sleeping, medication intake,
office schedules, or meal times—tailored to an individual’s lifestyle. Life recording
systems typically utilize electronic devices, including portable motion sensors and
video cameras. The motion sensors, worn or carried by the user, capture motion
signals that are recorded and analyzed to extract features characteristic of different
human activities. These features enable the system to recognize activities and thereby
construct a detailed routine of the user’s daily life.

Portable motion sensor technologies have been widely studied and presented
for daily activity recognition, including at the 2014 11th IEEE International
Conference on Advanced Video and Signal Surveillance (AVSS), where both
conventional and novel life recording approaches were compared. When compared to
traditional systems relying on depth silhouettes, life recording systems employing
Radon transform-based recognition demonstrated improved accuracy for nearly all
smart home activities.

Experimental results showed that the proposed life recording system with
Radon-based recognition achieved an activity recognition rate as high as 89.33%,
outperforming conventional systems, which scored 71.25% and 78.58% using depth
silhouettes. This technology is highly applicable across many daily life domains,
particularly for consumers in smart homes, where it offers significant benefits for
elderly residents by providing continuous health monitoring. The system effectively
creates an activity diary for elderly individuals, aiming to enhance their quality of life

through improved safety and personalized care [64, 65, 66, 67].
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3.2 Face Recognition System in Smart Home

A facial recognition system automatically identifies or verifies a person from a
digital image or video. One common method involves comparing selected facial
features from the image with those stored in a real-time database. Today, face
recognition systems are nearly real-time and accessible in many affordable consumer
applications. These systems respond uniquely to each user, providing personalized
services tailored to the specific home environment and individual user data. As such,
face recognition technology has become a powerful tool for enhancing quality of life

in smart homes.

In a smart home, the system operates over a home network that continuously
monitors and records the environment using low-cost equipment [68, 69, 70, 71, 72,
73]. To manage computational load efficiently, face recognition processing is divided
into stages: (1) gradual “pruning” for face detection, (2) coarse-to-fine face extraction
for smoothing and normalization, and (3) face recognition using sequential
discriminant analysis. Implementations in experimental home networks have
demonstrated recognition rates exceeding 95% with processing speeds of 3 to 4
frames per second, making this a fast and reliable built-in solution for smart home

applications.

Unlike traditional systems that require controlled environments and offer limited
recognition capabilities, this system is designed for real-world conditions without
operational restrictions, achieving high accuracy and robustness. Its main advantages
include processing efficiency and low cost, while covering all fundamental functions:
face detection, feature extraction and normalization, and final face recognition.
Incremental improvements at each step enhance the system’s robustness and
efficiency.

The face recognition system performs well using inexpensive hardware, making it
ideal for everyday consumer use where user-friendly interfaces and affordability are
paramount. Although face recognition typically demands powerful processors, this
system employs distributed processing—detecting faces at the entrance, extracting
features, and conducting recognition on a multimedia server within the home—to

optimize performance.

Currently, the HomeFace system effectively recognizes frontal faces with off-plane
rotations up to £20 degrees; future research is needed to handle larger head rotations
[74].
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3.3 Methods of Facial Recognition

Using deep machine learning with neural networks, a system can recognize,
classify, and align facial images. Starting from a 2D image, the machine is capable of
producing an aligned 3D representation of the face. The process begins with
classification and alignment of the 2D face image, which forms the basis of face
recognition. Unique characteristics of a person are encoded as a set of feature vectors,
which provide a unique identity for the individual depicted.

The algorithm identifies a person’s identity from images or video without
human intervention. Face recognition in everyday, unconstrained images—captured
under real-world conditions—is a groundbreaking and transformative concept.
Despite attempts to mimic human brain and eye functions, current systems still
exhibit significant error rates. Most advances have been made with 2D face images
taken in controlled and limited environments, relying on methodologies such as
sketching, control systems, and intelligent biometric identification. However, system
capabilities degrade significantly in uncontrolled, real-world conditions involving
variations in lighting, facial expressions, aging, and pose [68, 69].

Face recognition applications typically integrate systems, methods, non-
transient computer-readable media, and neural networks for face image alignment,
sorting, and verification. For identity verification, a second image may be used to
confirm whether both images belong to the same individual. In some
implementations, a 3D face model is extracted from an aligned 2D image. While
recognition occurs primarily in the 2D domain, classification is performed using the
aligned 3D representation.

In practical applications, a set of 2D keypoints is identified on the face image.
These keypoints serve as ‘“anchor” points that enable the construction of the
corresponding 3D shape and the aligned 3D face image. During deep learning-based
processing, these keypoints can be represented as triangles or anchors, which may be
mapped on either the front or back of the 3D model. The aligned 3D face is generated
by applying an affine transformation to each triangle defined by these anchor points.

Further, additional keypoint sets can be detected within the 2D image,
enabling reconstruction of the full 2D face. The deep neural network (DNN)
architecture typically includes a max-pooling layer and a convergent layer, which

extract the aligned 3D facial points through connections to adjacent layers. Each
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connected layer is configured to capture correlations between these 3D aligned points,
representing them as feature vectors.

These feature vectors serve as descriptors for the 3D image and are normalized
to a predefined range. With learned filters, each pixel in the 2D image is associated
with a 3D aligned point. The machine autonomously learns to optimize these filters
based on the training data vectors it processes.

Face recognition systems compare the processed 2D face image against a face
database, where images are grouped into sets, each corresponding to a specific person
[70, 71]. Each set of features corresponds to a unique face ID. During classification,
the DNN assigns unique values to each face ID by processing between adjacent
layers. Based on this classification, the system separates and identifies faces by
matching feature vectors to known identities, as illustrated in Figures 7 and 8.
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Figure 7. Face Alignment Module.

Figure 8. Generate a 3D-aligned face image from a 2D face image. The steps from
(A-H).

3.4 Face Recognition Application Using Fog and Cloud Computing

Technologies

Face recognition is now widely accessible through mobile smartphone
applications. The smartphone user simply takes a photo of their own face or another
person’s face, and the application sends this image to a remote server hosted on either
a fog or cloud platform. The server compares the image against a locally stored
database of facial photos to identify the person depicted. This type of application has
become very popular.

In an experiment described in [75], the smartphone application captures
photos at a resolution of 384 x 286 pixels. The remote server’s facial photo database
contains 1,521 images, each also sized at 384 x 286 pixels. The experiment runs
identical face recognition tasks on both fog computing infrastructure and Amazon
Cloud EC2.

The authors report the following timing results for face recognition and
response:

e Fog computing: face recognition time of 2.479 milliseconds (ms), and

response time of 168.769 ms.
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e Cloud computing: face recognition time of 2.492 ms, and response
time of 899.970 ms.

Here, response time is defined as the interval from when the smartphone
begins uploading the face photo until it receives the recognition result from the
remote server.

Both fog and cloud platforms use virtual machines (VMs) with similar
computational capabilities, resulting in comparable computation times for face
recognition (around 2.5 ms in both cases). However, as Tables 2 and 3 indicate, the
latency difference between fog and cloud in data transmission is small (less than 10
ms). This suggests that the large disparity in response time (approximately 731 ms) is
mainly due to differences in network bandwidth.

Assuming negligible upload time in the fog scenario, the authors estimate that
the smartphone uploads about 167 KB of data to the cloud within 731.201 ms. This is
consistent with the average size of face photos uploaded, which is around 110 KB
[75].

RTT (ms) Up/Down-Link Bandwidth (Mbps)
Fog 1416 83.723/101.918
Cloud 17.989 1.785/1.746

Table 2. Latency and Bandwidth Comparison.

Pre-Transmission Time (s) Transmission Time (s) Post_Transmission Time (s)
Full 207.050 143.694 43.982
Incremental 325.116 70.837 63.239

Table 3. Fog VM Migration Performance.

3.5 Human Silhouette/Figure Recognition System

Human identification can be achieved through video stream data classification
methods. Besides Deep Learning, techniques such as Support Vector Machines
(SVM), decision trees, and Bayesian classifiers are also used to determine precise
human body positions. However, Deep Learning achieves near-perfect accuracy,
recognizing human body positions with up to 100% accuracy, compared to other
methods that reach around 93.72%.

The system identifies three primary human positions: standing, sitting, and
lying down. To do this, it first receives input in the form of 20 human joint position
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vectors. Using these inputs, the machine classifies the body’s position. The data is
captured using a Kinect camera positioned approximately two to three meters from
the person.

Looking ahead, this technology is expected to serve as a foundation for
analyzing time series of human body position sequences, enabling advanced
applications such as motion analysis and fall detection within intelligent home
systems [76].
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CHAPTER 4

Smart-Home Ecosystem

This section presents the various 10T devices commonly found in smart home
systems.

4.1 10T in Smart Homes

As 1 showed, at my work, Vardakis G. et. al. “Review of Smart-Home Security
Using the Internet of Things™, a typical smart home comprises multiple 10T devices
interconnected via a central router-modem. This router functions as the primary
network device, enabling communication among local devices at the edge and with
external networks such as the Internet and cloud services. Most home devices do not
maintain independent Internet connections; instead, the user interacts with the smart
home ecosystem through a smartphone, which typically has a direct broadband
connection. The router often serves as the sole barrier between the internal network
and the outside world, making its security and configuration critically important.

Devices connect to the Local Area Network (LAN) created by the router either
via Ethernet or wirelessly. Some may also establish direct connections with the user’s
smartphone using technologies such as Bluetooth. These devices may expose services
and APIs either locally within the edge system or externally over the Internet—
therefore, securing and correctly configuring these interfaces is essential.

In modern configurations, home assistants (e.g., Amazon Echo, Google Nest)
serve as key hubs for coordinating 10T devices. These assistants connect to the
Internet via the router and wirelessly manage communication with local smart
devices. The user controls the system using a smartphone, tablet, or PC, all of which
connect to the home assistant either wired or wirelessly, while routine interactions are
often carried out through voice commands.

Home assistants are among the most intelligent and versatile smart-home
devices in modern installations [44]. They are often deployed to control less
sophisticated devices, such as lighting and audio systems, and can store or access
information about residents’ preferences and personal data. As a primary interface for
user interaction, they allow voice-command control of the smart-home ecosystem
without the need for a smartphone or other external device. Due to their central role
and access to sensitive information, home assistants have become prime targets for

advanced cyberattacks [77].
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Popular home assistants like Google Home and Amazon Alexa are vulnerable
to various threats, including voice squatting—where malicious actors exploit
phonetically similar commands to trigger unintended actions [78,79]—and
eavesdropping, where devices can be misused to capture private conversations.
Additionally, these platforms have been targeted by malicious third-party applications
and phishing attacks, posing risks to users' privacy and system integrity. As the
adoption of such devices increases, attackers continue to explore new vulnerabilities
to exploit [80,81].

Smart TVs are another common element in modern households [82]. They
receive conventional television signals via antenna or cable and connect to the
Internet (via wired or wireless router) for access to smart content. User interaction
typically occurs via RF-based remote controls or through voice commands via an
integrated virtual assistant or an external home assistant [45]. Many smart TVs are
equipped with built-in microphones and cameras, enabling direct interaction through
voice or gestures, and support peripheral connections like keyboards or mice via
Bluetooth. Moreover, users often link personal accounts (e.g., YouTube, Netflix, or
social media), which can create privacy concerns, especially when multiple household
members or guests use the same device. This shared usage may inadvertently expose
the owner's data and amplify potential security risks [83-86].

Augmented Reality (AR) and Virtual Reality (VR) glasses [46] represent
another category of smart devices that may be found in modern home environments.
These headsets typically connect wirelessly (e.g., via Wi-Fi) to the Internet through
the home router. Users often log into social media or streaming platforms (such as
Facebook or Netflix), raising similar privacy and security concerns as those associated
with smart TVs. As with home assistants and smart TVs, malicious applications may
be present in AR/VR app stores, potentially compromising the user’s data or device.

In the case of AR glasses, users interact with augmented environments during
daily activities, including remote work. In such contexts—e.g., in a home-based
augmented office—the glasses’ cameras may inadvertently capture sensitive on-
screen information, such as login credentials, documents, or confidential
conversations. This raises significant concerns about data privacy and workplace
security. Moreover, due to their portable nature, AR/VR glasses are susceptible to loss
or theft, particularly when taken outside the home. Consequently, enhanced device-
level security mechanisms—such as remote data wipe, device locking, or secure user

authentication—are essential to mitigate potential threats.
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Smart locks are another increasingly common component of intelligent home
systems, typically installed on doors and windows to control physical access [87].
These locks may operate via traditional mechanical means or through
magnetic/electronic systems. For safety reasons (e.g., in case of fire, power outage, or
Internet disruption), most smart locks allow for free exit from the inside. Entry into
the home can be managed in various ways, including:

e Remote control via mobile applications,

e Wireless challenge—response authentication protocols with smartphones,

e PIN code entry on a keypad,

e Biometric verification (e.g., fingerprint or facial recognition),

e RFID cards or other access tokens,

e Or fallback physical keys, ensuring redundancy and reliability.

Smart locks are particularly popular in short-term rental accommodations, such as
Airbnb or Booking.com properties. In these contexts, property owners can generate
unique access credentials for each guest, as well as for service personnel like cleaners
or maintenance staff. In contrast, hotels and cruise ships typically utilize magnetic
card-based access systems, which offer centralized control and ease of management
OVer room access.

The security of smart locks is critical, given that they control physical access to
private spaces. Common attack vectors include exploiting communication protocol
vulnerabilities, tampering with the hardware, bypassing biometric authentication
mechanisms, or employing social engineering techniques to obtain access credentials.

Another widely adopted smart home component is the surveillance IP camera [88].
These devices are connected to the Internet through the home router (via Ethernet or
Wi-Fi) and are often accessible remotely via a smartphone app. Cameras typically
support bidirectional communication—allowing users not only to view live video and
audio feeds, but also to remotely control the camera’s orientation or speak through its
built-in speaker. However, many users install these systems themselves and neglect to
change default configurations, such as usernames and passwords [12]. This creates
serious vulnerabilities, enabling attackers to:

Monitor whether the home is unoccupied, record private activities of the residents,
violate privacy, or even interact with children in disturbing ways (e.g., by speaking
through the camera).

Smart vacuums represent an early form of domestic robotics [89]. These devices

operate autonomously to scan and clean indoor areas and can be remotely controlled
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via RF remotes, smartphone apps, or Internet-based services. Through their mobile
applications, users can schedule cleaning sessions, view historical data, or even access
generated maps of their home layout. Some advanced models include camera sensors
for navigation and obstacle avoidance. However, this capability also introduces
privacy concerns, as these cameras may inadvertently capture sensitive information,
such as the interior layout and the behavior of household members.

Other common smart-home devices and sensors include:

Smart lighting systems [90], which adjust ambient light based on user preferences
or environmental cues,

Smart thermostats [91] and air conditioning systems [92], which control indoor
temperature and energy consumption,

Smart ovens [93] and refrigerators [94], which monitor cooking and food storage
and assist with shopping routines,

Smart plugs [95], which connect conventional appliances to the smart ecosystem,
allowing for remote power control and automation.

Most of these devices are managed via smartphone apps, and once deployed, they
are seldom updated or monitored for cybersecurity hygiene. This creates an
environment where compromised devices can remain infected for extended periods
without user awareness, potentially being exploited for cryptojacking or participating
in Distributed Denial of Service (DDoS) attacks [96,97]. Moreover, these
vulnerabilities can lead to serious consequences for the residents, including threats to
physical safety, privacy breaches, and economic losses (e.g., due to excessive energy
consumption or damaged appliances).

The disposal of smart-home devices introduces additional security and privacy
challenges [98]. Many of these devices store sensitive user data. If not properly erased
before disposal, this data can be recovered by malicious actors. The problem is
exacerbated by the lack of clear and user-friendly procedures for securely wiping data
and deregistering devices from associated user accounts or networks. Improperly
disposed devices may retain the ability to connect back to the user's network, granting
unauthorized access to ongoing live data or resources.

The same risks apply when devices are resold or transferred to new users.
Consequently, robust data sanitization practices and secure decommissioning
guidelines are essential.

Although the home resident is usually the primary installer and user of the smart-

home system [99], they often lack the technical knowledge required to configure and
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secure it adequately. Enhancing user awareness and digital literacy is therefore
crucial. Additionally, others—such as guests (who gain temporary access to the home
network) and technicians (who install or maintain equipment)—may interact with the
smart environment. In shared spaces, such as rental properties or hotels, the residents
themselves and the supporting staff may change frequently, further complicating

secure system management and increasing the attack surface.
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4.2 Infotainment Devices

Leading home assistant platforms, such as Google Home, Amazon Alexa,
Apple Siri, and Microsoft Cortana, offer user-friendly interfaces and seamless
integration with a wide range of smart-home devices [100]. These systems rely
heavily on Deep Neural Networks (DNNs) and multimodal dialogue systems,
encompassing Automatic Speech Recognition (ASR), Natural Language
Understanding (NLU), and input from gestures and visual cues, thereby creating rich

and immersive user experiences.

Despite their convenience, smart assistants raise significant concerns regarding
privacy and cybersecurity. According to Fruchter and Liccardi [101], although only
2% of users explicitly report issues, concerns include extensive data collection,
unexpected device behavior, and privacy intrusions. In the literature, a range of
vulnerabilities has been identified [102-107], which include:

1. Continuous data collection and potential exposure to service providers or

malicious actors.

2. Insecure data transmission or storage mechanisms, exemplified by Bluetooth-
based attacks where adversaries can play voice commands from outside the
home [108].

3. Third-party application wvulnerabilities, due to inadequate vetting and

permission management.

4. User misconfiguration and low security awareness, including weak

authentication and lack of updates.

5. Exploitation of voice interfaces, through replay attacks, inaudible commands,

or unauthorized vocal interactions.

6. Multi-user management challenges, particularly in shared environments or

households with vulnerable users.

7. Account compromise, potentially exposing linked services and sensitive user

information due to weak or reused credentials.

The always-on nature of these assistants amplifies privacy risks. Devices may
inadvertently record conversations due to false wake-word detection, and such
recordings are often processed and stored on remote servers. If these systems are
compromised, attackers may gain access to a wealth of sensitive data, including
contacts, calendars, financial information, and control over connected IoT devices

such as smart locks, thermostats, and cameras.
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Furthermore, third-party skills (e.g., via app stores) introduce additional attack
surfaces. Malicious or poorly implemented skills can leak personal data or perform
unauthorized actions. The dependency on regular security updates, often neglected by
users or discontinued by vendors, further exacerbates these issues.

To mitigate these threats, a combination of user-level precautions and manufacturer

responsibilities is required [103,109]. Recommended measures include:
e Enforcing strong and unique passwords,
e Enabling two-factor authentication,
e Applying security patches and firmware updates regularly,
e Monitoring permissions granted to third-party applications,
e Developing robust voice-based user authentication,

e Designing effective multi-user access control policies (e.g., distinguishing

between adult and child privileges).
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Smart TVs: Expanding the Attack Surface of the Smart Home
Smart TVs have evolved into central hubs of the smart-home ecosystem, combining

traditional television with advanced connectivity and interactive capabilities. These
devices support streaming services, smart-home integrations, voice commands, and
third-party applications, leveraging sophisticated hardware and operating systems
(typically Android or Linux-based) [82].

However, this increased functionality also brings a broad spectrum of cybersecurity
threats [83-86]:

1. Remote exploitation via network vulnerabilities,

2. Malware/ransomware infections targeting the OS and applications,
3. Data interception, including credentials and viewing habits,

4. Physical attacks, such as malware injection via USB ports,

5. Third-party application vulnerabilities.

Particularly alarming are attacks that target the device’s camera and microphone,
allowing unauthorized surveillance. Additionally, because smart TVs often interface
with other 10T devices, their compromise can provide a gateway to the broader home

network.
To enhance security, several countermeasures have been proposed [84,86], including:
e Strong encryption protocols for data communication,
e Use of multi-factor or biometric authentication,
e Regular firmware and application updates,
e Implementation of secure boot and Trusted Execution Environments (TEE),
e Integration of AI/ML algorithms for anomaly detection,

e Adoption of privacy-enhancing techniques, such as differential privacy.

AR/VR Technologies in Smart Homes: Emerging Risks and Protections
The integration of Augmented Reality (AR) and Virtual Reality (VR) technologies

into smart homes is transforming user interaction, offering immersive experiences and
enhanced environmental control [46]. However, these technologies bring with them a

new wave of privacy and security challenges [110-114].
AR/VR systems often collect:
e Real-time location data,

e Biometric data (e.g., gaze tracking, head movements),
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e Visual/audio recordings of the home environment.

If compromised, these data can facilitate identity theft, surveillance, or social
engineering attacks. Traditional password-based authentication is inadequate for
AR/VR contexts. Instead, novel approaches—such as gesture-based access, eye-
tracking, and behavioral biometrics—have been explored [113]. Yet, even these
techniques may be vulnerable to spoofing or replay attacks.

Additionally, AR/VR devices are typically connected to the home’s main network,
increasing the risk of cross-device compromise. Insecure or malicious applications
may exploit motion sensors, voice inputs, or embedded cameras, capturing data or

issuing commands without user consent.
Mitigation strategies include:
e Use of end-to-end encryption for AR/VR data streams,
e Deployment of edge computing to minimize cloud dependencies,
e Implementation of privacy-by-design principles,
e Periodic security audits and automatic updates,

e Enforcing local authentication using multiple biometric and contextual cues.

4.3 Physical Home Security and Monitoring

Smart locks, an integral component of the modern smart-home ecosystem,
represent a significant evolution from traditional mechanical locks to digitally
operated systems [87]. These devices enable users to lock and unlock doors via
smartphones, voice commands, or even remotely through Internet connections. While
the convenience and enhanced functionality of smart locks are undeniable, these
features also introduce a range of security vulnerabilities, potentially exposing users
to unauthorized access and data breaches.

The core appeal of smart locks lies in their connectivity, which allows users to
control access to their homes from virtually anywhere. However, this convenience
also creates multiple attack vectors for cybercriminals [115]. Most smart locks
connect to home networks via Wi-Fi or Bluetooth, and weaknesses in these
communication protocols can be exploited. For instance, flaws in Bluetooth
security—such as weak pairing mechanisms or protocol vulnerabilities—can enable

attackers to intercept communications and gain unauthorized access to the lock.
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Moreover, many smart locks are integrated into broader home automation
platforms that collect and store personal data [116]. Consequently, compromising a
smart lock could provide a gateway to other connected systems, such as surveillance
cameras or personal devices, amplifying the impact of a breach. The risk is further
heightened by poor user practices, such as failing to change default passwords or
implement strong authentication mechanisms.

To address these issues, researchers are exploring innovative solutions, including
the use of blockchain technology to develop decentralized access control systems,
thereby avoiding single points of failure [117,118]. In parallel, Machine Learning
(ML) is being leveraged to develop intelligent threat detection systems that can
recognize and respond to anomalous behavior in real time by learning from historical
usage patterns [119].

Manufacturers have responded by adopting multiple security-enhancing strategies
[116]. These include the implementation of advanced encryption protocols such as the
Advanced Encryption Standard (AES), which ensures secure communication between
smart locks and user devices. Additional features like geofencing—which
automatically locks or unlocks doors based on the user’s GPS-determined location—
further enhance security and usability.

Ultimately, securing smart locks is a multifaceted challenge requiring both
technological advancement and user education [120]. Users must adopt best practices,
including using strong, unique passwords, enabling two-factor authentication, and
regularly updating device firmware to protect against emerging threats.

The integration of surveillance cameras into smart homes significantly enhances
security but also introduces unique vulnerabilities [88]. These cameras, central to
modern home security, are capable of recording high-resolution video and interfacing
with other smart systems. However, their connectivity also makes them targets for
cyber-attacks [121].

One of the primary concerns is their susceptibility to hacking. Cybercriminals can
gain remote access to cameras through unsecured networks or by exploiting firmware
vulnerabilities [122]. Once compromised, attackers can disable the cameras, alter
recordings, or conduct covert surveillance. This poses serious privacy concerns, as
intercepted footage may reveal sensitive personal routines and private household
activities [123,124].

To mitigate these risks, encryption of data streams and secure storage of footage

are critical. Moreover, advanced ML algorithms are being deployed to analyze video
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feeds, differentiate between routine and suspicious activity, and support intelligent
threat detection [125]. These systems can recognize intruders even in low-light
conditions or when facial features are obscured. However, they also increase system
complexity and may lead to false positives or privacy concerns if mishandled.
Effective mitigation strategies include enhancing the physical security of the
camera—such as implementing tamper-detection mechanisms—and improving
encryption during data transmission [122]. Regular firmware updates and robust
authentication protocols are essential for maintaining the integrity of these systems.
Future research should focus on developing resilient ML models that balance
accuracy with privacy preservation. Additionally, the establishment of comprehensive
data governance frameworks is necessary to regulate the collection, processing, and
sharing of user data. Such frameworks would help ensure that personal information is
accessed only under strict, clearly defined conditions. As smart-home technologies
become more integrated and complex, adopting a holistic and proactive security

approach will be critical to maintaining user trust and system resilience.
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4.4 Ambient Living Devices

4.4.1 Security Challenges in Smart Vacuums and Other Smart-Home
Devices

Smart vacuum robots [89], as integral components of the smart-home environment,
have evolved beyond their traditional cleaning roles to incorporate loT-enabled
functionalities such as mapping household layouts, scheduling cleanings, and remote
operation via smartphone applications. However, as these devices become more
deeply embedded in personal spaces, the associated security risks are correspondingly
magnified.

A major security concern lies in their connectivity to the home network. If
compromised, smart vacuums can serve as an entry point for attackers to infiltrate
other connected systems. This threat is exacerbated by the fact that many smart
vacuums run on common operating systems, such as Linux, making them vulnerable
to known exploits. Researchers have demonstrated that vulnerabilities in vacuum
firmware can be exploited to gain root access, enabling attackers to control the device,
map the interior of homes, or even repurpose the device as a listening tool [126].

Another significant threat concerns the data collected by these devices. Smart
vacuums generate detailed spatial maps of homes [127], and if this data is intercepted
or mishandled, it could pose serious privacy violations. Notably, some studies suggest
that lidar sensors on smart vacuums can be manipulated to capture audio information
by analyzing object vibrations—revealing a novel attack vector whereby benign

household devices can be transformed into surveillance tools.

Furthermore, the integration of smart vacuums with cloud platforms—for
functionalities like remote access and firmware updates—introduces additional
vulnerabilities. Without proper encryption and secure data management, the
information transmitted between the vacuum and the cloud is susceptible to
interception. The reliance on mobile applications also broadens the attack surface, as
poorly designed apps can expose user credentials or allow unauthorized control over

the devices.
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To mitigate these threats, manufacturers must adopt comprehensive security
measures. These include securing communication with end-to-end encryption,
implementing strong authentication mechanisms, and ensuring frequent firmware
updates. Future research should explore the development of real-time intrusion
detection systems, enhanced data privacy protocols, and the application of blockchain
and decentralized architectures to ensure secure device communication and data

integrity.

4.4.2 Broader 10T Device Vulnerabilities in Smart Homes
The proliferation of smart vacuums and other 10T devices presents a complex array

of security challenges. Ensuring that these devices do not compromise the
environments they are designed to enhance requires a multi-layered security strategy.
The wider landscape of smart-home devices—including smart lighting, thermostats,
air-conditioning units, ovens, fridges, and smart plugs—offers considerable

convenience but also introduces significant risks.

Smart lighting systems offer features such as remote control, scheduling, and
adaptive lighting based on occupancy or ambient light levels [90]. However, their
network connectivity makes them vulnerable to attacks. A compromised lighting
system could not only disrupt household routines but also serve as a gateway to more

sensitive devices.

Smart thermostats, which adjust environmental conditions based on user behavior
and preferences, present similar concerns [91]. These devices gather detailed
information about user presence and daily routines, which could be exploited by
intruders to plan burglaries or by malicious actors to craft targeted attacks. If
compromised, thermostats can also cause environmental harm or energy wastage

through extreme temperature changes.

Smart air-conditioning systems, increasingly integrated into smart ecosystems, face
the same threats [92]. Unauthorized control can lead to user discomfort, increased
energy bills, or potentially serve as an entry point to more critical parts of the smart-
home network.

Smart ovens and refrigerators introduce more direct physical safety concerns
[93,94]. For example, a hacked oven could be turned on remotely, posing fire hazards,
while smart fridges—connected to online grocery services and storing dietary data—
could be used to access personal information or disrupt food storage, leading to health

risks.
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Smart plugs, which control power to other devices and monitor energy
consumption, may appear benign but can be weaponized [95]. If compromised, they
could disable essential equipment such as medical devices, security systems, or

refrigeration units, resulting in severe consequences.

4.4.3 Mitigation Strategies and Future Directions

To address these vulnerabilities, robust security practices are essential [96,97]. These

include:

e Using strong, unique passwords

e Encrypting communications to prevent data interception

e Regular firmware updates to patch known vulnerabilities

e Ensuring devices include physical tamper resistance

e Following secure mobile app development practices

In addition, network segmentation can significantly enhance security by isolating
smart devices into separate sub-networks. This architectural strategy ensures that,
even if one device is compromised, the breach does not automatically propagate to
others or to sensitive personal data in the main computing environment.

Manufacturers must prioritize  security-by-design principles, embedding
protections into every layer—from hardware to firmware and user interfaces. Users,
too, play a vital role and should be educated on best practices to ensure the integrity
of their smart-home environments.

As the smart-home ecosystem continues to expand, interdisciplinary research and
regulation will be crucial to developing resilient and privacy-preserving frameworks

that adapt to emerging threats while maintaining the convenience and efficiency these

devices promise.

4.5 Other Aspects and Actuators

Smart-home security extends beyond the technological vulnerabilities of devices; it
encompasses human factors, user awareness, device management, disposal practices,
regulatory standards, and manufacturers’ responsibilities [98,99]. Addressing these
dimensions is essential to establishing a resilient and trustworthy smart-home
ecosystem.

Human Factors and User Awareness

The human factor is a critical component of smart-home security [99]. A significant
proportion of users remain unaware of the threats posed by smart devices and the
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practices needed to mitigate them. For instance, many users fail to change default
passwords, leaving their devices vulnerable to brute-force attacks. Additionally, the
growing prevalence of voice-activated systems introduces new privacy risks; voice
assistants may inadvertently record or transmit private conversations, often without
explicit user consent.

To mitigate these risks, user education is imperative. Consumers should be
informed about:

e The importance of securing home Wi-Fi networks (e.g., using WPA3, hiding
SSID, restricting MAC addresses).

e Recognizing social engineering and phishing attacks targeting device
credentials.

e Regularly checking and updating device security settings and firmware.

Promoting awareness about safe installation and maintenance practices, along with
the consequences of careless device usage, is a foundational step in enhancing smart-
home security.

Device Management and Disposal

Management and disposal of smart-home devices also raise important security
concerns [98]. Proper device management includes the regular installation of software
and firmware updates, which are crucial for patching known vulnerabilities. Yet many
users neglect or are unaware of this maintenance responsibility, creating prolonged
exposure to exploitable flaws.

Device disposal presents further risks. Devices such as smart thermostats or virtual
assistants may retain sensitive data even after disconnection. Without proper
sanitization (e.g., factory resets, data deletion procedures), discarded devices could be
exploited by malicious actors to extract personal information.

To counter this, manufacturers and retailers should:

e Provide clear instructions on how to wipe data prior to disposal.
e Encourage recycling programs with built-in secure erasure processes.
e Inform consumers about the security risks of second-hand device markets.

Manufacturers’ Responsibilities

Manufacturers play a central role in establishing secure smart-home ecosystems
[103,109,116]. Security must be embedded from the design stage, incorporating:

Strong encryption standards for data transmission and storage.
Secure authentication protocols, such as two-factor authentication.
Tamper-resistant hardware to prevent physical exploitation.

In addition to design security, long-term support for devices is critical. This
includes issuing timely security patches, disclosing known vulnerabilities, and
providing emergency responses to active threats. Transparency and proactive
communication can build consumer trust and contribute to a safer digital environment.
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Furthermore, simplifying device usability is key. Manufacturers should:

e Develop intuitive interfaces for monitoring and updating security settings.

e Implement security-by-default principles, such as mandatory password
changes on first use or automatic firmware updates.

e Provide real-time alerts about potential threats, such as suspicious access
attempts or outdated software.

By reducing the technical burden on users, manufacturers can make secure
behavior the default choice, rather than a user-dependent decision.

Standardization and Regulation

One of the persistent challenges in securing smart-home environments is the lack
of universal security standards for 10T devices [128-133]. Regulatory fragmentation
across countries results in inconsistent practices and compliance burdens for
manufacturers, complicating efforts to deliver secure products globally.

The development of comprehensive international standards would streamline
security implementation and enforcement. These standards should define:

e Baseline security requirements for all IoT devices.

e Data protection frameworks compatible across jurisdictions.

e Security certification processes to help consumers make informed purchasing
decisions.

Such initiatives would not only support manufacturers but also empower
consumers to evaluate and compare the security posture of different smart-home
products before integration into their personal spaces.
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CHAPTER S
Analysis of the 10T Setting

5.1 Architectural Structure of 10T Ecosystems

To effectively study the security of a smart-home environment utilizing 10T
technology, it is essential to first establish a clear understanding of its architectural
structure. Typically, 10T devices communicate within the edge system, either directly
or via a gateway, and may also interact with external systems through the Internet or
cloud-based platforms. The structure of an loT architecture is not universally
standardized; rather, it is informed by a combination of industry best practices,
architectural principles, and the recommendations of various standardization bodies.

Several organizations have developed frameworks and guidelines that, while
not prescribing a single architecture, serve as foundational references for 10T system
design:

e International Organization for Standardization (ISO) and International
Electrotechnical Commission (IEC): ISO/IEC 30141 [128] provides
architectural reference models and interoperability principles for 10T systems.
Although it does not explicitly define distinct layers, it lays out core design
principles for scalable and interoperable solutions.

e Institute of Electrical and Electronics Engineers (IEEE): IEEE P2413 [129]
outlines a high-level architectural framework for I0T, addressing aspects such
as cross-domain interactions, security, and interoperability, albeit without
prescribing a strict layer-based structure.

e Industrial Internet Consortium (1IC): The Industrial Internet Reference
Architecture (I1RA) [130] provides a detailed and modular approach to
designing industrial 10T (11oT) solutions. Despite its industrial focus, its
layered concepts and system views are adaptable to broader 10T domains.

e Open Connectivity Foundation (OCF): The OCF focuses primarily on
interoperability protocols and device connectivity standards [131], offering
architectural principles that support seamless integration and communication
among heterogeneous 0T devices.

e National Institute of Standards and Technology (NIST): NIST contributes

significantly to loT security frameworks through documents such as the
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Cybersecurity Framework and Special Publication 800-183 [132,133], which

address system-level security concerns and architecture design principles.

Although no unified standard exists for defining 10T architectural layers, these
frameworks collectively support the development of secure, scalable, and
interoperable 10T solutions.

Conceptual Layers in 10T Architecture
Based on established frameworks and current research (e.g., [22]), a widely accepted
conceptual model in 10T studies includes four primary layers:
1. Application Layer — responsible for delivering IoT services (e.g., smart homes,
cities, or healthcare systems);
2. Perception Layer — incorporates sensing technologies such as motion, smoke,
and pressure sensors;
3. Network Layer — manages data routing, transmission protocols, and
communication topologies;
4. Physical Layer — includes the hardware components enabling connectivity and
data acquisition.

These layers are discussed in further detail below.

Application Layer

The application layer [134] is the topmost layer in the IoT architecture and
governs the execution of 10T applications in various domains, including smart homes,
smart cities, healthcare, and transportation. It ensures that applications can interact
with users and with lower architectural layers, facilitating the deployment of services
tailored to user needs.

This layer plays a pivotal role in maintaining the confidentiality, integrity, and
availability (CIA) of data and applications. It also handles authentication mechanisms
and user access rights. However, it remains highly susceptible to attacks, particularly
through malicious applications, insecure APIs, or vulnerable device firmware [134].
Effective security mechanisms at this layer are thus essential to prevent data breaches

and unauthorized control over 10T devices.

Perception Layer
Often referred to as the sensing layer, the perception layer consists of sensors

and technologies that collect data from the environment. This includes devices such as
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pressure sensors, RFID readers, vibration detectors, and smoke sensors. It serves as
the interface between the physical world and the digital network, capturing data
necessary for intelligent system behavior.

A core challenge of this layer is the efficient and accurate collection of data
under variable environmental and operating conditions [135]. Additionally, this layer
is exposed to physical tampering and data manipulation threats, making sensor

integrity verification a key security concern.

Network Layer

The network layer [136] acts as the communication backbone of the loT
system. Its primary responsibility is to transmit data collected from the perception
layer to application servers or cloud platforms. It supports both wired and wireless
communication protocols, facilitating connectivity between terminal nodes (e.g.,
sensors) and processing units (e.g., edge servers or data centers).

This layer is critical in supporting real-time data transmission, routing
protocols, network topologies, and device addressing schemes. It is also the focal
point for many cybersecurity threats, such as eavesdropping, packet injection, and
denial-of-service (DoS) attacks. Security mechanisms in this layer should include
strong encryption, network segmentation, and intrusion detection systems to prevent

unauthorized data access and traffic manipulation.

Physical Layer

The physical layer [137] encompasses all hardware components involved in a
smart environment. This includes end-user devices such as smartphones,
smartwatches, tablets, smart TVs, locks, fridges, and smoke detectors, as well as
network hardware like routers, switches, and gateways.

This layer provides the physical connectivity and serves as the foundational
platform upon which the perception layer operates. It also includes power supplies
and embedded processors, making it susceptible to threats such as physical tampering,
unauthorized device replacement, or energy-depletion attacks.

Securing the physical layer involves implementing tamper-resistant designs,
secure boot mechanisms, and device authentication protocols that prevent
unauthorized hardware integration.

Understanding the layered structure of loT systems is fundamental to

identifying and mitigating security risks in smart-home environments. Although no
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universal framework exists, various standards and best practices guide the
implementation of robust, flexible, and secure architectures tailored to the diverse
applications of l0T.

5.2 Threats Faced by a Smart Home and Related Countermeasures

As the number of Internet-connected devices supporting IoT technology
continues to increase, prioritizing security measures within these systems becomes
essential [138]. This urgency is amplified in smart-home environments, where 10T
devices are responsible for safeguarding homes against intrusions and managing
critical emergency responses such as fire or smoke detection. Typically, smart-home
devices connect to the Internet through a gateway, which acts as an intermediary
between the local network and the wider Internet. To ensure the security of such
smart-home systems, it is vital to implement robust security protocols across every
layer of the 10T architecture (see Figure 9).
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Figure 9. Smart-home threats and countermeasures [33].
Below, we present and analyze the types of attacks that can target each architectural

layer individually, along with the corresponding countermeasures and controls
designed to mitigate these threats.
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5.2.1 Application Layer Analysis
Attacks targeting the application layer can cause malfunction or disruption of

services, severely impacting the smart-home environment. Among these, social
engineering attacks are particularly common, where attackers manipulate legitimate
users or administrators to reveal sensitive access credentials [139,140]. Phishing
attacks, a subtype of social engineering, involve deceptive emails or fake websites
designed to steal passwords. Another common attack vector involves tricking users
into installing malware disguised as legitimate software, granting attackers full access
to the system’s data and control [138,141-144]. Such malware can target devices
connected to the Internet, often leading to total system compromise or crashes.

Malicious software (malware)—including worms and ransomware—is
frequently used to infiltrate 10T devices. Worms can spread across various operating
systems (including Linux), and smart-home devices like cameras and routers are
frequent targets, as seen in the infamous Mirai botnet attack [42,145-148].
Ransomware encrypts user data and demands payment, severely affecting the
application and network layers. Additionally, crypto-jacking exploits a device’s
processing power to mine cryptocurrency without user consent, degrading device
performance and increasing energy costs.

Attacks on nodes often involve installing rootkits to gain unauthorized control,
causing devices to behave abnormally or impersonate legitimate users—commonly
known as access control attacks [149-153]. Unlike traditional computers, many smart
devices lack automatic security updates; when updates occur, they can temporarily
disable encryption, opening a window for attacks [154-157]. Moreover, unauthorized
software from untrusted developers can introduce vulnerabilities, especially since
many loT devices use default settings without strong authentication, allowing
attackers easy access [158,159].

Smart-home l0T systems rely heavily on remote communication with servers,
raising concerns about unauthorized reconfiguration through the Internet [14,15,160].
Attackers exploiting weak protections can alter device settings to intercept or

manipulate sensitive data.

Countermeasures and Best Practices
User Training and Awareness: Educating users and administrators about
phishing and social engineering is crucial. Proper authentication protocols at the

network level can also help prevent phishing attacks [18,143]. Abbas et al. [161]
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propose a threat modeling approach using the STRIDE framework to identify and
mitigate social engineering threats in IoT environments.

e Machine Learning (ML) for Phishing Detection: Several studies utilize ML
techniques to detect phishing messages and classify incoming communications
to block malicious attempts [162—165].

e Malware Detection Techniques: Dynamic analysis methods, such as Markov
chain behavioral models of API calls [166], and hybrid detection techniques
[167], help identify suspicious applications. Wang et al. [168] emphasize
comprehensive feature extraction to improve ML accuracy in detecting
malicious apps on Android devices.

e Authentication Protocols: Novel multi-factor authentication protocols for
smart homes, including Elliptic Curve Cryptography (ECC), secret sharing,
and biometric methods like Photo Response Non-Uniformity (PRNU) and face
recognition, enhance security and user convenience [169,170].

e Rootkit Detection: Utilizing Trusted Execution Environments (TEEs) to
isolate rootkit detection processes has been shown effective in preventing
rootkits from interfering with system security [171].

e Update Management: User perceptions often underestimate the importance of
updates for security. Research by Haney and Furman [172,173] highlights the
need for better communication about update benefits, enhanced transparency,
and more user-friendly update mechanisms to encourage timely application of

security patches.

5.2.2 Perception Layer Analysis

The perception layer of an 10T architecture, responsible for sensing and data
collection through embedded devices, is a frequent target for cyberattacks. Attackers
exploit vulnerabilities at this level to intercept, modify, or reroute sensitive data. A
common method involves manipulating the communication software of network
nodes, enabling a malicious device to join the network and eavesdrop on transmitted
data. This unauthorized access is particularly dangerous due to the typically weak
security protocols governing device-to-server communication, often executed over the
Internet without sufficient encryption. This type of breach is categorized as
eavesdropping [174,175].

Another tactic involves the installation of sniffer applications on legitimate
devices, enabling attackers to deactivate and subsequently reactivate the device with
full access to its collected data [176]. Attackers may also target devices during their
boot process—a period in which security protocols like UART and JTAG have not
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yet been initialized. These boot attacks exploit the vulnerable startup state to gain
system control [25,152].

Due to their low power consumption, many home 10T devices are physically
and logically susceptible to tampering. Attackers can disable these devices and
replace them with counterfeit ones that mimic expected behavior while secretly
extracting data [176]. Additionally, side-channel attacks—such as timing,
electromagnetic, and laser-based intrusions—exploit unintended physical emissions or
timing discrepancies to extract sensitive information [152,177]. These attacks are
made feasible by the low-power architecture and wireless nature of 10T sensors.

Another major challenge stems from network noise—irrelevant or corrupted
data introduced by attackers that leads to sensor malfunction and erroneous data
transmission. Such noise can disrupt service quality and system integrity [178-180].

Because sensors represent the first point of interaction in a smart-home loT
system, securing them is critical. Insecure sensors should not be exposed and must be
housed in protected environments. To safeguard the perception layer, several
protective strategies are proposed:

1. Private Network Deployment: IoT devices should operate within private,
secured networks rather than public or open-access networks, which are more
susceptible to intrusion. Attackers often create rogue networks mimicking
legitimate ones to deceive users.

2. Secure Hardware and Software: Devices should employ encrypted software
from certified developers and operate with trusted OEM hardware. This
reduces the risk of device compromise through unauthorized firmware or
counterfeit hardware.

3. Traffic Obfuscation Mechanisms: Abrishamchi et al. [181] introduce a hybrid
energy-efficient privacy-preserving scheme to thwart wireless traffic sniffing.
This model uses probabilistic algorithms to inject dummy packets and modify
transmission schedules, thereby confusing potential eavesdroppers while
maintaining energy efficiency.

4. Artificial Intelligence for Anomaly Detection: Xinchuan and Martinez [182]
employ neural networks that learn normal operational patterns through
continuous observation, enabling them to detect noise-induced anomalies and
side-channel attacks in real time.

5. Cryptographic Protections: To prevent data leakage even in lossy transmission
environments, Zhihua et al. [183] propose a leakage-resilient public key
infrastructure (PKI) approach. This method ensures data confidentiality
through robust encryption, even if some bits are lost during transmission.

6. Secure Boot Mechanisms: Yuan et al. [184] advocate for a secure boot
process, including the encryption of the FPGA bitstream and system boot
image. This prevents unauthorized access during startup and verifies system
integrity through authentication procedures.

In summary, the perception layer, while foundational to loT functionality, remains
particularly vulnerable due to its exposure, resource constraints, and reliance on
wireless communication. By integrating energy-efficient obfuscation methods, Al-
based anomaly detection, strong encryption, and trusted boot protocols, smart-home
systems can significantly enhance their resilience against perception-layer threats.
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5.2.3 Network Layer Analysis
The network layer plays a critical role in managing device pairing, secure

communication, and data routing in loT systems. It authenticates devices and
coordinates their interaction across the network. However, it is also a significant
attack surface, vulnerable to several types of intrusions that can disrupt operations or

compromise sensitive data.
Key Threats at the Network Layer

One of the most prominent attacks is the Denial of Service (DoS) attack,
wherein an attacker floods the network with excessive data packets, overwhelming
nodes and rendering them incapable of performing basic functions [159,185]. As a
result, legitimate users are denied access, and attackers may exploit this congestion to
infiltrate the network and alter device-pairing parameters, gaining unauthorized access

to data flows.

Another significant vulnerability lies in the gateway, which acts as the bridge
between smart devices and remote servers. In a gateway attack, the attacker
compromises the routing mechanism, redirecting data through malicious nodes and
severing the connection between sensors and the 10T backend (e.g., the cloud or ISP
infrastructure) [180,186,187]. This may lead to total service disruption and acts as a

precursor to DoS attacks.

Attacks that impersonate legitimate users can be particularly destructive,
especially in domains such as smart healthcare, where the interception or modification
of sensitive patient data can have severe consequences [22,188-190]. The increasing
storage of personal information on local devices or in the cloud—often with broad

user access—further exacerbates the system’s vulnerability [191-193].

A more covert tactic involves the black-hole attack, where a malicious device
silently intercepts all traffic by posing as a legitimate relay node. Without disrupting
overall system performance, it siphons data from the network [35]. Similarly, man-in-
the-middle (MITM) attacks involve intercepting communications between devices,
often injecting irrelevant or harmful data that can mislead nodes and compromise
system integrity [194,195].

A notable routing attack is the HELLO flooding attack, where a node
bombards others with HELLO messages, falsely presenting itself as a nearby

neighbor. This causes other nodes to accept it as a parent node and reroute traffic
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through it, allowing the attacker to alter network routing paths [41]. The diversity of

communication technologies used in smart environments introduces further

vulnerabilities, making interoperability a double-edged sword in terms of security
[152,178,195,196].

Countermeasures and Security Solutions

To defend against network-layer threats, a combination of proactive, reactive,

and adaptive solutions is necessary:
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Network-based DoS Detection and Mitigation: ISPs often deploy mechanisms
to detect DoS attacks early—such as traffic pattern analysis and filtering—to
block malicious traffic before it reaches the end-user. End devices can also
implement anti-DoS techniques, such as backoff algorithms, which delay
responses under high traffic loads.

Botnet Awareness and Response Systems: The WARDOG system is a user-
centric security solution that mitigates botnet activity and DoS threats [197]. It
alerts end-users of infections and enables infected devices to automatically
block malicious activity. In addition, it gathers forensic data for potential legal
action. WARDOG’s compatibility with existing infrastructure, scalability, and
zero-cost design make it ideal for widespread deployment.

Multi-Factor Device Authentication: To prevent unauthorized access and
MITM attacks, a secure multi-factor authentication scheme based on digital
signatures and device capabilities has been proposed [198]. Devices must pass
rigorous identity verification before network admission. The authentication
server is also validated, and further access is governed by role- or attribute-
based authorization.

Attribute-Based Access Control: Ameer et al. [199] propose HABACa, an
attribute-based access control (ABAC) model tailored for smart-home
environments. This dynamic, fine-grained approach considers user roles,
environmental factors, operations, and device characteristics to construct
adaptive security policies that evolve with usage context.

Secure Routing Systems: To counter routing and flooding attacks (such as
HELLO floods), [200] introduced SCOTRES, a trust-based secure routing
protocol for 10T and cyber—physical systems. It evaluates routing decisions

using five metrics: energy consumption, topology awareness, channel health,



reputation, and trust. SCOTRES aims to balance load distribution, extend
network lifetime, and improve resilience against jamming and misbehavior.

e Intrusion Detection and Prevention Systems (IDS/IPS): Rajora and Sharma
[201] present TWINKLE, a lightweight IDS/IPS architecture for smart homes.
TWINKLE operates in two modes:

o Normal Mode conserves resources during regular operation.

o Watchful Mode is activated upon anomaly detection, intensifying
monitoring and defense mechanisms.
TWINKLE reduces detection latency and resource usage, making it
ideal for resource-constrained loT environments, while effectively

defending against DDoS and sinkhole attacks.

The network layer in smart environments is a critical yet vulnerable
component of loT systems. Attackers exploit communication protocols, routing
strategies, and device access policies to intercept, redirect, or disrupt data flows.
However, emerging security frameworks—including multi-factor authentication,
intelligent routing, trust-based systems, and machine learning-based IDS—provide a
strong foundation for robust network-layer defense. The integration of these tools not
only protects sensitive data and ensures system availability but also preserves user

trust and system longevity in evolving smart-home infrastructures.

5.2.4 Physical Layer Analysis

The physical layer of an 10T system encompasses all hardware components—
smart devices, sensors, and communication interfaces—that enable connectivity and
interaction with the Internet. This foundational layer is especially vulnerable to a
range of environmental, hardware-based, and signal interference attacks that can
severely impair system integrity.

Power Supply Vulnerabilities

The installation and continuity of an electrical power supply are critical
building blocks for any smart environment. Power failure—whether due to
environmental conditions or malicious intervention—can create critical points of
failure [202,203]. Devices often lack backup energy sources and rely solely on the
main power grid. As a result, during a power outage caused by natural disasters or
deliberate sabotage, devices may shut down entirely or enter low-power mode,
reducing their functionality and potentially sending incorrect or outdated data [204—
2071].
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These power-related malfunctions constitute hardware failures that can
escalate into network-wide failures, especially in systems where node dependency is
high. Even the underperformance of a single device can compromise broader system
operations.

Environmental and Jamming Attacks

Devices exposed to extreme weather phenomena, such as heavy rain or snow,
are susceptible to damage and malfunction—known as environmental attacks
[204,205]. These incidents reduce sensor accuracy and system responsiveness,
particularly in outdoor deployments.

Another frequent threat to the physical layer is radio frequency (RF) jamming,
where attackers transmit high-power signals to disrupt wireless communication [208].
Depending on the strength and proximity of the jamming signal, the network may
experience partial or total collapse. Even in partial jamming, affected nodes must
filter through noise and retransmit lost data, consuming significant power and
amplifying the risk of full-system failure.

Malware Injection and Device Spoofing

Malware injection is another serious threat at the physical layer. Attackers may
exploit debugging interfaces to inject malicious code into a network via spoofed
devices. Once the malware is disseminated across the network, it enables
unauthorized access to data or complete system shutdown [204].

In Radio Frequency lIdentification (RFID) systems, attackers can launch noise
signal attacks that saturate the communication channel with irrelevant data. Since
RFID components are generally low-power, such RF noise attacks render them
incapable of properly transmitting tag data [36].

Perhaps more insidious is the device cloning attack, where an attacker creates
a replica device mimicking a legitimate one—using identical hardware identifiers,
software configurations, and manufacturer details [209,210]. These clone devices
infiltrate the network, deceive RFID readers, and propagate malware to other nodes,
compromising the system’s confidentiality, integrity, and availability. The attacker
can intercept or manipulate transmitted data, altering the system’s behavior to suit

malicious objectives [33,138,141,142].

Countermeasures at the Physical Layer

To mitigate the above risks, a range of technological and architectural
solutions have been proposed:

e Environmental Resilience: Devices should be deployed in protected or
controlled environments to reduce exposure to natural elements. Enclosures
with weatherproofing or adaptive cooling/heating can significantly reduce
weather-induced hardware failures.
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e Cloning Detection via Hashing Mechanisms: One countermeasure against
device cloning is the use of hashed double collisions. This method collects and
analyzes duplicate hash values to detect tag replication and ensure data flow
integrity.

e Quantum Key Distribution (QKD): Maninder and Sheetal Kalra [175]
proposed a Quantum Key Distribution-based authentication scheme to
reinforce mutual trust between users and servers. QKD uses quantum
properties to generate secure cryptographic keys, offering resistance to
eavesdropping, spoofing, and device cloning. The inherent unpredictability
and non-replicability of quantum states make this approach exceptionally
secure.

e Machine Learning-Based Detection: Jeyaselvi et al. [211] utilized Support
Vector Machine (SVM) algorithms to detect cloning and jamming attacks in
0T sensor networks. Their method analyzes the distance metrics between
nodes and the base station, classifying devices as normal or malicious. This
ML-based approach increases the accuracy of anomaly detection and helps
maintain robust network operation.

e Trust-Based RFID Authentication: Mbarek et al. [212] developed TRAS
(Trust-Based RFID Authentication Scheme), which incorporates historical
behavior—such as prior keys, transaction logs, and node capabilities—into the
authentication process. TRAS dynamically evaluates RFID tag legitimacy,
offering a more resilient defense against cloning and jamming attacks.

The physical layer of 10T environments is uniquely susceptible to a wide
spectrum of threats, from power instability and environmental damage to RF
jamming, malware injection, and device cloning. These vulnerabilities can lead to
significant degradation or total collapse of smart systems, particularly in critical
infrastructure like healthcare or smart cities.

To address these risks, security solutions must combine robust physical design
with advanced detection mechanisms, cryptographic innovations like QKD, and trust-
based authentication frameworks. Integrating machine learning for anomaly
classification and implementing layered security at the hardware level can
significantly enhance system resilience against physical-layer attacks.

5.2.5 Summary of Threats and Countermeasures
Table 4 summarizes the cyber threats for each 10T layer along with the

indicative solutions and countermeasures.
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Layer Threats Countermeasures

Threat modeling [158], ML detection [ 162,165 |, user

Social-engineering and phishing -
& & F & training, and awareness [19.20]

Installation of malicious softwan: and applications

Application
Fail
Operate within private networks and transmission of
fake packets protocol [181]
Perception Side-channel attacks Encrypted communication [183 |
Noise in data Al and neural network anomaly detection [182]
Booting attacks Secure booting with encry ption and authentication [184 ]
WARDOG device notification and mitigation
mechanism [197]
Multi-factor wvice and server [198 |
Metwork Attribs rol with HABACa [199]
Routing and forwarding attacks Trust-based computing with SOOTRES [200]
Traffic analysis 105/1P5 [201 ]
1 of pow mmental threats N/A
Physical Cloning Quantum key distribution [175 ]

ML with SVM
authentic

rs [211), trust-based

Jamming ation with TRAS [212]

Table 4. Summary of threats and examples of countermeasures per 10T layer.

5.3 Best-Practices Guide for a Secure Smart Home
As i presend in my work Vardakis G. et. al. “Review of Smart-Home Security
Using the Internet of Things” [213], setting up a smart-home device involves careful
planning and execution to ensure seamless integration, optimal performance, and
security. Here is a best-practices guide to help you set up your smart home devices
effectively:
1. Plan Your Smart Home Layout
1. Identify Needs: Determine what you want your smart-home devices to
accomplish. This could range from enhancing security to improve energy-
efficiency or simply adding convenience to your daily routines.
2. Select Compatible Devices: Choose devices that are compatible with each
other and can be easily integrated into a single ecosystem. Look for devices
that support common standards or platforms (e.g., Apple HomeKit, Google
Home, Amazon Alexa).
2. Secure Your Devices
1. Update/Upgrade Regularly: Set a process to automatically or periodically
seek for and install updates/upgrades. Both for firmware and application
software.
2. Disposal Policy: Set safe disposal strategies for all equipment, including
secure deletion/destruction of data and even physical destruction of digital

components and memories/storage.

66



3. Device’s Security Controls: Set all potential defenses that are provided by
the main manufacturer (e.g., pins, extra security code, networking safeguards,
etc.).

4. Minimize Exposure: Restrict connectivity to the least open/public LANSs
and networks that are necessary. Minimize the exposure of the system. 5. Set
User Privileges: Restrict the number of authorized users to the minimum
required. For each user, restrict access rights to the least privileges required.

6. Security Software: Set anti-virus, anti-malware, host-firewall, and host-IDS
where applicable.

7. Delete Unnecessary Elements: Remove services, applications, or other
elements that are insecure or not in use by the current system (e.g., Telnet).

8. Avoid Outdated Equipment: Do not use outdated devices that are not
supported by the vendor anymore.

9. Configure Before Deployment: Before incorporating a new device to your
system, verify that it is updated/upgraded, and all security and configurations

are properly set.

3. Secure Applications and Software
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1. Use Only Secure Versions: Install the latest secure and stable versions.
2. Set And Update Before Use: Upon installation, proceed immediately with
the proper updates/upgrades, configurations, and settings of security/privacy.
3. Automate Updates: Set automated or periodic updates/upgrades.
4. Strong Authentication: Use strong passwords, as well as multi-factor
authentication, wherever possible.
5. Application-Level Protections: Enable application-level firewalls, IDS,
extra pins, or other defenses, wherever possible.
6. Restrict Access: Restrict access rights/permissions and connectivity to the
minimum required.
7. Restrict Users: If applicable, restrict the number of users to the minimum
required.
8. Use Official and Well-Reputed Vendors: Use only official and
authenticated applications/software.
1. Especially for the technicians/engineers, always check the validity
of the elements that are about to be installed (e.g., check the digital
certification of the website, as well as the digest of the downloaded

software).



2. For elements of unknown or less popular vendors, also check for
recommendations from other users in related forums.
3. Do not install less trusted applications/software in the core of the
system, especially if you have not tested them in a less critical part of
your setting.
9. Monitor Operation: Where applicable, install security software for
monitoring of the runtime environment and alerting.
10. Set Build-In Security and Privacy Controls: Check the offered options and
set the privacy policies to the minimum required.
11. Secure Deletion: Apply secure removal strategies, logging out from all
accounts and applications, revoking all acquired accesses/permissions, and
securely erasing all permanent and temporary data.
12. Respond to Incidents: Set a response strategy, including details of whom
you have to call and your first actions in case you notice something strange.
For example, if you start receiving unknown notifications of purchase attempts
in your mobile banking, you block your cards immediately and call your
bank’s 24/7 security service.
13. Recover from Incidents: Set a recovery strategy in case something

happens.

4. Secure All Networks’ Networking Devices
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1. Security Configuration: Set the highest possible protections and set as a
high priority the protection of the equipment that facilitates networking,
especially for the devices that have direct access/exposure to Internet, and
especially the main router.

2. Security Primitives: Activate or set additional firewalls and IDS/IPS. Use
the most restrict policies possible.

3. Usage Zones: Create different LANs and virtual LANs (VLANSs) for
different usage zones of the smart home.

4. Remote Access: Consider setting an in-house virtual private network (VPN)
for accessing the smart home remotely (e.g., the surveillance system).

5. Least Privileges: Restrict the privileges of services that are exposed to the
Internet.

6. Network Monitoring: Install monitoring systems and periodically audit the

activity of your system.



7. Decrease Attack Surface: Disable insecure communication protocols and
services (e.g., http), as well as elements that are not currently in use.
8. Regular Updates: Similar with the devices, do not use outdated equipment.

5. Pay Specific Attention to Securing your Wi-Fi Network

1. Strong Passwords: Use strong, unique passwords for yourWi-Fi network
and each of your smart-home devices.

2. Network Segmentation: Consider creating a separate Wi-Fi network for
your smart devices to isolate them from the network you use for personal
computing, reducing the risk of cross-device hacking.

3. Regular Updates: Keep your router’s firmware and your smart devices’

software up to date to protect against known vulnerabilities.

6. Install and Position your Devices Strategically

1. Follow Installation Guides: Carefully read and follow the installation
instructions provided with your devices. This may include downloading an
application, connecting to Wi-Fi, or performing initial setup steps.

2. Optimal Placement: Place devices in locations where they can function
effectively (e.g., smart cameras with a clear field of view, smart thermostats

away from direct sunlight).

7. Integrate Devices with a Central Hub or Application

1. Choose a Central Control System: Select a central hub or application that
can control all your devices. This unifies control and makes managing your
devices more convenient.

2. Customize Settings: Adjust settings for each device according to your
preferences. This may involve setting schedules, creating automation rules, or

defining scenes.

8. Test and Troubleshoot

1. Test Operations: After setting up, test your devices individually and the
system as a whole to ensure they work as expected.
2. Troubleshoot Issues: If a device is not working correctly, consult the

troubleshooting section of the device manual or contact customer support.

9. Educate Household Members
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1. User Training: Educate all household members on how to use the smart
devices, emphasizing the importance of security practices, like not sharing
passwords.

2. Manage Your Passwords and Accounts: Consider utilizing password/



account managers.
3. Backup Your Data: Set a backup strategy.
10. Monitor and Adjust
1. Regular Reviews: Regularly review your smart-home setup to ensure it
continues to meet your needs. Adjust settings, add new devices, or remove
unnecessary ones as needed.
By following these best practices, you can create a smart-home setup that enhances
convenience, efficiency, and security, while also being prepared to adapt to new
technologies and needs over time.

5.4 Directions for Future Research

As smart-home environments become increasingly complex and
interconnected—ranging from smart locks and surveillance cameras to lighting
systems and voice-controlled assistants—the need for robust, adaptive, and privacy-
preserving security mechanisms grows more urgent. Based on the synthesis of current
challenges and technologies, the following unified list highlights key research and
development areas for advancing smart-home security:

Key Research Topics and Innovation Areas
1. Enhanced Biometric Security

Development of advanced biometric methods leveraging device-specific capabilities
(e.g., behavioral biometrics, facial recognition under varying lighting conditions).

2. Context-Aware Security Protocols

Adaptive protocols that dynamically respond to user location, behavior, and time-of-
use to improve authentication and access control.

3. Decentralized Security Mechanisms

Application of blockchain and distributed ledger technologies to enhance identity
management, access control, and data integrity.

4. Privacy-Enhancing Techniques

Advanced anonymization, local data processing, and federated learning approaches to
minimize privacy risks in data collection.

5. Secure Multi-User Interactions

Mechanisms to manage access and privacy in shared device environments (e.g., smart
TVs, AR/VR gear, shared 10T hubs).

6. Robust Malware Detection

Deployment of intelligent detection systems using behavioral analysis and Al to
prevent malware in resource-constrained devices.
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7. Physical and Network Security Integration

Holistic designs that merge physical hardware security (e.g., tamper detection) with
secure communications and protocols.

8. Energy-Efficient Security Protocols

Development of lightweight encryption and security mechanisms for low-power
devices (e.g., smart sensors, plugs).

9. Secure Device Management and Disposal

Full lifecycle management protocols to ensure security from deployment to
decommissioning, including secure factory reset and data wiping.

10. International Security Standards for 10T

Promotion and development of universal security standards to unify protections across
manufacturers and regions.

11. Anomaly Detection Using Al

Use of AI/ML to identify behavioral deviations, detect intrusions, and automate
response in real-time.

12. 10T Device Interoperability and Security

Ensuring secure integration across diverse manufacturers and communication
protocols, with standardized security baselines.

13. Ethical Design and User Consent

Incorporation of privacy-by-design and transparency to respect user autonomy and
avoid hidden data collection.

14. Forensic Capabilities for 10T Security

Tools and methodologies for investigating incidents, collecting evidence, and
reconstructing attack paths in smart-home environments.

15. Consumer Awareness and Education

Empowering users through education on best practices, risks, and privacy settings to
enhance the human layer of security.

16. Regulatory Compliance and Privacy Laws

Ensuring adherence to local and international regulations (e.g., GDPR, CCPA),
especially for cross-border IoT data flows.

17. Advanced Encryption Methods

Research into post-quantum cryptography, homomorphic encryption, and novel key
exchange techniques for device-to-cloud and inter-device communication.

18. Hybrid Energy-Efficient Privacy-Preserving Schemes
Solutions balancing low energy consumption with strong privacy protection, suitable

for bandwidth- and battery-limited environments.
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This unified list addresses the multifaceted security and privacy challenges
that smart-home environments face today. It reflects not only the technical
necessities—Ilike malware detection, secure device interactions, and anomaly
response—but also broader social, ethical, and regulatory dimensions, including user
consent, forensic readiness, and compliance with privacy laws.

As smart-home technologies become further embedded into everyday life, so
too does the potential for unauthorized access, data interception, and network
exploitation. These risks underscore the need for continuous innovation across device,
network, and user layers. The future of smart-home security must embrace:

e Technological advancement (e.g., decentralized architectures, context-aware
Al).

e Policy harmonization (e.g., global 10T security standards)

e User empowerment (e.g., awareness campaigns and intuitive security
interfaces)

This thesis provides a roadmap for future research and development, promoting
smarter, safer, and more user-respecting smart-home environments. By aligning
innovation with user trust and regulatory foresight, we can create an l1oT landscape
that secures not just data, but also the everyday experiences of millions of users
worldwide.
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CHAPTER 6

Conclusions

In this thesis, I presented the technological foundations and methods that have been
developed to enable the creation and advancement of smart homes. Special emphasis
was placed on machine learning techniques—most notably, the Back Propagation
algorithm for neural networks—used in applications such as face and silhouette
recognition. While the primary focus was on their role in home security, the broader
contributions of machine learning across domains, including medicine, were also
acknowledged.

Modern security systems are increasingly reliant on facial recognition technologies
to enhance protection, personalize user experiences, and streamline access within
smart environments. Leading technology companies such as Netatmo, Netgear,
Honeywell, and Ooma have integrated face recognition into their home security
products to identify individuals approaching a property and detect potential intruders
when the home is unoccupied. Honeywell, for example, has partnered with Amazon
Alexa to develop a comprehensive home security solution that extends beyond
traditional protection to encompass a fully smart-living experience. Similarly,
Google’s Nest Cam 1Q provides 24/7 property surveillance with the capability to
recognize individuals from distances up to 50 meters. These systems not only detect
familiar faces but also allow users to define automated actions for specific
individuals, such as unlocking doors or gates.

While facial recognition is rapidly transforming home security, it is also reshaping
the technological and ethical landscape in which such systems are developed. The
evolution of these technologies has highlighted the critical need for security—not
only within the systems themselves but also in how they interact with and impact
daily life.

To further improve the identification and mitigation of risks in smart homes, the
adoption of formal modeling techniques—such as categorical logic—offers promising
potential. This approach can be used to develop a comprehensive knowledge base,
capable of executing queries in real time through IoT systems, creating intelligent
interfaces that proactively detect and respond to potential threats [231,232].

As smart homes become increasingly interconnected through the proliferation of
loT devices, they also become more vulnerable to a range of cyber and physical
threats. These include unauthorized access, data interception, and the exploitation of
network vulnerabilities—each of which poses serious implications for user safety and
privacy. The findings of this thesis reinforce the need for advanced security
mechanisms, including enhanced biometric authentication, decentralized identity
verification, advanced encryption, and Al-driven anomaly detection systems.

Equally important are the human-centric aspects of smart-home security. Consumer
awareness, education, and responsible device management (including secure disposal)
are vital components of a holistic security strategy. Future research must address these
social and technical dimensions by developing privacy-enhancing technologies,
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secure mechanisms for multi-user environments, and integrating physical safeguards
with network-level protections.

Furthermore, the establishment of international standards and the exploration of
decentralized technologies—such as blockchain—will be critical to harmonizing
global security practices and strengthening resilience against evolving threats.

In conclusion, ensuring the security and privacy of smart-home environments is a
multidimensional challenge that must keep pace with technological innovation. This
thesis lays the groundwork for continued research and development aimed at fostering
safer, smarter, and more secure living spaces. Through a combination of advanced
technical solutions, regulatory alignment, and user-centric design, we can achieve a
future where smart-home technologies are seamlessly integrated into everyday life—
without compromising privacy, trust, or safety.
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