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ABSTRACT

This study presents the design, architecture, implementation, and evaluation of a smart
bio- and cultural-guiding system that integrates artificial intelligence—driven
personalization with augmented reality (AR) guidance on commodity Android devices.
Unlike conventional mobile guiding applications that rely on static proximity-based
listings or rule-based user profiles, the proposed platform introduces a neural-network-
based recommender and an AR-assisted navigation interface, aiming to measurably
improve recommendation relevance, spatial understanding, and overall user experience

without requiring human guide intervention.

The novelty of the proposed approach is demonstrated through a rigorously separated
dual-method evaluation framework combining synthetic-data-based system analysis
with controlled observational usability studies. Quantitative results show that the Al
recommender significantly outperforms proximity-based and rule-based baselines,
achieving improvements of up to +19 percentage points in Precision@5 (0.41 vs. 0.22)
and +21 points in NDCG@5 (0.45 vs. 0.24), confirming superior ranking quality for
personalized points of interest. User classification accuracy is also enhanced through a
multi-layer neural network, reaching 85% accuracy compared to 78% for a K-Nearest-
Neighbors baseline.

Furthermore, controlled usability experiments demonstrate that AR-based guidance
yields substantial performance gains in real-world navigation tasks. In spatial POI
location tasks, the proposed system increases task success rates from 78% to 83% while
reducing median completion time by 38% (11 s to 6.8 s), indicating a marked reduction
in cognitive load when translating digital guidance into physical navigation. Overall
usability is rated as excellent, with a System Usability Scale (SUS) score of 82.5,
compared to 68.0 for a non-AR baseline application.

Despite incorporating computationally intensive AR and Al components, system
profiling confirms practical deploy ability on mid-range Android devices, with average
CPU utilization remaining below 25% in standard interaction scenarios and peak usage
limited to short-lived AR and vision-related operations. Network latency for core
services consistently remains within sub-second thresholds, supporting responsive user

interaction even in bandwidth-constrained environments.



In practical terms, the proposed system provides a scalable technological foundation for
sustainable bio- and cultural-tourism applications, enabling data-driven tourism
management, enhanced visitor education, and improved engagement with natural and
cultural heritage sites. By empirically demonstrating that Al personalization and AR
guidance deliver measurable benefits in recommendation quality, navigation efficiency,
and usability, this work contributes validated evidence that intelligent, augmented
mobile guiding systems can effectively replace traditional human-guided experiences

while preserving ecological and cultural sensitivity.

Keywords: Design, Architecture, Implementation, Artificial Intelligence, Bio, Culture,

Guiding System



ITEPIAHYH

H mapodca perétn mopovctdlel Tov oyedOGUO, TNV OPYLITEKTOVIKT, TNV LAOTOINGCT Kot
mv a&loAoynon evog EEumvov GLGTNUATOC BLOAOYIKNG KOl TOALTIOTIKNG Eevaynong, To
OTO010 EVOMUATAOVEL UNYavIoHovg eatopikevong PocioUéVog GE TEXVNTI VOTLLOGUVT|
Kot Kafodynon péow emovénuévng mpaypoatikomrag (Augmented Reality — AR) oe
eopntéc ovokevéc Android. e avtifeon pe Tic ovpuPatikéc Qaproyég Eevaynong mov
Bacifoviol OmOKAEICTIKO OTY YEOYPOAPIKY] €yy0TNTO 1 GE OTOTIKA, KOVOVOKEVIPIKA
TPOPIL YPNOTMOV, TO TPOTEWVOUEVO GUGTNUA OEIOTTOEL VEVPOVIKA SIKTLO Y10 QUVOLLLKT
TPOCUPUOY] T®V TPOTEWVOUEVOV onueiov evdlapépovtog kot AR demapés v

BeATIOUEVT YOPIKN KATOVONOT KO TAONYNOT, YOPIc TNV avdykn avOpodmvov Eevayov.

H xowvotopion ™ mpoo€yylong TEKUNPLOVETOL HEGH €VOC OLOTNPA OLOY®PICUEVOL
miaiciov agloddynong 600 emmédmv, T0 0moio GLVOLALEL GLVOETIKG OESOUEVO. Yo
TEYVIKT] KO OAYOPIOUIKNY OmOTIUNON UE EAEYYOUEVT] TOPATNPNCLOKY] LEAETT) EVYPNOTIOG.
Ta mocoTikd amoteAéopato Oelyvouv OTL 0 TPOTEWVOUEVOS UNYXOVICUOG EEQTOMIKEVOTG
vreptepel  ONUOVTIKA  €vavil  mpooeyyicemv  PAcEl  €YyOTNTOS  KOU  KOVOV®V,
emtvyydvovtag Peitioon €wog kot 19 mocootiaieg povadeg oto Precision@5 (0,41
évavtt 0,22) kot 21 povadeg oto NDCG@)5 (0,45 évavtt 0,24), yeyovog OV amodEKVIEL
avaTEPT] TOWOTNTA KOTATAENG TV onueiov evolapépovtog. TTapdiinia, n tagvounon
XPNOTAOV HECH TOAVETMIMEOOV VEVPMOVIKOL OIKTOOL gmtvyyavel axpifewa 85%, évavti

78% g mpocéyyong K-Nearest Neighbors.

H pedétn svypnotiog kotadeikviet 6Tt n kabodynon pe ETavENUEVN TPOYUATIKOTNTOL
EMPEPEL OLGLOOTIKA OPEAT] OE €PYUCIEG YWPIKNAG TAONYNOMNG. ZVYKEKPIUEVO, GE
epyocieg evIomouoh onuelwV evOlAPEPOVTOS, TO TPOTEWVOUEVO GUOTNUA OLEAvVEL TO
m0c0ooTo emtvyiog amd /8% oe 83%, evd peudvel Tov O1AUEGO YPOVO OAOKANPOOTNG
katd 38% (amd 11 s o 6.8 s), LWOOEIKVVOVTOG CNUOVTIKY HEIMON TOL YVOOTIKOD
eoptiov TV ypnotdv. H cvuvolikn gvypnotio allodoyeitor og eoupetikn, pe deiktn

SUS 82,5, o ouykpion pe 68,0 yia epappoyn xopig AR.

[Mapd ™V evoOUAT®ON VLIOAOYICTIKA OTOITNTIKOV Agttovpyidv AR kol teyvntig
vonuoovvng, N avdivon anddoons emiPefordvel TV TPOKTIKY SLVATOTNTO AVATTUENG
TOV GUGTNUATOG GE GLOKEVES pecaiog Katnyopiag, pe péomn xprion CPU kdto and 25%
0€ TUTIKA oeVAPLOL AAANAETIOPAONG Kot TAPOOIKES LOVO auyuég kotd tn ypnon AR. Ot

KaBuoTEPNOELS OIKTVOVL  TOPApEVOVY  oTafepd KATO TOL €VOG  OELTEPOAEMTOV,

Vi



owo@oMlovtog AQueon  amOKPIon  OKOUN  KOL OE  TEPOYES UE  TEPLOPICUEVT

GLUVOECILOTNTO.

YUVOMKA, TO TPOTEWOUEVO OCUCTNUO TOPEXEL O EMEKTACIUN KOl TEKUNPIOUEVN
teyvoloyikny  Pdon v €@apupoyés  Proloywod Kol TOMTIGTIKOD  TOVPIGHOU,
vrootpiloviag ™ Prdoyun Sloyelplon TPOOPIGU®Y, TNV EKTOLOEVTIKY EUTEPIN TOV
EMOKENTMV K01 TNV OLGLOCTIKT GAANAETIOPACT] LE PUOTKT|] KO TOALTIOTIKT] KAT|POVOLLA.
Ta eunelpwcd amotedéspato emiPefordvovy 0Tt 0 cLVOLOCSUOS e€atouikevons PEow
TEYVNTAG VONUOGUVIG Kol ETOVENUEVIG TPOYUOTIKOTNTOG TPOCPEPEL UETPNOLUA KO

OVLGLOOTIKG TAEOVEKTNLOTO £VAVTL TOPAOOCLOKADV TPOGEYYICEDV Kvn TG EEVAyNONG.

Aé€arg Khewdwd: Zyedwoopog, Apyitektovikn, YAomoinom, Teyvnt| Nonpoobdvn,
BioAoyia, [ToAtiopnog, votnuo Kaboonynong
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Chapter 1: Introduction

1 INTRODUCTION

1.1 The Tour Guide Operators Field and its Impact on the
Economy

1.1.1 Overview of the Tour Guide Operators Industry

Tour guide operators form an essential segment of the tourism industry [1-3]. They
plan, organize, and deliver experiences for travelers, ranging from historical city walks
to wildlife safaris and cultural immersion programs. Tourism is one of the largest and
fastest-growing industries in the world [4-6], and within this expansive sector, tour
guide operators play a vital role. Tour guide operators are the facilitators of experience
[7], culture [8,9], and learning [10,11]. They serve as the interface between the traveler
and the destination, helping bridge language barriers, cultural gaps, and logistical
challenges. The profession of tour guiding is as old as travel itself, evolving alongside

technological advancement, changing traveler expectations, and global mobility trends.

Their role extends beyond merely showing places as they interpret culture, manage
logistics, ensure safety, and enhance the visitor experience. The field of tour guiding is
highly varied [12,14]. It includes freelance guides, small local operators, and large
multinational companies. These operators work with tourists directly or through
partnerships with travel agencies, hotels, and transport providers. Tour guide operators
enhance the overall travel experience by providing curated, informed, and often
entertaining tours that bring history, art, culture, and nature to life. However, their
contribution extends beyond the tourist experience. They are major contributors to the
economic ecosystems of destinations [15,16]. Through direct employment, support of
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ancillary industries, and enhancement of local economies, tour guide operators serve as

economic multipliers.

The economic impact of tour guide operators is significant but often underappreciated
[16-18]. They generate direct income through their services, create employment
opportunities, stimulate demand for local goods and services, and help distribute
tourism revenue more evenly, especially in rural or developing regions. In this thesis we
will try to explore the tour guide operators’ field in detail, describing its structure,
functions, and the wide-ranging economic impacts it has on local, regional, and national

economies.

1.1.2 The Structure of the Tour Guide Operator Industry

Typically, the industry has a large number of small and micro-enterprises, especially in
developing regions. In advanced economies, some large tour operators consolidate
services to offer scaled packages, but local guides still play a vital role in delivering the
personal, authentic aspect of the experience.

The tour guide operator sector is diverse and it mainly includes the following:

e Local Guides, (individuals who specialize in specific cities, heritage sites, or
natural areas);

e Inbound Tour Operators, (companies organizing experiences for foreign visitors
in their country);

e Outbound Tour Operators, (those creating packaged tours for domestic travelers
to go abroad);

e Specialized Operators, (adventure tours, eco-tours, culinary tours, heritage tours,

etc.).

The tour guide operator industry is highly diverse, encompassing a range of business
types and service models. At its core, there are local tour guides who often work
independently or with small companies to provide specialized, place-based experiences
such as city walking tours, museum visits, or food tours. Then there are inbound tour
operators who handle travel logistics for foreign visitors, organizing accommodation,
transport, and curated excursions. Outbound operators, on the other hand, plan trips for
local residents traveling abroad, coordinating with foreign partners to ensure a seamless
experience. Domestic tour operators focus on local tourism within a country, catering to

residents exploring their own regions, a segment that gained significant importance
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during travel restrictions imposed by global crises. In addition to these broad categories,
there are niche and specialty operators who design unique, highly targeted experiences.
These can include adventure tourism companies offering trekking or rafting expeditions,
eco-tourism operators emphasizing conservation and nature interpretation, or cultural
and spiritual tourism providers catering to travellers seeking meaningful, immersive
encounters. Such specialization allows businesses to differentiate themselves in a
competitive market while appealing to the growing demand for authentic, responsible,

and personalized travel experiences.

The employment and business models within this industry are equally varied. Many
guides work as freelancers or subcontractors, especially in regions with large informal
economies. Small, often family-run enterprises may operate within specific
communities or regions, directly supporting local livelihoods. Meanwhile, large tour
operators can be international corporations with vertically integrated services that
include their own hotels, transport fleets, and local guides. This structural diversity
enables wide economic participation, offering low-barrier entrepreneurial opportunities
to local residents, including women and marginalized groups. Moreover, the fragmented
nature of the industry allows for a high level of adaptability and inclusivity. In
developing countries and agricultural regions, guiding often serves as an accessible
form of formal employment that does not require large capital investments. It also
creates opportunities for cultural preservation and storytelling by empowering local
communities to share their heritage on their own terms. Altogether, this varied industry
structure enables tour guide operators to serve as important drivers of inclusive
economic development while responding to a wide range of traveller needs and market

demands.

1.1.3 Roles and Responsibilities of Tour Guide Operators
Tour guide operators perform a range of roles [19,20], including:

¢ Planning journey design, (creating structured, appealing, and safe tours);

e Interpretation and storytelling, (explaining historical, cultural, environmental,
and social contexts);

e Logistics and coordination, (managing bookings, transport, meals, and timing);

¢ Risk management, (ensuring safety, adhering to local regulations, and handling

emergencies);
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e Customer service, (addressing tourists’ needs, providing support, and managing

expectations).

Tour guide operators have a central role in designing and delivering travel experiences
that are both enjoyable and meaningful. One of their core responsibilities is planning
and developing itineraries that balance traveller interests with practical considerations
such as timing, safety, and accessibility. This planning involves thorough research into
attractions, understanding local customs and seasonal factors, coordinating bookings for
transport and accommodation, and anticipating challenges that might arise along the
way. A well designed journey not only maximizes tourist satisfaction but also supports
local businesses and communities by distributing visitor spending across multiple
services and sites. Another critical responsibility is interpretation and storytelling. Tour
guides don’t simply point out landmarks but they bring destinations to life through
engaging narratives, historical context, and cultural insights. They often receive training
in subjects like history, art, ecology, and anthropology to ensure they can answer
questions and deepen visitors’ understanding. This interpretive role is essential in
creating authentic connections between travellers and the places they visit. By educating
tourists about local heritage, guides also promote cultural appreciation and responsible
behavior, helping reduce misunderstandings and disrespectful interactions with host

communities.

In addition to storytelling, tour guides manage complex logistics [21], and safety [22].
They coordinate transportation, meals, and schedules to keep tours running smoothly
and on time. This requires strong organizational skills and the ability to adapt quickly
when plans change due to weather, local events, or unforeseen delays. Safety is a major
concern also. This means that guides must know emergency procedures, basic first aid,
and legal responsibilities, especially in adventure tourism or remote destinations. Their
attentiveness ensures that travellers can relax and enjoy the experience, knowing they’re
in capable hands.

Finally, tour guides act as cultural mediators and customer service professionals. They
help visitors navigate through language barriers, understand local customs, and interact
respectfully with communities. This mediation role is vital for minimizing cultural
friction and ensuring positive encounters for both tourists and residents. At the same

time, guides must manage group dynamics, resolve conflicts or complaints, and
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maintain a welcoming, enthusiastic attitude throughout the journey. Their ability to
deliver high quality customer service often determines whether tourists leave with
positive memories, recommend the destination to others, or return for future visits,

which feature makes tour guides critical ambassadors for their regions and countries.

1.1.4 Direct Economic Impacts

The most obvious economic impact of tour guide operators is direct income generation
[23]. Tourists pay fees for guided tours, and these revenues flow to local guides,
companies, and support staff. For many destinations, especially in developing countries,
guiding services provide one of the most accessible ways for local people to participate

in the tourism economy.
Some examples are:

e Employment creation, (directly like guides or drivers and indirectly like
administrative staff, marketers, logistics managers);

e Local business support, (guides often steer tourists toward local restaurants,
shops, and artisans);

e Tax Revenue, (formal operators pay taxes, contributing to local government
budgets);

e Foreign Exchange, (inbound tourism, foreign visitors bring in hard currency).

Tour guide operators generate direct economic benefits primarily through the in-come
they earn from providing services to tourists. These earnings support not only the guides
themselves but also a wide range of related roles, including office staff, coordinators,
drivers, and translators. The industry creates formal and informal employment
opportunities, particularly in regions where other job sectors may be limited. In
developing countries, guiding often serves as a key entry point into the formal economy,
offering livelihoods to individuals with knowledge of local culture and language skills.
Additionally, tour guiding is a relatively accessible form of self-employment or
entrepreneurship, enabling people and especially women and marginalized groups to
start their own businesses with minimal capital. Beyond employment, tour guide
operators contribute to national economies through the taxes and fees they generate.
Licensed operators pay income taxes, business taxes, and often tourism specific levies

that help and fund public services and tourism infrastructure. Inbound operators also
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bring foreign currency into the economy, which supports balance of trade and
contributes to overall economic stability. Furthermore, the training and skills
development required in tour guiding sector such as language proficiency, customer
service, and safety awareness enhance the overall human capital of a country, preparing
individuals for broader roles in the tourism and hospitality sectors.

1.1.5 Indirect and Induced Economic Impacts

Beyond direct revenues, tour guide operators have broad indirect and induced impacts
[24]. Studies often found tourism’s multiplier effect is high. Because every dollar spent
on a tour can generate several dollars in the wider economy. This ripple effect is crucial
for agricultural field or marginalized communities with limited economic opportunities.
Tour guiding also encourages infrastructure development. Roads, communication

networks, signage, and public facilities often improve in response to tourism demand.
Some of the major indirect impacts are the following:

e Supply chains, (operators purchase transport services, fuel, meals, entrance
tickets, equipment);

e Multiplier effects, (income earned by guides and staff is spent in the local
economy, supporting shops, markets, and services);

e Seasonal stability, (in regions with strong tourism seasons, guides may sustain

economic activity when other sectors slow down).

Moreover, tour guide operators have significant indirect economic impacts by
stimulating demand for a wide range of supporting services and industries. When
tourists book a guided experience, they also spend money on transportation (such as
buses, taxis, or boats), accommodations (hotels, guesthouses, homestays), food and
beverages (restaurants, street vendors, caterers), and entry to attractions like museums,
parks, and cultural sites. Guides often introduce tourists to local craftspeople and
markets, boosting sales of souvenirs and artisan products. This interconnected supply
chain ensures that tourism revenue circulates throughout the local economy, supporting
jobs and businesses far beyond the guiding service itself. The induced economic
impacts arise from the spending of incomes earned through tourism-related activities.
For example, the wages that guides, drivers, hotel staff, and restaurant workers earn are

spent on everyday needs such as food, housing, education, and healthcare. This creates
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additional demand in the local economy, generating further rounds of economic activity,
a process often called the “multiplier effect”. Over time, this sustained spending can
encourage broader development, such as improved infrastructure, better public services,
and increased investment in new tourism products or facilities. Thus, the economic
benefits of tour guiding ripple outward, amplifying its role in local and national

development.

1.1.6 Cultural and Social Economic Benefits

Tour guide activities provide diversified income streams, helping reduce poverty and
reliance on single sectors like agriculture or extractive industries [25]. Moreover,
responsible operators often promote sustainable tourism principles, minimizing

environmental impacts and educating tourists about local challenges and solutions.
Tour guide operators also drive important cultural economy impacts such us:

e Cultural preservation, (interpreting and promoting cultural heritage, guides
support awareness and conservation);

e Revitalization of traditions, (demand for authentic experiences encourages
traditional crafts, performances, and storytelling);

e Community engagement, (local communities can benefit directly by offering

cultural programs, meals, or homestays).

Tour guide operators play a crucial role in preserving and promoting local culture,
creating important cultural and social economic benefits. By interpreting historical sites,
traditions, and stories for visitors, guides encourage appreciation and respect for cultural
heritage, often helping fund its preservation through entrance fees and donations. They
also act as vital links between tourists and local artisans, musicians, and performers,
driving demand for traditional crafts and cultural experiences. This not only sustains
livelihoods for local artists but also helps maintain and revitalize cultural practices that
might otherwise be lost in the face of modernization or globalization. Beyond cultural
preservation, tour guide operators promote social inclusion and community
development. Community based tourism initiatives often rely on local guides to ensure
tourism revenue reaches residents directly through homestays, local tours, and cultural
workshops. Guiding provides accessible employment opportunities, especially for
women and young people, empowering them with income, skills, and leadership
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experience. This inclusive approach helps reduce economic inequalities within regions
and strengthens community cohesion. By encouraging respectful, meaningful
interaction between tourists and locals, guides also help build mutual understanding and
social harmony, making tourism a tool not only for economic growth but also for

cultural exchange and community well-being.

1.1.7 Environmental and Regional or National Economic Impacts

Well-managed tourism can help fund and justify conservation areas. This creates jobs
while maintaining the ecosystem services, like clean water, biodiversity, and climate
regulation that underpin long-term economic health [26]. Poorly managed tour guiding,
however, can have the opposite effect, causing overcrowding, habitat destruction, and
cultural commodification. Hence, professional, trained, and responsible operators are

critical for maximizing positive impacts.

Sustainable tour guide operators have an important role in mitigating negative

environmental impacts and generating environmental economic value based on:

e Education, (guides teach tourists about conservation, reducing litter, respecting
wildlife);

e Revenue for conservation, (tours often include park fees or donations to
conservation projects);

e Monitoring and stewardship, (guides act as eyes on the ground to report environ-
mental damage or illegal activities).

On a regional scale, tour guide operators help distribute economic benefits beyond

major urban centers such as:

e Decentralization of tourism, (tours can bring visitors to rural, remote, or less-
developed areas);

e Balanced development, (this reduces pressure on overcrowded destinations and
spreads economic opportunities);

e Resilience building, (diverse tourism offerings help regions withstand shocks

like natural disasters or market shifts).

At the national level, tour guide operators support:
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e GDP growth, (tourism is often a major GDP contributor since guided
experiences are a core driver of value);

e Employment strategy, (labor-intensive, low-barrier-to-entry jobs help address
un-employment);

e Foreign investment attraction, (a well-developed tourism sector signals stability
and opportunity);

e Brand image, (high-quality tours shape visitors’ perceptions and encourage
repeat Visits).

Tour guide operators play a vital role in regional development by helping distribute
tourism activity beyond major cities and popular hubs. By designing and leading tours
in rural, remote, or underserved areas, guides encourage travellers to explore less visited
destinations. This helps spread tourism revenue more evenly, reducing pressure on
overcrowded urban centers while bringing new sources of income to regions that might
otherwise have limited economic opportunities. The resulting investment in local
businesses, infrastructure, and community services can reduce regional inequalities and

improve quality of life for residents.

At the national level, the tourism sector, including guiding services, can make a
substantial contribution to Gross Domestic Product (GDP). In some countries,
particularly small island or developing nations, tourism can account for a significant
share of GDP, sometimes exceeding 50%. Tour guide operators are central to this
contribution because they enhance the visitor experience, encourage longer stays, and
boost overall spending. Their services make destinations more appealing and accessible
to international tourists, increasing foreign exchange earnings that strengthen national

economies and help balance trade dept.

Tour guiding also serves as an important employment strategy, especially in labor-rich
but capital-poor countries. The industry offers accessible, low barrier job opportunities
for people with local knowledge and language skills, supporting formal employment
where other options may be difficult to be achieved. Governments often recognize this
potential by including tourism development in national employment and poverty
reduction plans. Beyond direct employment for guides themselves, the sector supports
many related jobs in hospitality, transport, retail, and cultural services, making it a

cornerstone of inclusive economic growth strategies.
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Finally, tour guides act as ambassadors for their countries, shaping how visitors
perceive the nation’s culture, people, and values. Positive experiences delivered by
skilled guides can improve a country’s reputation abroad, boosting communication and
encouraging diplomatic goodwill. Satisfied visitors are more likely to recommend
destinations to others or return in the future, creating a cycle of sustained demand. In
addition, quality tourism experiences attract investors interested in developing hotels,
transport networks, and other infrastructure, further amplifying the sector’s long-term

economic impact at a national scale.

1.1.8 Challenges Facing Tour Guide Operators

Policy responses can include licensing regimes, training programs, infrastructure
investments, marketing support, and crisis management planning [19]. Collaboration
among government, private sector, and communities is essential to address these

challenges and maximize the economic benefits.
Despite these benefits, the sector faces challenges:

e Seasonality, (many destinations have peak and low seasons, making income
unstable);

e Informality, (in many places unlicensed or informal guiding undermines quality
and tax revenue);

e Training gaps, (lack of professional development can hurt safety, quality, and
sustainability);

e Over-tourism, (popular sites risk being overwhelmed, damaging resources and
resident goodwill);

e External or unpredicted events, (pandemics, political instability, or natural

disasters can devastate demand).

One major challenge facing tour guide operators is seasonality and demand fluctuation.
Tourism demand is often highly seasonal, with peaks during holidays or favorable
weather and dramatic slowdowns during off-seasons. This can make income for guides
and operators unreliable and limit their ability to invest in training or business growth.
In many regions, guides must take on other jobs during the low season or rely on
savings, making it difficult to maintain consistent staff and service quality year round.

Seasonality also complicates planning for governments and destination managers, who
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must balance the need for tourism development with the risk of overdependence on a

sector that is not steady throughout the year.

Another significant issue is economic vulnerability to external shocks. Political in-
stability, pandemics, natural disasters, or global economic downturns can all disrupt
tourism demand, leaving guides and operators suddenly without income. The COVID-
19 pandemic, for example, devastated the tourism industry worldwide, pushing many
guides into unemployment and causing small operators to close permanently. Because
guiding often involves informal or freelance work, many guides lack social protections
like health insurance or unemployment benefits, making them particularly vulnerable in
times of crisis. These shocks highlight the need for better social safety nets and business

resilience planning within the sector.

Regulatory challenges and barriers to formalization also pose problems for tour guide
operators. In many countries, guiding is only partly regulated, with unclear or
inconsistent licensing requirements, high fees, or complex bureaucracy discouraging
operators from formal registration. This can lead to a large informal economy where
guides operate without legal protections or access to training, quality standards, or
marketing support. While formalization could improve service quality and worker
protections, governments often struggle to enforce regulations or provide accessible
paths to compliance, leaving guides in a legal grey area that undermines both their

livelihoods and the reputation of destinations.

Competition and market pressures further complicate the work of tour guide operators.
The rise of online booking platforms and peer-to-peer tourism services has made it
easier for unlicensed or inexperienced guides to offer tours, sometimes undercutting
prices and eroding quality. At the same time, travellers are increasingly demanding
specialized, authentic, and sustainable experiences, requiring operators to invest in
training, marketing, and partnerships to stay competitive. Balancing affordability with
quality, while adapting to changing traveller expectations and technological shifts, can
be especially challenging for small or community-based operators with limited

resources.

Finally, environmental and social sustainability concerns present both a challenge and a
responsibility for tour guide operators. Unmanaged tourism can contribute to
environmental degradation, overcrowding at sensitive sites, and cultural

commodification that harms local communities. Guides are often on the front lines of
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managing visitor behavior, but they may lack training, resources, or authority to enforce
sustainable practices. At the same time, operators must balance sustainability with
business pressures to maximize tourist numbers and income. Navigating these tensions
requires collaboration with governments, local communities, and other stakeholders to
ensure tourism remains a force for long-term positive development rather than a source

of harm.

1.1.9 The Future of the Tour Guide Operator Field

The future of the tour guide operator field is expected to be shaped by increasing
demand for personalized, authentic, and meaningful travel experiences [27]. As tourists
be-come more experienced and discerning, they seek deeper engagement with local
cultures, traditions, and environments rather than generic sightseeing. This trend is
pushing tour operators to specialize in niche markets like culinary tourism, adventure
travel, heritage trails, and eco-tourism. Guides will need to develop richer storytelling
skills, in-depth local knowledge, and the ability to customize experiences to individual
interests, making their role even more central to delivering high-quality tourism

products.

Technological innovation will also transform the field in multiple ways. Online booking
platforms, review sites, and mobile apps have already revolutionized how travellers
choose and book tours, increasing competition but also expanding market reach for
local operators. Virtual and augmented reality tools may enhance pre-trip planning or
even enable remote tours. At the same time, operators will increasingly use digital
marketing and social media to connect with customers and build their brand. Tour
guides themselves may use technology on tours to provide richer content, translations,
or interactive experiences. Embracing these tools will be essential for operators who

want to stay relevant and competitive in a rapidly changing industry.

Sustainability and responsible tourism will become even more important in shaping the
future of guiding. As awareness grows about the negative impacts of over-tourism,
environmental damage, and cultural exploitation, travellers are seeking operators who
prioritize ethical practices. Future tour guide operators will need to adopt and promote
sustainable tourism principles such as minimizing waste, respecting wildlife and
cultural sites, and supporting local economies through fair partnerships. They will

increasingly act as educators and advocates for responsible travel, encouraging tourists
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to behave in ways that preserve destinations for future generations. Certification
schemes and sustainability standards may become more widespread, creating both

opportunities and obligations for operators.

The industry will also need to adapt to new forms of risk and uncertainty, such as
pandemics, geopolitical tensions, or climate change. Resilient business models that can
handle weather disruptions will be critical, potentially including diversification of
services (for example, offering domestic or virtual tours during international travel
restrictions). Operators may also need to rethink group sizes, health protocols, and
insurance requirements to reassure travellers about safety. Governments and industry
bodies will likely invest more in crisis preparedness and support for tourism workers to

avoid the devastation seen during the COVID-19 pandemic.

Finally, the professionalization of guiding is likely to accelerate in the future. As
tourism becomes more competitive and destinations focus on quality over quantity,
there will be growing demand for trained, certified, and knowledgeable guides who can
deliver exceptional experiences. This may involve expanded training programs in
history, culture, languages, safety, customer service, and sustainability. Governments
and industry associations may strengthen regulations and licensing to ensure consistent
standards and consumer trust. For guides themselves, this evolution offers the chance to
build respected, stable careers that contribute meaningfully to local economies and

cultural preservation while offering travellers richer, more rewarding experiences.

1.2 Augmented Reality Guiding Systems

1.2.1 Introducing Augmented Reality Guiding Systems

A guiding system refers to any system designed to help users navigate, learn about, or
interact with physical spaces or objects [28,29]. Classic guiding systems include maps,
audio tour guides, signage, and even human guides. In modern contexts, guiding
systems can be interactive apps, GPS navigation tools, or museum audio devices.
Guiding systems aim to improve user orientation, provide relevant information at the
right time and place, reduce confusion, and enhance the overall experience of moving

through or learning about space, events, history, heritage, culture, etc.

Augmented Reality (AR) is a technology that superimposes computer-generated content
onto a user's perception of the real world. Unlike Virtual Reality (VR), which immerses

the user in a completely synthetic environment, AR blends digital elements with the real
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environment in real time. Examples of AR include heads-up displays in cars that
overlay navigation instructions onto the windshield, smartphone apps that show
information about historical sites when viewed through the camera, and smart glasses
that project work instructions onto physical machinery. AR relies on sensors, cameras,
displays, and software to detect and interpret the user's environment and position,
enabling accurate placement of digital objects. This real-time integration creates an
"augmented" experience in which users can interact with both real and virtual elements

seamlessly.

Traditional guiding systems often rely on static media (maps, signs) or require users to
interpret abstract information and relate it to their surroundings. This can be challenging
in complex environments such as large airports, industrial plants, museums with many

exhibits, or outdoor cultural heritage sites.

AR-guiding systems solve this problem by overlaying context-sensitive information

directly onto the user's view of the world by using:

e Arrows on the ground guiding a user to a gate at an airport;
e Labels appearing over museum artifacts with historical details;

e Maintenance instructions projected onto equipment.

The motivation for combining AR with guiding systems includes:

e Improved way finding (users see real-world paths augmented with digital arrows
or markers, reducing errors and confusion);

e Contextual information (information appears exactly where and when it is
needed, enhancing learning and engagement);

e Hands-free operation (with head-mounted displays or audio AR, users can
receive guidance while keeping their hands free for other tasks);

e Personalization (AR systems can adapt content to the user’s preferences,
language, or level of expertise);

e Engagement: Immersive experiences hold attention better than traditional

signage or brochures.
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1.2.2 History and Evolution of Augmented Reality Guiding Systems

The concept of Augmented Reality has its roots in early experiments with head-
mounted displays (HMDs) and human-computer interaction in the 1960s [30,31]. Ivan
Sutherland’s 1968 "Sword of Damocles” is often credited as the first true AR system: a
head-tracked see-through display that overlaid wireframe graphics onto the real world.
Although primitive, it established key principles of spatial registration and user
viewpoint tracking. Throughout the 1970s-1990s, AR remained mostly in research labs.
Milgram and Kishino (1994) formally described the "Reality-Virtuality Continuum®™
placing AR between real environments and fully virtual environments. The concept of
combining real and virtual elements in a mixed reality space gained traction in academia
and defense research. In the late 1990s and early 2000s, advances in computer vision
and portable computing enabled early mobile AR prototypes. Examples include marker-
based AR systems that used printed patterns to register virtual objects in camera feeds,
paving the way for more sophisticated tracking approaches.

Meanwhile, guiding systems have a much older history. Human tour guides, maps, and
signage are ancient technologies dating back thousands of years. The 20th century saw
mass production of printed maps, standardized road signage systems, and audio guides
in museums. Digital transformation began in earnest with the advent of GPS in the
1990s, enabling in-car navigation systems and handheld GPS devices for hiking. These
systems greatly improved outdoor navigation but were limited indoors. By the early
2000s, smartphone apps emerged as a new generation of guiding systems. Location-
based services used GPS, Wi-Fi, and later Bluetooth beacons for indoor positioning.
Audio tours in museums evolved into multimedia smartphone guides, offering images,

videos, and interactive maps.

The convergence of AR and guiding systems was driven by the need for more intuitive
and context-sensitive navigation aids. Traditional maps and signage required users to
interpret abstract information and translate it to their real surroundings, which is a
cognitive burden that AR could alleviate. Early examples included research prototypes

that overlaid arrows onto video feeds on PDAs or smartphones.

As cameras, processors, and displays improved, consumer-grade AR apps emerged,
such as:

e Google’s AR walking directions in Maps;

e Museum apps overlaying labels or reconstructions onto exhibits;
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e Tourism apps that point out landmarks when viewed through a phone camera.

Head-mounted displays like Google Glass (2013) and Microsoft HoloLens (2016)
promised hands-free AR guidance for industrial maintenance, training, and professional
use cases. These systems provided real-time instructions overlaid on the user's field of
view. More recently, ARKit (Apple) and ARCore (Google) democratized AR
development on smartphones, leading to a rapid increase in numbers of AR-guiding
apps for navigation, tourism, education, and retail. The evolution of AR-guiding
systems reflects broader trends in “found everywhere” computing, making information

accessible anywhere, anytime, in the most natural and context-aware form possible.

1.2.3 Core Technologies of AR Guiding Systems

AR-guiding systems rely on a complex interplay of hardware, software, and algorithmic
components [32,33]. The effectiveness of these systems depends not only on the quality
of AR content but also on how well the underlying technologies work together to

provide a seamless and context-aware user experience such as:

e Hardware components;

e Software platforms;

e Tracking and registration;
e Rendering;

e User interface and interaction.

Hardware components make AR guiding systems possible and fundamentally shape
user experience. The discussion of display technologies, from handheld smartphones to
head mounted displays, illustrates the trade-offs between accessibility and immersion.
While smartphones are ubiquitous and affordable, they require users to hold them up,
which can interrupt tasks or reduce safety in certain contexts. In contrast, head-mounted
displays enable hands-free operation ideal for complex environments like factories or
hospitals, but they introduce challenges around cost, comfort, and social acceptance.
This contrast highlights how hardware decisions are not merely technical but directly

influence adoption and usability.
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Hardware components also focus on sensors and tracking components, which are vital
for maintaining accurate alignment between digital overlays and the real environment.
The inclusion of cameras, inertial measurement units (IMUs), GPS, and depth sensors
reflects the complexity of achieving reliable, low-latency tracking across diverse
settings. The analysis points out that each sensor type has strengths and limitations. For
example, GPS works well outdoors but fails indoors, while vision-based tracking can be
disrupted by poor lighting or repetitive surfaces. This complexity requires careful
integration of multiple sensing types to ensure consistent performance. It demonstrates
that robust hardware design is critical for meeting user expectations of seamless,

intuitive guidance.

Processing units, connectivity, and power considerations, are often overlooked yet
crucial to AR system viability. Processing power determines whether devices can
handle real-time rendering, Al-based guidance, or computer vision tasks locally. While
connectivity including Wi-Fi and emerging 5G networks, enables offloading to the
cloud and collaborative AR experiences. However, all of this imposes significant power
demands, making battery life a persistent constraint for mobile and wearable devices.
This wisely underscores that successful AR guiding systems must balance performance
with energy efficiency, emphasizing that the entire hardware stack must be optimized

not just for technical capability but for sustained, practical use in real-world conditions.

On the other and, software platforms play crucial role in enabling AR guiding systems
to deliver reliable, engaging, and context-aware experiences. By covering AR SDKSs,
operating system supports, and development frameworks, the software provides the
backbone for features like spatial mapping, object recognition, and real-time rendering.
This discussion makes clear that while hardware delivers the raw capability, software
defines how effectively that capability is harnessed, determining ease of development,
cross-platform compatibility, and the richness of user interactions. Importantly, it also
points to the challenge of fragmentation, where developers must navigate different tools
and standards across devices, underlining the need for robust, flexible, and well-
supported software ecosystems to make AR guiding systems truly scalable and
sustainable.

Tracking and registration are the technical heart of any effective AR guiding system, as
they ensure that digital overlays align accurately with the user’s real-world view in real
time. By explaining techniques like marker-based, marker less, and sensor fusion

approaches, technology reveals both the sophistication and challenges of maintaining
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precise, low-latency tracking in varied environments. This focus on the fact that without
robust tracking and registration, even the most compelling AR content becomes
confusing or unusable, breaking user trust and reducing effectiveness. It also points to
an ongoing tension in AR design. The balancing accuracy and responsiveness with
computational efficiency and adaptability to real-world conditions, making tracking and

registration a key area for innovation and continuous improvement.

Rendering focuses on the process that translates raw data into coherent, immersive
visuals in AR guiding systems. Rendering is not just about visual constancy but also
about real-time performance, contextual relevance, and spatial coherence. It highlights
that successful rendering must ensure digital elements appear anchored in the physical
world, with proper lighting, scale, and occlusion to maintain realism and user trust.
Moreover, it underscores the computational demands of high-quality rendering,
particularly on mobile or wearable devices with limited resources. This analysis reveals
that rendering is a critical link between technical capability and user perception, and any

lag, jitter, or visual inconsistency can significantly degrade the AR guiding experience.

User interface (UIl) and interaction design are central in making AR guiding systems
intuitive, accessible, and effective. By exploring elements like gesture controls, voice
commands, and gaze-based selection, the section highlights the need for natural,
context-aware inputs that reduce cognitive load and keep users focused on their
environment. There are challenges in balancing rich functionality with simplicity,
ensuring that overlays provide just enough information without overwhelming or
distracting the user. This focus underscores that even the most advanced AR
technologies can fail if the interface is confusing or intrusive, making thoughtful

interaction design critical to user adoption, safety, and overall experience quality.

1.2.4 Types of AR Guiding Systems
AR-guiding systems come in many forms, tailored to different use cases, environments,
and user needs [34]. They vary in terms of the senses they engage (visual, auditory,

haptic), the devices they run on, and the ways they deliver guidance.
Below are some key types:

e Visual Overlays;
e Audio AR Guidance;
e Haptic Feedback Systems;
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e Multimodal Guidance;
e Marker-Based vs Markerless Systems;

e Indoor vs Outdoor Guidance.

Visual overlays is a defining feature of AR guiding systems, describing how they
deliver essential information, like directions, instructions, or contextual cues directly
onto the user’s view of the real world. This highlights the strength of overlays in
reducing cognitive load, as users no longer need to mentally translate between maps or
manuals and their surroundings. By integrating information seamlessly into the
environment, overlays enable faster decision-making and greater situational awareness.
The analysis reveals that the effectiveness of visual overlays depends on clarity,
alignment accuracy, and timing. Any misalignment or delay can quickly undermine

trust and usability, turning helpful guidance into a source of confusion.

Some examples or visual overlays are:

e Arrows on the ground or walls showing the path to follow;
e Highlighted outlines or labels on objects of interest;
e Step-by-step maintenance instructions projected onto equipment;

e Museum exhibits with augmented reconstructions or labels.

Designing effective overlays is not simply a technical task but also a human centered
challenge. It emphasizes the need to avoid clutter or information overload by carefully
selecting and prioritizing the displayed content. Effective overlays must adapt to
context. For example, offering more detail when needed while remaining minimal in
dynamic or safety critical situations. This underscores the importance of balancing
informativeness with simplicity to ensure that AR guiding systems remain genuinely
helpful rather than distracting. Overall, visual overlays are both the most visible and
arguably the most critical part of the AR guiding experience, serving as the interface

where technology meets human perception and action.

Audio AR guidance can be a powerful and often underappreciated complement or
alternative to visual overlays in AR guiding systems. By delivering information through
spatial audio cues, spoken instructions, or sound effects, audio AR enables hands-free,

heads-up navigation that keeps users engaged with their environment instead of fixating
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on a screen. Audio guidance’s has a particular value in situations where visual attention
is limited or safety is paramount, such as pedestrian navigation in busy streets or
assisting visually impaired users. The analysis reveals that audio AR expands
accessibility and inclusivity, demonstrating that effective guidance need not to be purely
visual but can leverage our multimodal sensory capabilities to create more natural, less

distracting experiences.
Some examples of audio AR guidance are the followings:

e Turn-by-turn spoken directions in outdoor navigation;
e Spatial audio cues indicating the direction of the next waypoint;

e Museum tours where the audio adapts to the user’s position and orientation.

The challenges of designing effective audio AR guidance are many. There is a need for
clarity, timing, and context sensitivity to avoid cognitive overload or confusion,
especially in noisy environments where auditory cues might be masked or
misinterpreted. There are also opportunities for personalization. For example, adjusting
voice styles, volume or languages to suit user’s preferences. This makes clear that audio
AR is not just a supplementary feature but a critical design dimension that can greatly
enhance usability, inclusivity, and situational awareness in AR guiding systems when
thoughtfully implemented.

Haptic feedback systems are valuable sensory channels in augmented reality guiding
systems, especially when visual or auditory input is impractical or overloaded. Haptic
feedback involves tactile cues such as vibrations, taps or pulses delivered through
wearable devices like smart watches, gloves, or belts. These cues can guide users
discreetly, such as by indicating direction through vibration patterns or confirming
interaction with a virtual object. Haptic systems add an additional layer of interaction
that is non-intrusive and can enhance awareness without demanding visual or auditory
attention. This makes them particularly useful in safety critical environments or when
supporting users with sensory impairments. Tactile cues must be carefully designed to
be intuitive and distinguishable, as overly complex or ambiguous vibrations may
confuse users rather than help them. The placement of actuators, intensity of feedback,
and duration of signals all affect how effectively the information is conveyed.

Additionally, haptic feedback must be synchronized with other modalities to maintain
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consistency across the AR experience. Overall, while haptic feedback may not replace
visual or audio guidance, it can significantly enrich the user experience when integrated
thoughtfully, offering ingenious, context-aware reinforcement that improves both

navigation and interaction.

Multimodal guidance in augmented reality systems refers to the integration of multiple
sensory channels like visual, auditory and haptic to deliver instructions and information
in a more natural, effective, and user-friendly way. This approach recognizes that users
interact with their environment using all of their senses and that relying on a single
mode of communication can be limiting or even unsafe in certain contexts. For
example, visual overlays might be ideal for detailed navigation in clear conditions, but
audio prompts can ensure attention remains on the environment while walking, and
haptic cues can deliver silent, discreet directions in noisy or crowded areas. By
combining these modes, multimodal guidance reduces cognitive load, improves
comprehension, and enhances overall situational awareness. At the same time,
designing effective multimodal systems requires careful consideration of how these
channels work together. Overloading the user with redundant or conflicting signals can
create confusion rather than clarity. Instead, each mode should complement the others,
reinforcing critical information or offering alternative delivery when one channel is
unavailable or impractical. For instance, an AR navigation app might show an arrow on
a headset display, read out the next turn via audio, and use a minor vibration to confirm
the turn direction. This layered approach enhances accessibility for users with sensory
impairments or in challenging environments and personalizes guidance to individual
preferences. Ultimately, multimodal guidance aims to make AR experiences more

intuitive, inclusive, and resilient in real-world conditions.

Marker-based and marker less systems are two primary approaches to tracking and
registration in augmented reality guiding systems, each with distinct advantages and
limitations. Marker-based systems rely on predefined visual patterns or codes such as
QR codes or confidential markers placed in the environment. These markers serve as
reliable reference points for the AR system to recognize and track, enabling precise,
stable alignment of virtual content even in challenging lighting or feature-poor settings.
They provide clear, predictable anchors. Marker-based approaches are popular in
controlled environments like museums, factories, or training labs where setup can be
planned in advance, ensuring accuracy and ease of implementation. In contrast, marker

less systems use natural features in the environment such as walls, objects, textures, or
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spatial geometry to determine position and orientation without the need for special
markers. Techniques like simultaneous localization and mapping (SLAM) or plane
detection allow these systems to function dynamically in unfamiliar or changing spaces,
making them ideal for large-scale navigation, outdoor use, or consumer applications
where pre-placing markers isn’t feasible. However, marker less systems can face
challenges with accuracy in environments lacking distinct visual features, or in varying
lighting conditions. While marker-based systems offer reliability and simplicity in
known settings, marker less systems provide flexibility and scalability, and many

modern AR applications aim to combine both approaches for the best of both worlds.

Indoor and outdoor guidance in augmented reality present distinct challenges and
opportunities, reflecting the differences in environment, available technologies, and user
needs. Outdoor AR guidance typically relies heavily on GPS and large-scale mapping
data to provide navigation across cities, parks, or campuses. Because users often need to
travel longer distances with fewer obstructions, outdoor guidance emphasizes broad
geographic coverage, route optimization, and context-aware overlays like street names
or landmarks. However, outdoor AR must also contend with variable lighting, weather,
and signal interference, making robust tracking and clear visual design essential for
maintaining usability in changing conditions. In contrast, indoor AR guidance [35] faces
the challenge of GPS unreliability or unavailability, requiring alternative methods such
as Wi-Fi fingerprinting, Bluetooth beacons, visual markers, or advanced SLAM
(simultaneous localization and mapping) for accurate positioning. Indoor environments
are often more complex, with multiple floors, corridors, and obstacles that demand
highly precise, responsive guidance to avoid user confusion. Use cases like airport
navigation, shopping malls, hospitals, and museums also place an overlay that must
adapt to crowded spaces and personalized destinations. Overall, the distinction between
indoor and outdoor guidance highlights the need for AR systems to tailor their tracking,
mapping, and interface strategies to suit the unique constraints and expectations of each

environment.

1.2.5 Fields of Applications for AR Guiding Systems

Augmented Reality guiding systems have found use in many industries and con-texts
[36]. Their ability to deliver context-sensitive, spatially aligned and personalized
information has made them a powerful tool for improving navigation, training, learning,

and safety.
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Below are some key application domains with illustrative examples:

e Tourism and Cultural Heritage;

e Museums and Exhibitions;

¢ Industrial Maintenance and Training;

e Navigation in Indoor and Outdoor Spaces;
e Education and Training;

e Healthcare;

¢ Retail and Customer Experiences.

Tourism and cultural heritage are areas where augmented reality (AR) guiding systems
can significantly enhance visitor experiences by making history and culture more vivid,
interactive, and accessible. Using AR, tourists can see reconstructions of ancient
buildings overlaid on ruins, watch historical events re-enacted in their original locations,
or access detailed stories about artifacts in museums simply by pointing their device.
This transforms passive sightseeing into an engaging, educational journey, helping
visitors connect more deeply with places and their histories. AR can also support
multilingual guidance, personalized itineraries, and accessible content for people with
disabilities, broadening the appeal of cultural sites to a diverse range of travelers. At the
same time, effective AR design for tourism and heritage requires careful attention to
authenticity, user experience, and context. Successful AR guidance needs to respect the
integrity of real-world locations while adding meaningful, well-curated information that
enhances understanding without overwhelming visitors. Additionally, AR can help
manage visitor flows, promoting sustainable tourism by guiding people along less
crowded routes or offering remote virtual visits. By thoughtfully integrating digital
storytelling with cultural preservation, AR guiding systems can both enrich tourism

experiences and help safeguard heritage for future generations.

In museums and exhibitions, augmented reality guiding systems offer powerful tools for
enriching visitor engagement, learning, and enjoyment. By overlaying additional
information, or 3D reconstructions onto physical exhibits, AR can bring static displays
to life in ways that traditional labels and audio guides cannot. For example, a visitor
might use a smartphone or AR headset to see how an ancient artifact was originally
used, explore its internal structure, or watch a historical scene unfold around it. Such
interactive storytelling can make complex topics more understandable and appealing to
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diverse audiences, including children and those without specialist knowledge,
transforming a passive viewing experience into an immersive exploration. At the same
time, successful use of AR in museums and exhibitions depends on thoughtful
integration with curatorial goals and the physical space. AR experiences need to be
carefully designed to complement, not overshadow, the original artifacts and artworks,
preserving the authenticity and atmosphere of the exhibition. Clear, intuitive interfaces
are essential so that technology remains accessible to all visitors without requiring
extensive instructions or disrupting the flow of exploration. Moreover, museums must
consider practical factors such as device availability, maintenance, and visitor support.
When well executed, AR guiding systems can expand the educational mission of
museums, making cultural heritage more engaging, inclusive, and meaningful for all

visitors.

In industrial maintenance and training [37], augmented reality guiding systems provide
critical support by delivering step-by-step instructions, diagnostics, and visual cues
directly onto equipment and workspaces. Technicians wearing AR headsets or using
tablets can see overlays that identify components, highlight problem areas, or guide
them through complex procedures with 3D animations. This hands-free, context-aware
assistance reduces errors, speeds up maintenance tasks, and ensures consistent
adherence to safety protocols and standards. In training scenarios, AR can simulate real-
world tasks in a safe, controlled environment, giving workers practical experience
without the risks or costs of live equipment, thereby improving learning outcomes and
workforce readiness. At the same time, effective deployment of AR in industrial
settings requires attention to usability, reliability, and integration with existing
workflows. Industrial environments can be challenging, with varying lighting, noise,
and connectivity that can interfere with tracking and content delivery. AR systems must
be robust, intuitive, and comfortable for extended use, ensuring that technology aids
rather than distracts the worker. Additionally, content must be kept accurate and up-to-
date as equipment and procedures evolve. When thoughtfully designed and integrated,
AR guiding systems can greatly enhance productivity, reduce downtime, and improve
safety, representing a transformative tool for modernizing industrial maintenance and

workforce training.

Navigation in indoor and outdoor spaces is one of the most practical and impactful

applications of augmented reality guiding systems, helping users move confidently
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through unfamiliar environments. Outdoors, AR navigation typically relies on GPS and
large-scale map data to overlay directions, landmarks, or points of interest onto the
user’s real-world view via a smartphone or AR headset. This can make urban way
finding more intuitive by showing arrows on sidewalks, labeling streets, or even
providing real-time transit information directly in context. For tourists, delivery drivers,
or pedestrians, such guidance reduces reliance on abstract maps and written directions,
lowering cognitive load and improving safety by allowing users to keep their eyes on
their surroundings. Indoors, navigation poses different challenges and opportunities,
since GPS is often unreliable or unavailable. AR systems for indoor navigation rely on
technologies like Bluetooth beacons, Wi-Fi fingerprinting, visual markers, or advanced
computer vision techniques (like SLAM) to localize users accurately within complex
spaces such as airports, malls, hospitals, or museums. Once localized, AR can overlay
clear, intuitive paths through corridors, stairways, and multiple floors, offering
accessible guidance for all users, including those with disabilities. This reduces
confusion, saves time, and improves overall user experience in large or unfamiliar
buildings. Together, indoor and outdoor AR navigation systems demonstrate the power
of blending digital directions seamlessly with the physical world to create a more

connected, understandable, and user-friendly environment.

Augmented reality guiding systems are revolutionizing education and training by
creating immersive, interactive learning experiences that go beyond traditional methods.
In classrooms, AR can bring abstract concepts to life and students can visualize
complex scientific processes, historical events, or anatomical structures in 3D, making
learning more engaging and easier to understand. In professional training, AR offers
hands-on practice in a controlled, risk-free environment, allowing learners to simulate
real-world tasks, receive immediate feedback, and build confidence before performing
actual operations. This experiential approach not only improves retention but also
provides diverse learning styles by combining visual, auditory, and Kkinesthetic
elements. At the same time, the successful use of AR in education requires careful
design to ensure content aligns with course of study goals and learning outcomes. The
technology must be accessible, easy to use, and seamlessly integrated into lesson plans
or training programs to avoid becoming a distraction. Additionally, AR can support
personalized learning by adapting to individual progress and offering tailored guidance,
making education more inclusive and effective. When thoughtfully implemented, AR
guiding systems enhance both formal and informal education by fostering deeper
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understanding, increasing motivation, and preparing learners for practical challenges in

real-world contexts.

Augmented reality guiding systems are increasingly being adopted in healthcare to
support medical professionals and improve patient outcomes. In surgical settings, AR
can overlay critical information such as anatomical structures, real-time imaging, or
preoperative plans, directly onto the surgeon’s field of view, enhancing precision and
reducing risks during complex procedures. For medical training, AR provides realistic
simulations that allow students and practitioners to practice techniques on virtual
patients, gaining valuable experience without exposing real patients to risk. Beyond
surgery, AR can assist with patient rehabilitation by guiding movements or exercises,
improving compliance and monitoring progress through interactive feedback. However,
deploying AR in healthcare demands strict attention to accuracy, reliability, and safety,
given the high stakes involved. The technology must integrate seamlessly with existing
medical equipment and workflows, providing intuitive and unobtrusive support that
enhances rather than distracts healthcare providers. Patient privacy and data security are
also paramount considerations. Despite these challenges, AR guiding systems hold
significant promise for transforming healthcare delivery by improving training,
enhancing surgical outcomes, and empowering patients through personalized, real-time

guidance, ultimately contributing to more effective and efficient medical care.

Augmented reality guiding systems are reshaping retail and customer experiences by
blending digital information with physical shopping environments, creating more
interactive and personalized journeys. In stores, AR can help customers visualize prod-
ucts in real time, whether it’s trying on virtual clothes, previewing furniture in their
homes, or exploring detailed product features through interactive displays. This level of
engagement reduces uncertainty, enhances decision-making, and often leads to higher
satisfaction and sales. AR also supports way finding within large retail spaces, guiding
shoppers directly to items on their lists and improving convenience. At the same time,
AR enables retailers to craft unique, memorable brand experiences that differentiate
them from competitors. By incorporating gamification, storytelling, and immersive
promotions, AR can attract and retain customers in an increasingly digital marketplace.
However, designing these systems requires a balance between innovation and usability.
Overlying complex interfaces or intrusive overlays may frustrate users or detract from

the shopping experience. When thoughtfully integrated, AR guiding systems offer
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retailers powerful tools to deepen customer engagement, personalize service, and bridge

the gap between online and offline shopping.

Summarizing, AR-guiding systems are incredibly versatile, spanning tourism,
museums, industry, healthcare, education, retail, and more. Their strength lies in
adapting information to the user’s context and delivering it precisely where and when

it’s needed, enhancing usability, safety, learning, and engagement.

1.2.6 Design Considerations for AR Guiding Systems

Designing effective AR-guiding systems is far more than just overlaying graphics on
the real world [38,39]. It requires careful attention to user needs, technological limits,
safety, and usability. A well-designed AR-guiding system minimizes user frustration,

enhances task performance, and delivers value without causing confusion or distraction.
Below are key design considerations to address when creating such systems:

e User Experience (UX) and Interface Design;
e Safety and Situational Awareness;

e Interaction Design;

e Environmental Adaptation;

e Accessibility;

e Technical Performance;

e Content Management;

e Privacy and Security;

e Cultural and Social Context;

e FEvaluation and Iteration.

User Experience (UX) and Interface Design are critical elements in the success of
augmented reality guiding systems, shaping how effectively users can access and
interact with information in real-world contexts. Unlike traditional screens, AR
interfaces must seamlessly blend digital overlays with the physical environment,
requiring careful design to avoid clutter, confusion, or distraction. Clear, intuitive
visuals, well-timed prompts, and context-aware guidance are essential to ensure that
users can easily understand and act on the information presented. Good AR UX
prioritizes accessibility and inclusivity, providing options for different languages,

sensory needs, or levels of technical familiarity so that a wide range of users can benefit
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from the system. At the same time, interface design for AR guiding systems must
consider practical factors like user comfort, device limitations, and environmental
variability. For example, overlays must remain legible in changing light conditions, and
interactions should work reliably even when users’ hands are full or their attention is
divided. Designers need to ensure that controls are simple and ergonomic, minimizing
cognitive load while supporting complex tasks when necessary. When thoughtfully
executed, strong UX and interface design transform AR from a novel technology into a
genuinely helpful tool that enhances navigation, learning, and decision-making in real-
world settings, ensuring that users feel empowered rather than overwhelmed by the
digital layer added to their experience.

Safety and situational awareness are central concerns in the design and deployment of
augmented reality guiding systems, especially because these systems operate directly in
users’ physical environments. AR has the potential to enhance safety by providing
timely, context-sensitive information, such as hazard warnings, navigation cues, or real-
time instructions without requiring users to divert their attention to a separate screen.
For example, workers on an industrial site can receive overlaid alerts about dangerous
equipment zones, while drivers might see turn-by-turn directions projected onto their
windshield to reduce distraction. By aligning guidance with the user’s real-world view,
AR can help maintain awareness of surroundings and support safer decision making.
However, these benefits depend on careful design to avoid introducing new risks.
Poorly placed or overly complex overlays can obscure critical real-world details, cause
cognitive overload, or distract users at the wrong moment. Designers must ensure that
AR content is clear, minimal, and adaptive to context. For example, reducing visual
clutter when users are moving quickly or in high-risk settings. Systems should also
account for environmental factors like lighting or weather that might affect visibility
and tracking accuracy. Ultimately, prioritizing safety and situational awareness in AR
guiding systems is not just about adding more information but about delivering the right
information at the right time, in a way that genuinely supports users in staying alert,

oriented, and secure in their environment.

Interaction design in augmented reality guiding systems focuses on creating intuitive,
efficient, and enjoyable ways for users to engage with digital content seamlessly layered
onto the real world. Unlike traditional interfaces confined to screens, AR inter-action

design must account for the spatial and physical context of users, enabling natural
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gestures, voice commands, eye tracking, or even haptic feedback to control and
manipulate virtual elements. For instance, a user might point at a building to get
directions, use a voice command to request information, or tap virtual buttons floating
in space. The goal is to make these interactions feel fluid and instinctive, reducing the
barrier between user intent and system response. At the same time, effective interaction
design must carefully balance richness of functionality with simplicity and safety.
Overly complex gestures or crowded interfaces can confuse users or distract them from
their surroundings, especially in contexts like navigation, maintenance, or driving where
attention must remain on the real world. Designers need to prioritize clarity,
responsiveness, and context-awareness, ensuring that controls adapt to the user’s
environment and task. This means interactions should be easy to learn but robust
enough to handle varied use cases and conditions. When done well, interaction design
transforms AR from a technological novelty into a practical, user-centered tool that

enhances understanding, decision-making, and overall experience in daily life.

Environmental adaptation is a critical aspect of augmented reality guiding systems,
ensuring that digital content remains usable, relevant, and effective across diverse real
world conditions. AR applications need to function reliably in changing lighting, from
bright sunlight to dim indoor settings and handle obstacles, reflections, or cluttered
backgrounds without losing tracking accuracy. For example, an AR navigation system
must adjust overlays to remain visible in glare or adapt guidance when a planned route
is blocked. This adaptability enhances usability by maintaining a consistent, clear
experience regardless of where or when the system is used, supporting confident and
stress free interaction even in unpredictable environments. At the same time,
environmental adaptation goes beyond technical tracking to include the contextual
relevance of information delivered. AR systems should be context-aware, presenting
content tailored to the user’s current surroundings and needs. For instance, in a
museum, the system might switch between detailed explanations and concise summaries
based on crowd density or user preference, while an outdoor guide might highlight
landmarks only when they come into view [40,41]. Such sensitivity ensures that AR
enhances rather than disrupts the user's situational awareness and comfort. Ultimately,
strong environmental adaptation reflects thoughtful, human-centered design that
respects the complexity of the real world, making AR guiding systems truly practical

and beneficial for everyday use.
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Accessibility in augmented reality guiding systems is about ensuring that these
technologies are usable and beneficial to as many people as possible, regardless of their
abilities or limitations. Well-designed AR can actually improve accessibility by
providing alternative ways to perceive and interact with information. For example,
visual overlays can include text-to-speech features for users with low vision, while
audio cues can support those who struggle with reading or navigating complex spaces.
AR can also offer sign language interpretations, adjustable font sizes, or customizable
color contrasts, tailoring the experience to individual needs. By making guidance
intuitive and multi-sensory, AR has the potential to reduce barriers that traditionally
exclude people from independently navigating public spaces, museums, workplaces,
and more. At the same time, true accessibility requires careful design choices and
testing to avoid introducing new obstacles. Overly complex interfaces, small text, or
gesture controls that require fine motor skills can exclude users with certain disabilities.
Designers must prioritize simplicity, clarity, and flexibility, offering multiple input and
output modes so users can choose what works best for them. Additionally, AR systems
should be compatible with assistive technologies that people already use, ensuring
seamless integration into their daily routines. By embedding accessibility as a core
principle rather than an afterthought, developers can create AR guiding systems that not
only meet legal or ethical obligations but also unlock richer, more independent

experiences for everyone.

Technical performance is a crucial factor in the effectiveness of augmented reality
guiding systems, determining how smoothly and reliably users can interact with digital
overlays in real-world contexts. High-quality AR experiences require precise tracking,
fast and stable rendering, and real-time responsiveness to user movements and
environmental changes. For example, if an AR navigation system lags or misaligns
directions, it can confuse users or even create safety hazards. Similarly, training or
maintenance guidance that freezes or jitters breaks immersion and reduces trust in the
system. To deliver reliable performance, developers need to optimize software for low
latency, ensure compatibility with various hardware platforms, and design for diverse
conditions such as variable lighting, connectivity, and processing power. At the same
time, maintaining strong technical performance requires balancing resource demands
with usability and accessibility. AR applications can be computationally intensive,
draining battery life or overheating devices if not optimized properly. Systems must be
designed to function smoothly even on lower-end smartphones or headsets, broadening
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access while ensuring a consistent user experience. Moreover, developers need to
address challenges like data security, bandwidth for streaming content, and offline
functionality where network access is limited. By prioritizing robust technical
performance, AR guiding systems can offer dependable, high-quality experiences that
users can trust in critical scenarios, from navigating busy streets to performing complex

industrial tasks.

Content management is a vital component of augmented reality guiding systems, as it
ensures that the digital information users see is accurate, up-to-date, and relevant to
their context [42,43]. Unlike static applications, AR guidance often relies on dynamic,
location-specific, or highly detailed content, such as annotated 3D models, maps,
multilingual text, or multimedia explanations. Effective content management involves
organizing, storing, and delivering this data efficiently so users always receive the right
information at the right time. For example, a museum’s AR guide needs to update
exhibit details as collections change, while an industrial maintenance system must
reflect the latest procedures or equipment updates to ensure safety and compliance. At
the same time, managing AR content requires robust tools and workflows that support
easy creation, editing, and distribution. Curators, trainers, or local businesses need
intuitive platforms to add or modify AR experiences without requiring advanced
technical skills. Additionally, systems must ensure consistency across devices and
platforms while supporting localization and personalization for diverse user groups.
Data integrity and security are also critical, especially when content includes sensitive
information or user generated inputs. By prioritizing strong content management
practices, developers can keep AR guiding systems relevant, scalable, and sustainable,
ensuring they continue to deliver meaningful experiences as user needs and

environments evolve.

Privacy and security are critical concerns in augmented reality guiding systems, as these
technologies often rely on collecting and processing large amounts of real-world data,
including location, surroundings, user preferences, and behavioral patterns. This data
can enhance user experience by enabling personalized and context-aware guidance, but
it also raises significant risks if not properly managed. For example, an AR app that
accesses a user’s camera and location could potentially be exploited to track movements
or gather sensitive information without consent. In public or shared spaces, the risk
extends to bystanders, whose images or environments might be captured
unintentionally. These concerns make it essential for developers to implement clear data
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policies, informed consent mechanisms, and options for users to control what is
collected and shared. On the security side, AR guiding systems must protect against
unauthorized access, data breaches, and malicious manipulation of content. A
compromised AR system could mislead users with false overlays, direct them into
unsafe areas, or disrupt training and operational processes in high-stakes environments
like healthcare or industrial maintenance. Strong encryption, secure data transmission,
and regular software updates are essential components of a secure AR infrastructure.
Additionally, developers must consider device-level protections, especially for mobile
and wearable platforms that are more vulnerable to physical tampering or theft.
Ultimately, building trust in AR guiding systems requires a strong commitment to
privacy and security by design, ensuring that users can benefit from immersive,

intelligent experiences without compromising their personal rights or safety.

Cultural and social context is a crucial consideration in the design and deployment of
augmented reality guiding systems, as these technologies do not exist in a vacuum, they
shape, and are shaped by, the societies in which they are used. AR guidance must
respect local customs, languages, and norms to ensure it is meaningful and inclusive for
diverse user groups. For example, an AR tour guide in a historical site should present
culturally sensitive interpretations, avoiding stereotypes or offensive content while
offering options for multiple languages or perspectives. Similarly, gestures or interface
symbols that are intuitive in one culture might be confusing or even inappropriate in
another. By understanding and accommodating these differences, designers can create
AR experiences that resonate with users and foster cross-cultural understanding rather
than alienation. At the same time, social dynamics influence how people perceive and
adopt AR technology. In some contexts, using AR headsets or smartphones in public
may be seen as intrusive, antisocial, or even threatening to privacy. Designers must
consider how to make AR interactions discreet, socially acceptable, and respectful of
bystanders who may be unintentionally recorded or observed. There’s also the question
of equity: ensuring AR guiding systems are accessible and affordable so they do not
widen existing digital divides. By engaging with local communities, incorporating user
feedback, and respecting cultural values, AR developers can create guiding systems that
enhance social connection, support cultural heritage, and provide genuinely helpful,

context-aware guidance that fits naturally into users’ everyday lives.
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Evaluation and iteration are essential processes in developing effective augmented
reality guiding systems, ensuring they truly meet user needs and perform well in real-
world contexts. Unlike static products, AR systems involve complex interactions with
the physical environment, so careful testing is required to verify tracking accuracy,
usability, and contextual relevance. This means observing users as they navigate with
AR guidance, identifying pain points such as confusing overlays, delayed responses, or
poor visibility in different lighting conditions. Structured evaluation through usability
studies, field trials, and feedback sessions provides critical insights into what works and
what doesn’t, grounding design decisions in actual user experience rather than
assumptions. At the same time, iteration is about using this feedback to continuously
refine and improve the system. Rather than treating design as a one-time task,
successful AR development embraces cycles of prototyping, testing, and updating to
address evolving needs and technologies. For example, new hardware capabilities might
enable smoother tracking or richer interactions, while user feedback might reveal a need
for clearer instructions or better accessibility features. By prioritizing evaluation and
iteration, developers ensure that AR guiding systems remain reliable, intuitive, and
genuinely useful over time. This user-centered approach not only enhances satisfaction
and adoption but also helps AR realize its promise as a practical, meaningful tool that

integrates seamlessly into daily life.

1.2.7 Benefits and Technical Challenges

AR-guiding systems hold enormous promise to improve navigation, learning, training,
and user experiences [44-46]. But they also come with important challenges that need to
be addressed for successful deployment. This section examines both sides, the key

benefits that drive adoption, and the challenges that must be overcome.

1.2.7.1 Benefits of AR Guiding Systems

Augmented reality guiding systems offer a wide range of transformative benefits that
fundamentally change how people access, interpret, and use information in the real
world. By seamlessly layering digital content onto the physical environment, these
systems make information immediately available and contextually relevant, removing
the friction of switching between screens or searching through manuals. For instance,
travelers in unfamiliar cities can follow overlaid arrows or contextual markers that make
navigation intuitive and stress-free, while museum visitors can see historical scenes or

reconstructions appear around them, deepening their understanding and appreciation of
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cultural heritage. This ability to anchor guidance to real-world locations and objects
creates a powerful sense of immediacy and relevance that traditional media cannot

replicate.

The main benefits can be considered to be:

e Enhanced Spatial Understanding;

e Contextual, Just-in-Time Information;
e Increased Engagement and Motivation;
e Improved Accessibility;

e Hands-Free Operation;

e Operational Efficiency;

e Personalization.

Beyond navigation, AR guiding systems excel in delivering step-by-step instructions
and real-time feedback in professional and educational settings, supporting safer, more
efficient, and more accurate work. Technicians performing complex maintenance can
see overlays indicating which parts to inspect or replace, reducing errors and training
time. In healthcare, surgeons might view real-time imaging or procedural cues
superimposed on a patient, enhancing precision and outcomes. For students and
trainees, AR enables immersive, hands-on learning experiences that promote better
retention and understanding compared to static lectures or printed materials. By
integrating guidance directly into real-world contexts, AR empowers users to act

confidently even in high stakes or unfamiliar scenarios.

Another important benefit is the ability of AR guiding systems to create more en-
gaging, personalized, and memorable experiences that drive user satisfaction and
loyalty. In retail, customers can try on clothes virtually, see how furniture fits in their
homes, or access detailed product information through interactive overlays, bridging the
gap between online and in-person shopping. Tourism and entertainment industries can
use AR to tell richer stories that captivate visitors, encouraging repeat visits and word of
mouth promotion. By supporting multiple modalities, visual overlays, audio guidance,

or haptic feedback, AR can also tailor experiences to individual needs and preferences,
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increasing accessibility for users with diverse abilities and ensuring that everyone can

benefit equally from the technology.

Finally, AR guiding systems offer significant societal and economic benefits by un-
locking new business opportunities, enhancing productivity, and supporting inclusivity.
Cities and transportation hubs can improve way finding and reduce congestion by
guiding travelers more effectively. Industries can lower training costs and improve
worker safety, while educational institutions can offer cutting edge learning experiences
without needing expensive physical models or field trips. Moreover, by providing
accessible, multimodal guidance, AR can help remove barriers for people with
disabilities, making public spaces and services more inclusive. In sum, when designed
thoughtfully and deployed responsibly, AR guiding systems don’t just deliver
information—they transform the way people experience, navigate, and interact with the
world around them, offering profound benefits across personal, professional, and

societal dimensions.

1.2.7.2 Challenges of AR Guiding Systems
While the benefits are compelling, deploying AR-guiding systems at scale faces

substantial challenges like:

e Technical Limitations;

e Usability Issues;

e Cost and Infrastructure;

e Privacy and Security Concerns;
e Social Acceptance;

e Accessibility Gaps;

e Environmental Constraints.

Despite their many advantages, augmented reality guiding systems face significant
technical challenges that can limit their effectiveness and adoption. One of the most
fundamental issues is achieving robust and accurate tracking and registration in real-
world environments. AR systems must continuously align digital content with the user’s
physical surroundings, which is complicated by variable lighting, reflections, clutter, or
fast user movement. Poor tracking can lead to misaligned overlays or jittery visuals that
break immersion and reduce trust in the guidance provided. Additionally, ensuring real-
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time responsiveness without lag requires significant processing power, which can strain
device hardware, shorten battery life, and limit use on lower-end smartphones or
headsets. Developers must work continuously to improve tracking algorithms, optimize
performance, and support a wide range of devices and environments to deliver a

consistently reliable experience.

Another major challenge lies in designing user interfaces and interactions that are
intuitive, safe, and usable in dynamic contexts. AR guiding systems must balance rich,
context-sensitive information with the need to avoid overwhelming or distracting users,
especially in high-stakes settings like driving, industrial maintenance, or healthcare.
Poorly designed overlays can obscure important real-world features or lead to cognitive
overload, reducing situational awareness and potentially causing accidents. Gesture
controls, voice commands, and gaze tracking offer natural input methods but can be
unreliable or difficult to use in noisy, crowded, or visually complex environments.
Effective interaction design requires deep understanding of user needs and contexts,

extensive testing, and the flexibility to adapt to different situations and user preferences.

Content management also presents significant challenges for AR guiding systems.
Unlike static signage or apps, AR guidance often depends on dynamic, location-
specific, and frequently updated content. Museums must continually revise exhibit
details, cities may change traffic patterns, and businesses update inventory or layouts.
All of which require efficient systems to create, manage, and distribute new AR content
quickly and accurately. Ensuring consistency and quality across languages and cultures
adds complexity, as does maintaining data security and integrity when content is edited
or shared by multiple stakeholders. Without robust content management tools and
workflows, AR guiding systems risk delivering outdated, incorrect, or culturally

insensitive information that undermines their credibility and usefulness.

Finally, broader societal challenges must be addressed to ensure AR guiding systems
are adopted responsibly and inclusively. Privacy and security concerns are paramount,
as these systems often rely on continuous camera and location data that could be
misused for surveillance or tracking without proper safeguards. Social acceptance is
another hurdle. Wearing AR headsets or holding up smartphones in public can feel
intrusive or antisocial, and may not be equally embraced across cultures or age groups.
There is also the risk of exacerbating digital divides if AR guidance depends on

expensive devices or high-speed connectivity, limiting access for economically
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disadvantaged communities. Developers and policymakers need to consider these
ethical, cultural, and economic dimensions carefully, embedding privacy protections,
inclusive design, and equitable access into the core of AR guiding systems to ensure

they truly benefit everyone.

1.2.8 Case Studies and Real-World Examples of AR Guiding Systems

To better understand the impact and practical implementation of augmented reality
guiding systems, it helps to look at real-world examples across different industries
[47,48]. These case studies show how AR is transforming navigation, training, tourism,

and more, while also highlighting lessons learned from actual deployments.

One of the most prominent examples is the Google Maps Live View, which integrates
AR guiding technology to assist pedestrians in navigating complex urban environments.
By overlaying arrows and street signs onto the smartphone camera view, users can see
exactly where to turn or which building to look for. This system leverages a vast
database of Street View images combined with visual positioning to achieve accurate
localization. It has proven especially useful for tourists or people unfamiliar with a city,
eliminating the need to constantly shift attention between a traditional map and the
physical world. The success of this system underscores the importance of seamless
integration between AR content and reliable localization technologies.

In the industrial sector, Boeing has successfully employed AR-guided assembly systems
in its aircraft manufacturing lines. Technicians use AR headsets to receive step-by-step
instructions overlaid directly onto aircraft parts, significantly reducing errors and
assembly times. These AR instructions replace bulky manuals and complex paperwork,
allowing workers to keep their hands free and focus on the task. The Boeing case
demonstrates how AR can improve operational efficiency and worker safety by
providing precise, context-aware guidance. However, it also highlights challenges such
as the need for highly accurate tracking and ergonomically designed headsets to ensure

user comfort over extended periods.

Museums and cultural heritage sites have also embraced AR guiding systems to enrich
visitor experiences. The British Museum experimented with AR applications that
provide layered information and historical reconstructions directly on exhibits. Visitors
using smartphones or tablets can see additional details about artifacts, such as the
original appearance of damaged objects or 3D models illustrating how items were used

in the past. This approach increases engagement and learning outcomes but also
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requires continuous content updates and maintenance to stay relevant. It emphasizes the
importance of intuitive interfaces and minimizing cognitive overload to ensure visitors

remain immersed in both real and augmented worlds.

Healthcare is another domain where AR guiding systems have begun to make an
impact. The AccuVein device projects vein maps onto patients’ skin to assist nurses and
doctors in locating veins for injections or intravenous (IV) placements. This AR
guidance reduces failed attempts and patient discomfort, illustrating how AR can
enhance precision and improve outcomes in critical tasks. Similarly, surgeons have
adopted AR overlays during operations to visualize underlying anatomy based on
imaging data, improving accuracy while reducing invasiveness. These applications

highlight both the promise and stringent safety requirements for medical AR systems.

In the retail environment, IKEA’s Place app has revolutionized how customers interact
with furniture shopping by allowing users to place virtual models of furniture items in
their own homes via AR. This system helps customers visualize scale, style, and fit
before purchasing, reducing returns and increasing satisfaction. It combines AR-guided
positioning with product information, representing a powerful example of how AR
guides decision-making. However, it also reveals challenges around device
compatibility, lighting conditions in homes, and the accuracy of virtual object

placement.

Finally, the Soundscape app developed by Microsoft provides a compelling case for
audio-based AR guidance, designed especially to assist visually impaired users. Instead
of relying on visual overlays, Soundscape uses 3D spatial audio cues to inform users
about nearby points of interest and navigation directions. This approach demonstrates
the potential of multimodal AR guiding systems to cater to diverse user needs and
promote accessibility, while also highlighting the importance of environment-aware

audio design to avoid confusion or information overload.

These case studies collectively illustrate the transformative potential of AR guiding
systems in real-world contexts. They show how successful implementations rely on
robust localization technologies, user-centered design, and thoughtful integration with
existing workflows. At the same time, they underscore persistent challenges including
hardware limitations, environmental variability, and the need for ongoing content
management. Understanding these successes and obstacles provides valuable insights

for future development and adoption of AR-guiding technologies.
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1.2.9 Trends and Future Directions in AR Guiding Systems

As augmented reality technology continues to evolve, AR guiding systems are poised
for significant advancements that will further enhance their utility, usability and reach
content [49,50]. Emerging trends indicate that future AR guides will become more

intelligent, adaptive, and seamlessly integrated into everyday life.

One of the key future developments lays in the integration of artificial intelligence (Al)
and machine learning. By leveraging Al, AR guiding systems will be able to better
understand user behavior, preferences, and context, enabling them to deliver highly
personalized guidance. For instance, Al can predict user intent based on past actions or
environmental cues, dynamically adjusting navigation routes or instructional steps. This
means AR guides will no longer be static overlays but adaptive companions that learn

and evolve with the user, offering smarter and more intuitive support.

Another important trend is the advancement of sensor technologies and hardware
factors. Future AR devices are expected to become lighter, more comfortable, and less
obtrusive, facilitating longer use in diverse scenarios. Improvements in eye-tracking,
gesture recognition, and haptic feedback will allow more natural and fluid interactions
without the need for traditional controllers or touchscreens. Meanwhile, advances in
sensors such as LiDAR, depth cameras, and inertial measurement units will
dramatically improve tracking accuracy and robustness, enabling AR guidance in
environments previously considered challenging, like featureless indoor spaces or

outdoor areas with dynamic elements.

The rise of 5G connectivity and edge computing is also set to transform AR guiding
systems by providing low-latency, high-bandwidth data transmission. This will support
richer, cloud-based content streaming and real-time collaboration between users and
remote experts. For example, a field technician could receive immediate AR annotations
from a specialist located miles away, facilitating complex repairs or inspections without
the need for travel. Moreover, edge computing will allow intensive data processing to
happen closer to the user, reducing lag and preserving battery life on mobile or wearable

devices.

In parallel, there is growing interest in multimodal AR guidance that combines visual,
audio, and haptic feedback. Such systems can help to diverse user preferences and
accessibility needs while minimizing cognitive overload. For example, a pedestrian

navigation system might use vibrations in a smart wristband to indicate turns while
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visually displaying arrows, making the experience safer and less distracting in busy
urban environments. This holistic approach recognizes that not all users interact with
AR the same way and that context plays a critical role in how information should be

conveyed.

The development of standardized platforms and authoring tools is another promising
direction. Currently, creating AR-guiding content often requires specialized skills and
custom development, which can limit scalability and widespread adoption. As more
intuitive, user-friendly platforms emerge, businesses and organizations will be able to
design, deploy, and update AR guidance with less technical overhead. This
democratization of AR content creation will accelerate innovation and broaden the

range of applications.

Finally, ethical considerations and privacy preserving technologies will become
increasingly important as AR guiding systems proliferate. Future systems are expected
to incorporate privacy by design principles, such as on-device processing,
anonymization of location data, and transparent user consent mechanisms. As AR
devices become more embedded in everyday life, addressing societal concerns about
surveillance and data security will be essential to building trust and encouraging
adoption.

In summary, the future of AR guiding systems looks promising, characterized by
smarter Al-driven guidance, enhanced hardware capabilities, seamless multimodal
interactions, faster connectivity, and ethical design. These developments will help AR
guiding systems move from niche applications to ubiquitous tools that enrich how

people navigate, learn, work, and explore the world around them.

1.2.10 AR Guiding Systems Conclusions and Final Thoughts

Augmented reality guiding systems represent a significant leap forward in how humans
interact with and navigate the physical world. By seamlessly overlaying digital
information onto real environments, these systems reduce cognitive effort, enhance
spatial awareness, and provide context-aware support that adapts to users’ immediate
needs. Across industries, from urban navigation and industrial maintenance to
healthcare, tourism and retail, AR guiding systems have demonstrated their potential to

improve efficiency, safety, accessibility, and user engagement.
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Throughout this exploration, it has become clear that the success of AR guiding
technologies depends on a thoughtful balance of multiple factors. Technological
advancements in tracking, display hardware, and Al must be matched with human
centered design principles that prioritize clarity, usability, and safety. Privacy and
ethical considerations must be embedded from the outset to foster trust and widespread
acceptance. Moreover, continuous iteration informed by real world testing ensures that

AR guides remain relevant, accurate, and aligned with users’ evolving expectations.

While challenges remain, including hardware limitations, environmental variability,
cost barriers, and social acceptance, ongoing research and innovation are steadily
addressing these issues. Emerging trends in Al, sensor technology, connectivity, and
content authoring promise to make AR guiding systems more adaptive, natural, and

accessible than ever before.

Looking ahead, the potential for AR-guided experiences extends beyond simple
navigation. As AR becomes more integrated with the Internet of Things, digital twins,
and smart environments, guiding systems will evolve into holistic assistants that support
complex decision making, collaboration, and learning in real time. They will empower
individuals to interact with their surroundings in ways that were once the realm of

science fiction.

In conclusion, augmented reality guiding systems are assured to transform how we
move through and understand the world, bridging the gap between digital information
and physical reality. Their continued development and adoption will not only change
practical tasks but also enrich human experiences—making navigation safer, learning

more engaging, and everyday life more connected.

1.3 The Android Operating System

1.3.1 Introducing Android OS

The Android operating system is the world’s most widely used mobile platform [51-53].
Developed by Google, Android powers billions of devices globally, from smartphones
and tablets to TVs, cars, and wearables. Its open-source nature, broad device support,
and customizable user experience have made it a dominant force in consumer
electronics. Android’s development began with Android Inc. in 2003, later acquired by
Google in 2005. In 2008, the first commercial Android device launched, marking the

start of an extraordinary growth trajectory that transformed the mobile industry.
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Android Inc. was founded in October 2003 by Andy Rubin, Rich Miner, Nick Sears,
and Chris White. Their initial goal was to build an advanced operating system for digital
cameras, but they quickly pivoted to mobile phones. In 2005, Google acquired Android
Inc., recognizing the potential to disrupt the mobile space. Under Google, Android was
positioned as an open-source platform to counter the dominance of proprietary systems
like Symbian, BlackBerry OS, iPhone OS and Windows Mobile. Google formed the
Open Handset Alliance (OHA) in 2007, a consortium of hardware manufacturers,
software companies, and carriers committed to advancing open standards for mobile
devices. In 2008, HTC released the first commercial Android device, the HTC Dream
(also known as the T-Mobile G1). The early OS featured basic smartphone capabilities,
integration with Google services, and support for third-party apps via the Android
Market (now Google Play Store). Since then, Android has gone through numerous
major version updates. Each version was traditionally named after a dessert in
alphabetical order (Cupcake, Donut, Eclair, etc.) until version 10, when Google

switched to a simple numeric naming convention.
As key versions we can consider the followings [53]:

e Android 1.5 Cupcake (2009): First to support third-party widgets;
e Android 2.3 Gingerbread (2010): Better Ul and NFC support;

e Android 4.0 Ice Cream Sandwich (2011): Unified phone/tablet Ul;
e Android 5.0 Lollipop (2014): Introduction of Material Design;

e Android 6.0 Marshmallow (2015): App permissions overhaul;

e Android 8.0 Oreo (2017): Background app limits;

e Android 10 (2019): System-wide dark mode;

e Android 12 (2021): Material You theming;

e Android 14 (2023): Performance and privacy improvements.

Android’s open nature helped manufacturers customize it for their devices, fueling its
adoption across the globe. As of 2025, Android powers over 70% of smartphones

worldwide.
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1.3.2 The Architecture of Android

Android’s layered architecture is designed to balance flexibility, modularity, and
performance, enabling diverse hardware manufacturers to build devices on a common
platform while maintaining customization options [54,55]. At its core lies a modified
Linux kernel, which provides fundamental security, process management, and hardware
abstraction through device drivers. Above this, the Hardware Abstraction Layer (HAL)
standardizes interactions between the OS and hardware components, reducing vendor
fragmentation [56]. The Android Runtime (ART) [57] and native C/C++ [58] libraries
deliver efficient application execution and essential services such as graphics rendering
and media playback. The application framework layer exposes consistent APIs to
developers, fostering a robust app ecosystem, while the top application layer ensures
process isolation and sandboxing for security. This modular design enables Google to
deliver system updates more flexibly via initiatives like Project Mainline, while
allowing manufacturers to innovate on device features without altering core system

stability, illustrating Android’s balance between openness and centralized control.

Android’s architecture is layered, designed for modularity, flexibility, and hardware

abstraction and it consists of the following components:

e Linux Kernel;

e Hardware Abstraction Layer (HAL);

e Native Libraries and Android Runtime (ART);
e Application Framework;

e Users Applications.

Android's core functionality relies on the Linux kernel, which includes device drivers
that facilitate communication between the operating system and hardware. These drivers
act as translators, enabling the OS to interact with various components like the display,
touch screen, camera, and more. Android leverages a modified version of the Linux
kernel, specifically tailored for mobile devices, and incorporates Android specific
patches. The Linux kernel serves as the foundation for Android, managing essential
functions like process management, memory management, security, and networking.
Android builds upon the existing Linux kernel, adapting it for mobile devices and
adding its own features and security measures. Each Android version typically utilizes a

specific version of the Linux kernel.
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The Android Hardware Abstraction Layer (HAL) acts as a crucial intermediary between
the Android framework and the device's hardware. It provides a standardized interface
that allows higher-level Android services to interact with various hardware components
(like cameras, Bluetooth, etc.) without needing to understand the specific details of each
device's hardware. This modular design simplifies development and ensures

compatibility across different hardware configurations.

Native C/C++ libraries provide core functionality for graphics rendering (OpenGL ES),
media playback, and database management (SQLite) [59]. Android Runtime (ART) is
the application runtime environment used by the Android operating system, replacing
the older Dalvik virtual machine [60]. ART is responsible for compiling byte code into

native machine code that the device's CPU can execute.

Application framework layer offers APIs for common system services, including
window management, content providers, and resource handling. Developers use this
layer to build applications in Java or Kotlin. And finally at the top are user-facing
applications, each running in its own virtual machine instance to ensure process

isolation and security.

1.3.3 Android’s Key Features and Capabilities

Android’s features and capabilities are central to its global success, offering a highly
customizable user experience that distinguishes it from competing platforms [61]. The
user interface is designed to be flexible, supporting multi-touch gestures, dynamic
widgets, and home screen personalization through launchers and themes. This
adaptability empowers users to tailor their devices to individual preferences, while also
enabling manufacturers to differentiate products through custom skins and branding.
Such flexibility, however, can introduce usability inconsistencies across devices, posing
challenges for developers who must optimize applications for varied screen sizes,

resolutions, and Original Equipment Manufacturers (OEM) customizations.

Multitasking and connectivity are additional pillars of Android’s design. Android’s
architecture supports true multitasking through background services, foreground
notifications, and split-screen modes, allowing users to perform multiple tasks
seamlessly. Connectivity options are equally comprehensive, with support for Wi-Fi,
Bluetooth, NFC, and 5G enabling diverse use cases ranging from mobile payments to

high-speed data transfers. These capabilities make Android devices versatile tools for
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both personal and professional contexts, contributing to their widespread adoption in

emerging and developed markets alike.

Google service integration further enhances Android’s appeal, offering deep
connections with widely used applications such as Gmail, Maps, and the Google Play
Store. This integration provides a cohesive ecosystem that simplifies account
management, data synchronization, and content delivery. However, reliance on Google
services has drawn criticism over privacy concerns and market dominance, leading to
the development of alternatives like the Android Open Source Project (AOSP) and
efforts by regions such as the EU and China to promote Google-free Android
distributions. This dynamic underscores the tension between ecosystem benefits and

user autonomy.

Moreover, security features in Android have evolved significantly to address concerns
coming from its open nature. The platform employs a layered security model that
includes application sandboxing, verified boot, file-based encryption, and a permissions
system that grants users fine-grained control over app access to sensitive data. Google
Play Protect adds another layer by scanning apps for malware. Despite these measures,
Android’s openness can make it more vulnerable to fragmentation-driven delays in
security updates, underscoring the need for continued improvements in update delivery

and OEM cooperation to maintain user trust and platform integrity.

1.3.4 Main Advantages and Challenges

One of Android’s most significant advantages lies in its open-source nature, which
allows device manufacturers, developers, and even users to freely modify and distribute
the operating system [62]. This openness has fostered a vast, diverse hardware
ecosystem, ranging from budget smartphones to premium devices and specialized
platforms like smart TVs and automotive systems. Consequently, Android has achieved
a dominant global market share, especially in emerging markets where cost effective
hardware is crucial. Moreover, the open-source model encourages innovation by
enabling third parties to contribute and customize the platform according to their unique

needs.

Android also excels in terms of flexibility and user customization. Unlike more closed
platforms, Android permits users to change launchers, modify Ul elements, install third-
party apps from outside the Play Store, and personalize virtually every aspect of their

device. This flexibility extends to developers as well, who benefit from a rich set of
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APIs, a robust development environment (Android Studio), and support for multiple
programming languages such as Java, Kotlin, and C++. Google’s integration of cloud
services like Google Drive, Maps, and Assistant, further enhances functionality, making

Android not just a mobile OS, but a hub for interconnected digital services.

From a technological perspective, Android supports a wide array of hardware features
and connectivity standards, including 5G, NFC, and biometric sensors. Its multitasking
capabilities and scalable Ul makes it suitable for various device types, including
foldables, tablets, and wearables. Additionally, Google’s investment in Al and machine
learning has introduced smart features such as voice recognition, predictive text, and
real time translation, which elevate user experience and add competitive value to

Android powered devices.

Despite its numerous strengths, Android faces persistent challenges foremost among
them is fragmentation. Due to the diverse range of manufacturers and devices using
Android, software updates are often delayed or inconsistent. Many devices con-tinue
running outdated versions of the OS, limiting access to the latest features and leaving
users vulnerable to security risks. Although Google has attempted to address this issue
through initiatives like Project Treble (a major re-architecting of the Android operating
system, introduced with Android 8.0 Oreo, designed to make it easier and faster for
manufacturers to update Android devices) and Project Mainline (introduced in Android
10, modularizing OS components so feature and security updates could be delivered
through Google Play), the problem persists, largely because OEMs control the update

rollout process and prioritize newer devices over older ones.

Security is another critical concern. While Android implements robust security
measures, such as app sandboxing, permission controls, and Play Protect, its open
nature makes it more susceptible to malware, particularly through sideloaded apps and
third-party app stores. The flexibility that allows customization also creates potential
vulnerabilities, especially when manufacturers add poorly maintained software layers or
fail to issue timely patches. These concerns have led enterprises and some governments
to approach Android with caution, favoring more tightly controlled ecosystems for

sensitive use cases.

Additionally, the close integration of Google services has sparked debates over data
privacy and monopolistic practices. Although users benefit from a unified ecosystem,

critics argue that it gives Google undue influence over user data and limits competition.
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Regulatory scrutiny in regions such as the European Union has prompted Google to
offer alternatives and greater transparency, but these measures are still evolving.
Furthermore, the vast diversity of devices means that developers often face
compatibility challenges, requiring extra effort to ensure applications run smoothly
across different screen sizes, chipsets, and custom ROMs.

1.3.5 Future Trends and Innovations in Android

Android’s future development is shaped by rapid technological shifts, with artificial
intelligence (Al) integration standing out as a major driver of innovation [63,64]. Al-
powered features such as on-device language translation, advanced image processing,
and predictive text have already improved the user experience. Google’s introduction of
custom Al-focused hardware, such as the Tensor chip in Pixel devices, enables faster,
more private processing of machine learning tasks without relying on cloud services. As
Al capabilities continue to evolve, we can expect even more personalized and context-
aware interactions, making smartphones indispensable tools for productivity,

accessibility, and entertainment.

Another prominent trend is Android’s adaptation to foldable and large-screen de-vices.
The market for foldable smartphones and tablets is expanding, prompting Google to
enhance Android’s support for adaptive layouts, resizable activities, and improved
multitasking interfaces. The development of Jetpack Window Manager and other Ul
libraries is intended to help developers create seamless experiences across form factors.
These innovations reflect a broader industry move toward device convergence, where
smartphones can transform into tablets or laptops, offering users greater flexibility and

new modes of interaction.

Modular system updates represent another key innovation aimed at overcoming
Android’s long standing fragmentation challenge. Initiatives such as Project Mainline
enable Google to deliver updates to core system components directly through the Play
Store, bypassing manufacturer delays. This approach promises faster delivery of
security patches and bug fixes, improving overall platform stability and user trust. As
Google expands the scope of modular updates, the Android ecosystem may achieve a
more consistent baseline of security and features across diverse devices, addressing one

of its most persistent criticisms.

Environmental and ethical considerations are also influencing Android’s trajectory.

Growing awareness of electronic waste and sustainability pressures have led Google
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and its partners to commit to longer software support cycles and more efficient
recycling programs. By extending device lifespans through regular updates and
repairability initiatives, the Android ecosystem can reduce its environmental impact.
These sustainability goals are increasingly important as regulators and consumers
demand greater accountability from technology companies, shaping Android’s strategic
priorities in the years ahead.

1.4 Novelty and Contributions

This work introduces a comprehensive and empirically validated approach to smart bio-
and cultural-guiding systems that integrates artificial intelligence driven personalization,
augmented reality-based guidance, and mobile computing within a unified and scalable
platform. The novelty of the proposed system lies not merely in the technological
integration of these components, but primarily in the systematic and quantitative
demonstration of their individual and combined benefits through a rigorously designed

evaluation framework.

In contrast to much of the existing literature, where cultural and tourism guiding
applications either rely on simple proximity based recommendations or present
augmented reality interfaces without controlled empirical comparison, this work
provides measurable evidence that both Al-based personalization and AR-assisted
navigation deliver tangible performance and usability improvements over established

baseline approaches.

The first major contribution is the design and implementation of a neural-network-based
personalization mechanism for recommending points of interest in bio- and cultural-
tourism contexts. Unlike static or rule-based systems, the proposed model dynamically
adapts to user interaction patterns and contextual signals. Its effectiveness is
quantitatively validated using standard information-retrieval metrics, demonstrating
substantial improvements in recommendation relevance and ranking quality compared
to proximity based and rule based baselines. These results confirm that learned
personalization models offer a decisive advantage in dynamic tourism scenarios where

user preferences evolve over time.

The second contribution is the empirical validation of augmented reality as a functional

navigation aid rather than a purely illustrative interface. While prior work often assumes
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that AR intuitively improves spatial understanding, this study provides quantitative
evidence that AR guidance significantly increases task success rates and reduces task
completion times in real-world point-of-interest localization tasks. These findings
indicate a meaningful reduction in cognitive load when users translate digital guidance
into physical navigation, directly supporting the practical value of AR in mobile guiding

systems.

The third contribution is the adoption of a strictly separated dual-methodology
evaluation framework, combining synthetic data based technical and algorithmic
evaluation with controlled observational usability studies involving real users. This
separation ensures scientific validity by preventing inappropriate conflation of system
performance metrics with human-centered usability measurements. Through this
methodology, the proposed system is shown to achieve efficient resource utilization on
commodity Android devices while simultaneously delivering superior user experience

outcomes.

Finally, the work demonstrates that computationally demanding Al and AR
functionalities can be deployed on mid-range mobile hardware without compromising
responsiveness or usability, thereby addressing a critical barrier to real-world adoption.
Collectively, these contributions advance the state of the art in intelligent mobile
guiding systems by moving beyond conceptual or demonstrative implementations
toward evaluation-driven, deployable, and empirically justified solutions for bio and

cultural tourism applications.
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2 SYSTEM'S ARCHITECTURE
AND DESIGN

2.1 Introduction

The success of any digital platform whether a website or a smartphone application,
relies heavily on its underlying system architecture and design. System architecture
provides the structural framework that defines how components interact, while design
focuses on the usability, efficiency, and adaptability of the system. Together, they form

the foundation upon which functionality, performance, and user experience are built.

In an era of rapid technological change and growing user expectations, well-designed
system architecture is not only a technical necessity but also a strategic advantage.
Websites and mobile applications must be scalable, secure, reliable, and intuitive to

maintain competitiveness and user satisfaction.

2.2 Key Principles of System Architecture
Modularity

Breaking the system into smaller, independent components makes it easier to develop,
test, and maintain [65,66]. For example, websites often separate the front-end (user
interface) from the back-end (server and database) to allow independent upgrades and

scalability.

Scalability
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A good architecture anticipates growth in users, traffic, and data. Cloud-based solutions,
load balancing, and micro-services are widely used in both web and mobile systems to

handle fluctuating demand without sacrificing performance.
Security

Security is essential for protecting sensitive information, whether it is user data on a
mobile banking app or customer profiles in an e-commerce website. Incorporating
encryption, secure APIs, and proper authentication protocols at the architectural level

ensures a safer user experience.
Interoperability

Websites and smartphone apps often integrate with external systems such as payment
gateways, third-party APIs, or enterprise solutions. A flexible architecture that supports

interoperability allows seamless data exchange and smoother workflows.

2.3 Website System Architecture
Websites are typically built using a multi-tier architecture [67-69], which separates the

system into logical layers:

1. Presentation Layer (Front-End): This is the user interface, designed using
technologies like HTML, CSS, and JavaScript frameworks (e.g., React, Angular,
Vue). It focuses on visual design, usability, and responsiveness across devices.

2. Application Layer (Back-End): Handles business logic, user authentication,
data processing, and server-side operations. Common technologies include
Node.js, Django, Ruby on Rails, or Java Spring Boot.

3. Data Layer (Database): Manages structured and unstructured data. Relational
databases (MySQL, PostgreSQL) or NoSQL options (MongoDB, Cassandra) are
selected based on scalability and performance requirements.

4. Infrastructure Layer: Websites often rely on cloud services (AWS, Azure,
Google Cloud) for hosting, load balancing, and content delivery networks

(CDNs) to ensure high availability and low latency.

2.4 Smartphone App System Architecture
Mobile applications follow different architectural patterns based on platform (iOS,
Android, or cross-platform) [70,71]. Typical architectures include:
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1. Client Layer (UI/UX): Designed using platform-specific tools such as SwiftUl
for iOS or Jetpack Compose for Android, or cross-platform frameworks like

Flutter and React Native. This layer focuses on intuitive navigation,

accessibility, and visual appeal.

2. Business Logic Layer: Encapsulates the app’s core functionality, ensuring
separation between data handling and user interaction. It may involve patterns
like MVC (Model-View-Controller), MVVM (Model-View-ViewModel), or

Clean Architecture.

3. Data Layer: Mobile apps often require offline functionality, so local storage
(SQLite, Room, Core Data) complements server-side databases.

Synchronization between local and cloud data is managed through APIs and

background services.

4. Integration Layer: Smartphone apps rely heavily on APIs to interact with
external services, sensors (GPS, camera), and third-party libraries. A well-

structured architecture ensures smooth integration without compromising

security.

2.5 Design Considerations

While architecture defines structure, design ensures usability and efficiency [72]. Key

design considerations for both websites and smartphone apps include:

52

e User-Centered Design (UCD): Interfaces should prioritize user needs, offering

intuitive navigation and clear visual hierarchies.

e Performance Optimization: Fast loading times, efficient caching, and minimal

resource consumption improve the user experience.

e Accessibility: Systems should be inclusive, following guidelines such as

WCAG for websites and platform-specific accessibility standards for mobile.

e Consistency: A consistent design language across platforms ensures familiarity

and trustworthiness.

e Maintainability: Well-documented code, modular design, and adherence to

standards allow easier updates and feature expansions.
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The architecture and design of websites and smartphone apps are inseparable elements
that directly influence functionality, scalability, and user satisfaction. While websites
demand robust multi-tier structures and global availability, mobile apps require efficient
local data management and integration with device capabilities. Both must prioritize
security, interoperability, and responsive design. Ultimately, a carefully planned system
architecture paired with thoughtful design ensures that digital platforms remain
competitive, adaptable, and valuable to users in an ever-evolving technological

environment.

2.6 Personal Tour Guide Application’s and Web Platform’s
Architecture

The platform consists of three parts as shown in Figure 2.1. Three basic packages of
which the first one called External Services will include all necessary source code and
APIs to communicate with remote services. The second one called Libraries will
include all important libraries which are crucial for our application. The third main part

of the hierarchy is the android application itself.

External Services
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Figure 2.1: Personal Tour Guide Platform’s Architecture
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2.6.1 External Services

In details, External Services hold the key to functionality and interoperability. First, we
choose to use a local host environment using XAMPP [73] (for testing and development
purposes) implementing source code and functionalities with full compatibility to online
hosting services provided currently by shared or dedicated hosting companies on these
days. The local or online hosting service (containing Apache web server [74], MySQL
database [75], PHP [76] installation and phpMyAdmin [77]) will provide the necessary
tools to host the main App’s Users tables to store all information that deals with the
users’ accounts and their preferences. It will also be able to host the necessary RESTful
APl [78] implemented in PHP language for Android applications to be able to
communicate safely with the MySQL database.

Secondly, Firebase Realtime Database [79], is chosen as our main operational
functioning database. Firebase is considered to be the main, most preferred and most
commonly used database from Google LLC, Android OS and generally Android
applications. In this case, Firebase will be able to store all available data that users can

exploit using our application and security issues are solved using the according rules.

Thirdly, since many users may not be indigenous we have to provide a digital map
service. This is why we choose to use Open Street Map through its Android’s “sibling”,
the osmdroid extension. Also, because of the fact that users may also request a path
from their current position to some destination we choose to use the osmbonuspack,
which is a library to interact with OpenStreetMap data inside an Android application

and moreover to perform real time on demand routing.

2.6.2 Android Libraries

Android libraries [80,81], are collections of pre-written code, resources, and tools that
developers can use to speed up the app development process. Instead of building
features from scratch, developers can integrate libraries to handle common tasks such as
networking, image loading, data storage, or Ul design. For example, libraries like
Retrofit simplify API calls, Glide or Picasso make image loading efficient, and Room
provides a robust database management solution. These libraries not only save time but
also ensure reliability, since they are often maintained by large developer communities

and thoroughly tested in real world projects.
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Key benefit of using Android libraries is the ability to keep projects modular and
maintainable. By leveraging these ready-made solutions, developers can focus more on
building unique features instead of reinventing the wheel. Libraries also help with
ensuring compatibility across different Android versions and devices, which can be a
challenge in the fragmented Android ecosystem. Additionally, many libraries are open-
source, giving developers the flexibility to customize them according to their project
needs. This collaborative ecosystem makes Android development more efficient,

innovative, and accessible for developers of all levels.

The necessary libraries to achieve our goals and the desired results are described in the
previous figure in section Android Libraries. In order our application to be able to
perform correctly its functionalities we need the according external libraries. These
libraries are the Firebase extension which will provide the ability to connect to the
Firebase Realtime Database, the Volley library in order to perform http requests to
online servers, the Picasso library to load image from online hosting providers, the
Osmdroid library to load maps and perform routing, the ZXING library is the most
famous extension for usage in autonomous QR Code readers and last the AltBeacon
library which is able to provide available algorithms for Android’s Bluetooth Detectors.

2.6.3 Android Application

The goal of the Android application is to offer users a complete digital tour guiding
experience as long as user is on sight using mostly voice as the preferred mean of
communication. The preferred language for graphic design in Android is XML and for
computational logic we prefer Java instead of Kotlin. The hierarchy makes use of
packages to divide on conquer and in our implementation we are trying to keep things
simple and stupid in order to achieve agile approach. This means that we are using self-
sustained classes and parameterized variables to build components. Application
contains eight main packages operating as the back bone of the system and using the
according services users will be able to be guided to points of interest using only their
mobile phone without the need or extra “expensive” cost of the physical presence of a

guide being necessary.

2.7 Personal Tour Guide Application’s Design
Application design and mockups play a crucial role in the development process because

they serve as the blueprint for the final product. Before a single line of code is written,
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designers and developers collaborate to visualize how the application will look and
function. The design phase focuses on defining the layout, color schemes, typography,
icons, and overall user experience (UX). It ensures that the application not only looks
appealing but also provides intuitive navigation, making it easy for users to accomplish
tasks. A well-structured design reduces confusion and enhances usability, which
directly impacts user satisfaction and retention.

Mockups are detailed static representations of an app’s interface. Unlike rough sketches
or wireframes, mockups include realistic design elements such as colors, fonts, and
imagery, giving stakeholders a clear preview of the end product. They help developers,
clients, and team members align on the visual direction and functionality before moving
into coding. Mockups can also be used to test design concepts, gather feedback, and
make adjustments early, saving time and resources in the long run. Tools like Figma,
Sketch, and Adobe XD made creating mockups faster and more collaborative, allowing

multiple team members to work simultaneously on a design.

Beyond visualization, mockups play a vital role in communication. They act as a bridge
between designers and developers, ensuring that ideas are translated into functional
features accurately. They also provide a foundation for prototyping, where interactivity
is added to simulate user flows and actions. This step is especially useful for identifying
usability issues early. In short, application design and mockups are not just about
aesthetics. They are essential for aligning vision, reducing risks, and ensuring that the

final product meets user needs effectively.

Login and registration windows are essential components in many Android applications,
as they provide users secured access and personalized experiences. The login window
typically includes input fields for a username, email, or phone number along with a

password field. Additional features such as "Forgot Password,” "Remember Me," and
support for biometric authentication (like fingerprint or face recognition) are often
included to enhance usability and security. A well-designed login blueprint ensures that
users can access the app quickly and safely while minimizing friction. Clear error
messages, input validation, and user-friendly layouts are also crucial to prevent

frustration and improve the overall experience.

The registration window, on the other hand, focuses on creating new user accounts by
collecting necessary information such as name, email, password, and sometimes phone

numbers or profile details. Modern registration blueprints often include password
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strength indicators, confirmation fields, and optional integrations with social media or
Google accounts for quicker sign-ups. The design should remain simple and
uncluttered, guiding users step by step through the process without overwhelming them.
Security measures, such as email verification or CAPTCHA, are commonly integrated
to prevent spam and unauthorized access. Together, login and registration window
blueprints form the foundation of user authentication, balancing security with
convenience to create a smooth onboarding experience.

The proposed design for our application’s Login and Registration windows is shown in
the Figure 2.2. Login and Registration windows are equipped with EditText fields
which are able to retrieve given inputs for inner processing and an activation button
which triggers communication with remote MySQL.
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Figure 2.2: (a) Login Window and (b) Registration Window mockups

Moreover, the design for application’s Main and Guide window is presented in the

Figure 2.3. In the Main window a GridLayout is used to divide space into equal parts.
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Each cell contains a CardView with an ImageView and a TextView beneath. Each
CardView will be responsible for one category from the available guides in our system.
On the other hand, the Guide window provides all available information for each guide
to users. The design starts with an ImageView (the main image for the selected guide)
and then provides information lite the title, intro, ratings and guidance itself on the left
side. Next to the title and the intro sections, on the right side, we can host the two
necessary options which are the favorite and location icons. Each of these windows will
also provide a basic toolbar on top of the design (included from an external file),

holding main features and operations.

oy ()

Figure 2.3: (a) Main Window and (b) Guide Window mockups
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2.8 Firebase UML Diagram

Firebase databases, whether it’s the Realtime Database or Cloud Firestore, are NoSQL
systems that follow a document-oriented model. Instead of tables, data is organized into
collections of documents, with each document structured like a JSON file. These

documents can also include nested collections or other documents.

In theory, every document within a collection can differ entirely from the others.
Because of this, using a UML class diagram wouldn’t be appropriate, as classes are
based on shared attributes and behaviors.

In practice, typically, the documents within a collection consist of objects that are quite
similar or at least related. Some objects may have a few extra or fewer properties, but

overall, they represent the same type of entities.

In this situation, UML class diagrams can be effectively applied, since UML is class-

oriented rather than table-oriented. In this case we must pay attention to the followings:

e A class represents a specific type of entity. In reverse engineering, you would
typically begin with the known collections.

e Minor structural variations between documents of the same type can be shown
in the UML diagram as optional properties (e.g., multiplicity [0..1], like
lastLogin in the users example).

e Larger differences between documents that still share common traits are usually
modeled with specialized subclasses.

e The main challenge lies in modeling embedded documents and sub-collections,

which often correspond to additional or composite classes.

In principle, UML class diagrams are not meant solely to represent the database schema
(data only). They are intended to design the object model of our application (data and
behavior) independently of the database. This object model can then guide the database
design according to the types of objects required to meet your users’ needs.

In our case, as shown in Figure 2.4, Firebase Realtime Database will include six types
of Classes with each one containing the entries for its field of interest. These six types
are Nature, Aquariums, Religion, Museums, Cities and Ruins. Each one of these classes
will contain a list of instances of the Guide Class. The Guide Class will contain all

necessary information about a tour guide such as the unique auto generated identifier of
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each entry “id”, its title “title”, an introduction text “intro”, a URL path to an image
hosted online “image”, the text content of the guidance itself “quidance”, a unique self-
generated key to be used in case of a e.g. gr code “key”, the language of the presentation
“language”, the latitude and the longitude of the place in maps “latitude and longitude”,
the users’ average rating value “rating”, a URL path to the webpage of the selected
entry “link” and last but not least the uuid of the Bluetooth beacon device that may exist
in the area “uuid”. All values for the entries above will be String type to simplify

communication from Android device to Firebase Realtime Database.

EClass : Discovered

Acuariums /Religion

EClass : Nature| |EClass : Aquarium| |EClass : Religion| |EClass : Museum| |EClass : Citie| |EClass : Ruin

EClass : Guide
guidance : EString
id : EString
image : EString
intro : EString
key : EString
language : EString
latitude : EString
link : EString
longitude : EString
rating : EString
title : EString
uuid : EString

Figure 2.4: Firebase JSON UML Diagram

2.9 Websites and Applications Security

In today’s digital age, websites and applications have become central to business
operations, communication, and personal interactions. However, this heavy reliance on
digital platforms has also made them prime targets for cyber threats. Website and

application security refers to the collection of practices, tools, and processes designed to
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protect these systems from unauthorized access, misuse, and attacks that can

compromise data and functionality.

2.9.1 Common Security Threats

SQL Injection: Attackers manipulate input fields to access or corrupt databases.
Cross-Site Scripting (XSS): Malicious scripts are injected into web pages to
steal user data or hijack sessions.

Cross-Site Request Forgery (CSRF): Exploits user authentication to trick them
into performing unintended actions.

Malware and Ransomware: Harmful software is introduced to disrupt services
or extort money.

Brute Force Attacks: Repeated attempts are made to guess user credentials and

gain unauthorized access.

2.9.2 Security Best Practices

Strong Authentication and Authorization: Use multi-factor authentication
(MFA), enforce strong password policies, and apply role-based access control to
limit user privileges.

Input Validation and Sanitization: Prevent malicious code injection by
validating and sanitizing user inputs.

Encryption: Protect sensitive data in transit (using HTTPS/SSL) and at rest
through encryption methods.

Regular Updates and Patch Management: Keep servers, libraries,
frameworks, and applications updated to close known vulnerabilities.

Secure APIs: Since websites and apps often rely on APIs, they should be
protected with tokens, rate limiting, and encryption.

Monitoring and Incident Response: Continuous monitoring and well-defined

response plans help detect and mitigate attacks quickly.

2.9.3 Importance of Security
Maintaining security in websites and applications is essential for:
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e Protecting User Data: Safeguarding sensitive information such as personal
details, payment credentials, and health records.

e Building Trust: Users are more likely to engage with platforms they perceive as
secure.

e Legal and Regulatory Compliance: Adhering to data protection laws like
GDPR, HIPAA, or PCI DSS to avoid penalties.

e Business Continuity: Preventing downtime and financial loss from cyber-

attacks.

Websites and applications serve as gateways to critical data and services, making them
prime targets for cyber threats. A comprehensive security strategy that includes
preventive measures, continuous monitoring, and responsive action is vital to protect
digital assets. By prioritizing security, organizations not only defend against evolving

threats but also foster user trust, compliance, and long-term success.

Users Layers Firewall, DDos,

Brute Force 9 Disable Right Click
eg. Curator Detection

Access only
Authorized Users | i) 4==) | throughsource
Only code logic

Figure 2.5: Online Security Package Implementation

As Figure 2.5 shows the online platform is secured using the presented six points. These
addressed points can be easily implemented in a WordPress CMS. The platform is able
to distinguish users and keep them in different layer with different permissions. Plugins

which are able to detect and prevent DDos and Brute Force attacks are installed on the
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server side. Simple techniques such as disabling right click or showing data only to
authorized users can help and prevent copying information. Moreover, files accessing
permission can be edited using the .htaccess files. Last, all communications with the
Android devices is secured using safe and encrypted SSL when transmitting and
receiving data and all sensitive information stored in database uses MD5 encryption.

2.10 UML Class Diagram

A UML (Unified Modeling Language) [82-84] class diagram [85] is one of the most
widely used diagrams in software engineering for representing the static structure of a
system. It provides a Dblueprint of the system by visually describing its classes,
attributes, operations (methods), and the relationships between objects. Class diagrams
help developers, designers, and stakeholders understand the architecture of a system at a

conceptual, logical, or implementation level.

2.10.1 Components of a Class Diagram

A typical class diagram consists of the following elements:

e Classes: Represented as rectangles divided into three compartments — the top
contains the class name, the middle lists attributes (variables or properties), and
the bottom lists operations (methods).

e Attributes: Define the characteristics or properties of a class. For example, in a
User class, attributes might include username, email, or password.

e Operations (Methods): Define the behavior or functions of the class, such as
login(), register(), or updateProfile().

e Visibility: Attributes and operations can have visibility indicators:

0 + Public (accessible from anywhere)
0 - Private (accessible only within the class)

0 # Protected (accessible by the class and its subclasses)

2.10.2 Relationships in Class Diagrams
Class diagrams also capture how classes interact and depend on each other through

different types of relationships:

e Association: A basic link between classes (e.g., a Customer places an Order).
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e Multiplicity: Defines how many objects of one class can be associated with

another (e.g., one Customer can have many Orders).

e Inheritance (Generalization): Shows a parent-child relationship where a

subclass inherits attributes and behaviors from a superclass (e.g., Car and Bike

inherit from Vehicle).

e Aggregation and Composition: Special types of associations. Aggregation
represents a “whole-part” relationship where parts can exist independently (e.g.,

a Library has Books), while composition represents stronger ownership where

parts cannot exist without the whole (e.g., a House contains Rooms).

e Dependency: Indicates that one class uses or depends on another temporarily

(e.g., a PaymentService depends on a CreditCard class).

2.10.3 Importance of Class Diagrams

Class diagrams are essential during the design phase of system development. They help

in:

In

object-oriented systems. By defining classes, attributes, operations, and relationships, it
creates a clear representation of how different parts of a system interact. This clarity
supports efficient development, reduces complexity, and ensures scalability of both

e Visualizing system architecture before implementation.
e ldentifying reusable components and reducing redundancy.
e Supporting communication between technical and non-technical stakeholders.

e Serving as documentation for maintenance and future enhancements.

summary, a UML class diagram is a powerful tool for modeling the structure of

websites and mobile applications.
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Figure 2.6: Personal Tour Guide Application Class Diagram

As above class diagram shows in Figure 2.6, we try to use the technique of divide and
conquer separating classes in packages. Analyzing class diagram figure from left to
right, the package grcode will hold the classes responsible for reading and decoding
image with gr codes printed on them. The firebase package contains classes responsible
for communicating with the online Firebase Realtime Database and synchronizing when
it is necessary. The location package contains classes responsible for communication
with the online repository of the open street map service and finding routing paths. The
tts package holds classes responsible for the embedded text to speech service provided
by the Android OS. The beacon package provides algorithms able to support Bluetooth
Beacons protocols. The app package contains classes responsible for the correct
application functionality and setup. The helper package contains classes crucial for apps
operation and provides the necessary data templates. Last, the ui package contains all

necessary classes that provide basic user interface functionalities.

Because of the size and the complexity of the class diagram we have separated its figure
in four different pieces named with the letters a, b, ¢ and d. These figures are shown
individually in the Appendix 1 Class Diagram section.

2.11 UML Sequence Diagram

A UML (Unified Modeling Language) sequence diagram [86] is a type of interaction
diagram that models the dynamic behavior of a system by showing how objects
communicate with each other over time. Unlike class diagrams, which focus on static
structure, sequence diagrams emphasize the flow of messages between system
components, making them valuable for visualizing system processes and use-case

scenarios.
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2.11.1 Components of a Sequence Diagram

Sequence diagrams use several elements to illustrate object interactions:

Objects (Participants): Represented at the top of the diagram as boxes, each
object is typically named according to its role (e.g., User, System, Database).
Lifelines: Dashed vertical lines extending downward from each object,
indicating the existence of that object over time.

Activation Bars: Narrow rectangles placed on a lifeline to show when an object
is active or performing a process.

Messages: Horizontal arrows exchanged between objects that represent
communication. Messages can be synchronous (waiting for a response),
asynchronous (not waiting), or return messages.

Loops and Conditions: Represented using frames, they indicate repeated

interactions (loops) or alternative flows (conditions).

2.11.2 Purpose of Sequence Diagrams

Sequence diagrams are widely used in software engineering for:

Modeling use-case scenarios: They show how a particular functionality, such
as user login or order processing, unfolds step by step.

Clarifying system behavior: Developers and stakeholders can visualize how
objects interact in real-time, reducing ambiguity in requirements.

Design validation: By mapping out processes, designers can verify that the
system logic matches user needs before implementation.

Communication: Sequence diagrams serve as a clear communication tool

between business analysts, developers, and testers.

In summary, UML sequence diagrams are powerful tools for modeling time-ordered

object interactions within a system. They not only help designers and developers

understand the step-by-step flow of processes but also serve as valuable documentation

throughout the software development lifecycle. By focusing on communication between

components, sequence diagrams bridge the gap between requirements and technical

implementation.
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2.11.3 Main Window and Tour Guide Scenarios using Sequence Diagrams
The following two figures (Figure 2.7 and Figure 2.8) show the sequence diagrams for
the Main Activity and the Tour Guide activity. For instance, in a Main Activity

sequence:

e The onCreate event calls BasicUl class.
e BasicUI class initializes all necessary tools of the app.
e If user is not Logged In then activity returns.

e Users can call FavoriteTours or Firebase RecordsLoader on demand.

This flow, represented visually, helps ensure that all required interactions are considered

and correctly implemented.

MainActivity ‘ S-JL\teHand\erH 5-’:35|w3nrﬂanager| | Fa\«-zr\t-’:TwJursH Rec-zrdsL-zad-’:r|
[ [ [

|
1:onCreate | |
|
|

1.1:onCreate

|
|
|
|
‘ 1.1.1:checkUserLogin |
|

——1

1 b 1.2:<<creates>
|

]

T
1.2:loadBasicUiComponents |

Figure 2.7: Main Window Sequence Diagram
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Figure 2.8: Tour Guide Window Sequence Diagram
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3 ARTIFICIAL INTELLIGENCE
NEURAL NETWORKS
ALGORITHMS IN THE FIELD
OF USER DETECTION AND
USERS’ PREFERENCES
PREDICTION

In this thesis we study, develop and evaluate the use of Artificial Intelligence algorithms
to identify the identity of the user's account as well as find and present possible
preferences options analyzing data that can be stored by web pages or applications
operated by users. User detection algorithms can be considered crucial, since there are
many uses for targeted advertising and product recommendations in electronic
commerce and product recommendations fields. Using single-layer or multi-layer
Artificial Intelligence Neural Networks implementations, we study the use of algorithms
that are implemented for example for classification, regression, summarization,
association, clustering, applying them to data related to the personal application
accounts of different users or to the choices they make during the use of the functions or
services provided. Our study shows that we can achieve high rates of users’ identity

detection as well as high rates of preferences prediction.
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3.1 Introduction

In the modern digital era, the ability to identify the user's identity on websites and
applications as well as their preferences is particularly important, since thanks to the
targeted promotion of products or services, we can see a significant increase in sales and
revenue for companies. We have seen mechanisms applied for targeted promotion to
specific users in many areas such as search engine marketing, social media targeting,
television, mobile devices, content and contextual targeting, technical targeting and time
targeting. Given the significant increase of information today, thanks to the
development of information technology, systems use more approaches and technologies
that are able to collect more and more data about the user's movements or choices [87].
The result of this is the fact that websites and the corporations behind them are able to
collect significant amounts of personal data about each user by using mechanisms such

as User Registration or monitoring movements at specific IP addresses [88, 89], etc.

Using common techniques such as storing the user's IP address on the server can lead to
incorrect results in the mechanisms for detecting or locating the user in our time by
websites or applications, as for example many users now use technologies such as VPN
(Virtual Private Network) to hide their real address on the internet [90-93]. IP targeted
identification will be less accurate when the case scenario comes to the large scale
problem with multiple users sharing the same VPN provider. In this case, the server's
detection algorithms could not be able to distinguish IP addresses from different users.
Therefore, identifying web users based solely on current standard identification
mechanisms rather than using more sophisticated tracking techniques becomes a really

difficult problem.

In order to prevent single channel authentication systems from being exploited, the
Federal Financial Institutions Examination Council (FFIEC) promotes the use of
multiple channels in authentication procedures [94-97]. If properly developed,
behavioral pattern-based user identification systems could offer one more channel in a
multi-channel strategy. The rationale is that relying on a single authentication channel,
such as a password or biometric measure, may expose systems to security
vulnerabilities. To address this, this thesis explores the use of behavioral pattern-based
user identification as an additional, complementary authentication mechanism in a

multi-channel framework.
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This approach involves analyzing and modeling users’ behavior patterns, particu-larly
in the context of web browsing activity, to create unique users’ sample profiles. These
behavioral profiles reflect repeated actions or habits, such as consistently visiting
specific sections or options on websites, choosing the same options in smartphone
applications, or spending a similar amount of time on specific activities during in app or
in site navigation. Such behaviors are described as behavioral patterns, and their
recurrence or consistency is referred to as the strength of the pattern. The more
consistently a behavior is observed across sessions, the stronger it is considered.
Techniques such as frequent pattern mining algorithms are used to identify these
behaviors.

User identification can either be the main objective or a step toward improving
personalization and targeting. Even if a user isn't logged in, recognizing them can
enable more tailored recommendations. On large-scale websites, relying only on a
single identification method becomes impractical, so combining behavioral data with

other tracking technologies can help boost effectiveness.

There are also possible client-side uses that can gain advantages from profiling data
focused on users. For example, affiliated websites can exchange user data, enabling
them to collaborate on product recommendations more effectively. Additionally, users
might choose to install software from a trusted third party that monitors client-side
behavior to create user identification models. These models could then support services

like behavioral authentication on the user's behalf.

Although previous research has focused on the use of well-known techniques such as
cookies and IP addresses to achieve user identification and recognition [98], in this
article we will study different approaches that will involve the use of history and users’
actions recorded in the system. Also, although our research does not include a specific
section that deals with the utilization of our algorithms in the field of biometric data
such as fingerprint, iris recognition or facial recognition, we have no reason to believe

that similar algorithms to those proposed in this work cannot be used in those fields.

The contribution of this thesis in the field and computer science arises from the fact that
by using Artificial Intelligence Neural Network algorithms and Machine Learning
mechanisms, the online platform - website or mobile device application can recognize
possible indications of user identification without the user having even been

authenticated by the basic user authentication mechanism of the service such as login or
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the existence of an available pre-installed cookie. By observing the user's behavior, the
platform can be able to perform a probabilistic identification of his identity as well as a
prediction of his choices and preferences before he is even officially authenticated by

the service.

Using Neural Network algorithms, we will try a variety of approaches and study
different code examples based on the Python programming language using different
source code libraries that support free access and non-profit use. These examples will be
implemented in a different way and approach but will have a common goal. Initially, the
recognition and possible detection of the user's identity as well as his categorization
before he is even authenticated by the platform thanks to the real time monitoring of his
movements and his choices. And then the automatic prediction of possible new options
of interest and the extraction of these options in a descending order starting from the
most likely option of interest of the user and settling on the least likely option of

interest.

It is worth mentioning that the automatic mechanism for finding possible future
preferences and points of interest of the user, which mechanism is able to suggest and
indicate new options to the user that are relevant to his interests, is able to work in real
time for a currently unknown user of the platform but also for an already certified per-
son. In the case where the person is certified and already known on the platform, it
means that there is significantly greater and more valuable amount of data for him with
a increased penetrating character, thanks to his significantly longer history, which data
can help us to significantly increase the degree of successful and quick prediction of his

possible future preferences.

3.2 Related Work

3.2.1 The Data Mining Procedure

In the field of data mining, user profiling is commonly explored for purposes such as
personalization and fraud detection. Meanwhile, in information retrieval, user profiles
are primarily used to tailor information retrieval or filtering to individual users. A major
challenge in creating personalized applications is developing accurate and detailed user
profiles. These profiles typically consist of various attributes, as well as sets of
conjunctive or classification rules. Beyond individual profiling, research has also

focused on creating aggregated user profiles, which represent groups of users with
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shared interests [99]. Clustering techniques are used to form these group profiles, which
are then assessed within recommendation systems as part of broader personalization

strategies aimed at identifying user preferences for certain pages or content.

Other approaches to user profiling rely on web usage data without involving
personalization. These methods create user profiles by analyzing various web log files
from a website. In such cases, it's assumed that the website owner categorizes each page
under predefined topics. A user’s profile is then built based on the amount of time they
spend on pages within each topic category [100]. Similarly, there are efforts to develop
profiles using server logs from career websites, where a user’s profile is constructed

based on how many times they click on job listings [101].

The utilization of behavioral profiles is fundamental to effectively detect fraud,
particularly due to the impracticality of processing and evaluating all related transaction
records in real time to identify anomalous activity. In both fraud and intrusion detection
systems, profiles are leveraged through two primary methodologies: signature-based

detection and anomaly-based detection [102].

In signature-based detection, a repository of predefined malicious behavior patterns,
referred to as signatures, is maintained within a dedicated signature database. Incoming
user traffic is profiled and systematically compared against this repository to identify

matches indicative of known fraudulent or malicious activities.

Conversely, anomaly-based detection constructs a behavioral baseline model for each
user or entity, derived from historical activity data. This individualized profile serves as
the reference point for monitoring real-time behavior. Any significant statistical
deviation from this established baseline may suggest an abnormality, such as potential
account takeover or misuse [103]. The core assumption is that legitimate behavior
exhibits consistent patterns, and deviations beyond a defined threshold can be flagged
for further inspection. To achieve this, user profiles are created based on a series of web
sessions linked to identifiable user IDs. These profiles are then utilized to infer the
identity of users’ in future anonymous web sessions, enabling user identification [104].
Specifically, it is considered a web browsing dataset that includes N distinct users
U={ul,u2,...,uN}. It is chosen time T to represent the current moment. Prior to T, user
ui has completed web browsing sessions S(ui)={ei 1,ei 2,...,ei x}. Sessions are arranged

chronologically. The task of constructing user profiles for identification involves

George Tsamis - February 2026 73



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system
learning user behaviors from sessions recorded before a specific time T, in order to

recognize users in anonymous sessions that occur after T.

3.2.2 Users’ Identification Techniques

User identification in websites and mobile applications refers to the process of
recognizing and verifying users to provide secure, personalized, and consistent
experiences. This is typically achieved through login credentials such as usernames,
email addresses, and passwords, often enhanced by multi-factor authentication or social
login methods like Google or Facebook. On websites, identification is commonly
managed using sessions and cookies that store unique user IDs, while mobile apps rely
on secure tokens, device IDs, or biometric data like fingerprints or facial recognition. In
addition, analytics tools and device fingerprinting may be used to track users' behavior
even without explicit login, helping improve services and security. Regardless of the
method, user identification must comply with privacy laws like GDPR and CCPA to
protect user data and ensure transparency.

In more details, user identification in websites and mobile applications is a fundamental
component of digital security and personalized user experience. It involves the ability of
a system to recognize who the user is, verify their identity, and tailor interactions based
on their profile, history, or preferences. The most common method of identification is
through user authentication, typically using a combination of a username or email
address and a password. Many platforms enhance this with multi-factor authentication
(MFA), such as one-time passwords (OTPs), authenticator apps, or biometric
verification like facial recognition or fingerprint scans. Third party verification services
like Social login options, using common companies services like Google, Facebook, or
Apple, are also widely implemented for faster and more secure identification although
this mechanism is also often avoided because it adds an extra external third party
dependency to websites or applications which cannot always be fully managed and also
may also add an extra operational cost to the necessary procedures that an only service

has to provide.

On websites, once a user is authenticated, their session is often tracked using HTTP
cookies or session tokens, which allow the server to maintain state between page loads.
Modern web applications may also use JWT (JSON Web Tokens) stored in local

storage to manage identity in single-page applications (SPAS). In contrast, mobile
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applications often use secure, persistent tokens that are stored in encrypted form within
the app's storage or device keychain. Additionally, mobile platforms may rely on unique
device identifiers, such as UUIDs or platform-specific advertising IDs (e.g., Apple's
Identifier for Advertisers (IDFA) for iOS, Google Advertising ID (GAID) for Android),
for identifying users across sessions.

Even without explicit login, users can be identified or tracked through techniques like
browser fingerprinting, which collects various data points (such as device type, screen
resolution, installed fonts, and browser plugins) to create a unique profile. Simi-larly,
analytics and advertising tools assign anonymous user IDs to track behavior and
performance across sessions. These identification strategies help applications deliver
personalized content, enforce access control, and monitor for suspicious activity or

fraud.

However, with great power comes great responsibility. User identification must be
implemented with strong data protection measures, including encryption, secure data
storage, and limited data retention. It also requires compliance with international
privacy regulations such as the General Data Protection Regulation (GDPR) in the EU
and the California Consumer Privacy Act (CCPA) in the U.S. These laws mandate clear
user consent, the right to access or delete personal data, and transparency in how user
data is collected and used. Properly implemented, user identification not only enhances

user experience and security but also builds trust between users and digital platforms.

3.2.3 Current state of Technology on User Identification in Websites or
Smartphone Applications

Summarizing the information above and analyzing the current state of the art techniques
we derive (as a general result) the fact that the basic user authentication mechanisms

based on the technologies used today on websites or applications are the following:

e User Authentication on Login/Password;
e Cookies and Local Storage;

e IP Address Tracking;

e Browser or Device Fingerprinting;

e Biometric Authentication;

e Mobile Device Identifiers;

e Behavioral Analytics;
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e Session Management;
e Third-party Trackers - Social Login;
e Server-side Logs;

e Multi-Factor Authentication.

User Authentication ensures that a user is who they claim to be, allowing secure access
to accounts, data, or personalized features. It mainly uses username and password fields
(which is the most common method) to identify users. Its basic strength depends on the
password complexity. It is usually stored in a secure encrypted storage (hashed and
salted in a database). It also uses techniques like rate limiting and lockouts to prevent
brute-force attacks. Its weaknesses are the fact that depends heavily and it is susceptible
to reuse attacks while usernames and passwords can be phished or leaked in breaches.

Cookies are small encrypted text files that websites store on our browser. When we visit
a website, it might send a cookie to our browser saying something like, "User123 came
here." Next time we visit the same site (within a standard period of time), our browser
sends that cookie back to the website, which lets the site know it’s us again.

IP Address is the ID of our device on the internet, assigned by our Internet Service
Provider (ISP). Websites can see our IP when we connect on them. This can sometimes
be used to identify users or determine our general location (like our city or region). For
example Netflix uses our IP to show content available in our country. IPs can also help
us Geolocate a user (e.g., city/country), Detect VPN/proxy use, limit access by region.

Browser or Device Fingerprinting is a simple way to "fingerprint” your browser or
device based on its unique configuration and it is considered to be a kind of user
detection like identifying a person by their unique handwriting. Websites or apps gather
info like your operating system, screen size and resolution, browser type and version,
language, Timezone, fonts installed, plugins installed, apps installed and more. The
combination of all this creates a near-unique signature that provides important
information which can help services detect anomalies in a probabilistic way. One
interesting effect of Browser Fingerprinting is the fact that even if our computer blocks

cookies, websites might still recognize us based on our browser fingerprint.

Biometric Authentication is a new approach mainly used by applications on

smartphones or supported browsers. It usually implements techniques like Face ID,
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Touch ID, fingerprint, retina scan. On smartphones it is usually layered on top of device
security or passcodes. It provides high convenience, total confidentiality and it is really
difficult to forge. On the other hand it is limited to devices with biometric hardware
sensors and software support and last but not least there are serious privacy and ethical

concerns if mishandled.

Mobile device identifiers are unique codes assigned to smartphones and tablets that help
apps recognize and track individual devices. The most commonly used identifiers are
Apple’s IDFA (Identifier for Advertisers) and Google’s GAID (Google Advertising ID),
which are primarily used for advertising and analytics. These identifiers allow app
developers and marketers to measure user behavior, deliver personalized ads, and track
performance across different apps and sessions. Unlike permanent hardware IDs, these
identifiers can typically be reset or limited by users through device settings, offering a
degree of privacy control. With growing concerns around data privacy, modern mobile
platforms now require apps to request explicit user permission before accessing these

identifiers, especially for tracking purposes.

Behavioral analytics involves collecting and analyzing data on how users interact with a
website or app to understand patterns, preferences, and potential risks. This includes
monitoring actions such as mouse movements, clicks, scroll behavior, typing speed, and
navigation paths. These insights help businesses improve user experience, personalize
content, and detect anomalies that may indicate fraud or automated bot activity. For
example, sudden changes in interaction speed or unusual navigation paths might trigger
security measures. Behavioral analytics is also used in tools like CAPTCHA
(Completely Automated Public Turing test to tell Computers and Humans Apart)
systems to distinguish humans from bots without requiring explicit challenges. While
powerful, this technique raises privacy considerations, as it can track users silently and
build detailed behavioral profiles over time.

Session management is the process of maintaining a user's state and identity across
multiple interactions with a website or application. When a user logs in, a session is
created and typically represented by a unique session ID stored in a cookie or passed as
a token that allows the server to recognize the user across different pages or actions
without requiring repeated authentication. Effective session management ensures a
seamless user experience while also maintaining security, such as by expiring sessions

after a period of inactivity or requiring re-authentication for sensitive actions. Poor
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session handling can lead to vulnerabilities like session hijacking, where attackers gain
unauthorized access to a user’s session. Secure implementation involves techniques
such as using HTTPS, setting secure cookie flags, and implementing mechanisms like

token rotation or idle timeouts.

Social Login or OAuth uses third-party identity providers like Google, Facebook,
Apple, Microsoft, etc. The main benefits of this technique are the facts that it is
considered to be a fast and user-friendly experience for the users since there is no need
to manage passwords. Often includes a built-in two-factor authentication (2FA). On the
other hand, the main negative results are the facts that it ties users to third-party services
which means that this technique may leak metadata to those external companies’
services. Furthermore, some users distrust the tracking implications that arises in these
cases since many users have the feeling that the external authenticator services may be

able to track their overall online activity.

Server-side logs are records automatically generated by a website or application’s
backend systems that capture details about every request made to the server. These logs
typically include information such as IP addresses, timestamps, requested URLS, user-
agent strings, response codes, and error messages. They are essential for monitoring
system performance, debugging issues, detecting suspicious activity, and conducting
security audits. For example, repeated failed login attempts from the same IP may signal
a brute-force attack, while analyzing traffic patterns can help identify bottlenecks or
high-traffic periods. Although server-side logs are powerful for diagnostics and
analytics, they must be managed carefully to avoid exposing sensitive user data and to
comply with privacy regulations like GDPR. Proper log retention policies and access

controls are essential to balancing operational insight with data protection.

The Two-Factor Authentication (2FA) or Multi-Factor Authentication (MFA) as it is
called in general adds an extra layer of security [105]. Typically it uses a password +
one-time code generator (e.g SMS, email, authenticator app) or a combination of
password + biometric detector in order to identify the user’s identity. Its benefit is that it
Improves resistance to phishing, credential leaks or session hijacking. One common
problem for users (that they must comply) is the fact that this techniques increases
complexity and the overall time needed to identify users while users are also obligated

to retain the same phone numbers or email accounts. Never the less, this remains the
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most commonly used technique for the online e-banking infrastructure or the general

money transaction system worldwide.

3.3 Benefits from Targeted and Selective Promotion to Specific
Users

3.3.1 Demonstrating Main Benefits

Targeted and selective promotion refers to the strategic marketing approach in which
promotional messages, offers, or campaigns are directed at a clearly defined segment of
users rather than the general public. This method leverages data analytics, user behavior
insights, and segmentation tools to deliver tailored content to specific individuals or
groups. The benefits of this approach are substantial, enhancing both business
performance and user experience. Moreover, targeted and selective promotion to
specified users is a powerful tool for modern businesses. It enables smarter resource
allocation, fosters deeper customer relationships, and drives superior outcomes by

delivering precisely what the user needs when and where they need it.
The main benefits from targeted and selective promotion can be categorized as follows:

e Increased Marketing Efficiency;

e Improved Customer Engagement and Loyalty;

e Higher Conversion Rates;

e Data-Driven Insights and Continuous Improvement;

e Competitive Advantage.

Dealing with Increased Marketing Efficiency, targeted promotion ensures that re-
sources are allocated to audiences most likely to respond. By focusing only on users
who meet certain criteria such as age, location, purchase history, or browsing behavior,
companies reduce wasted spending on uninterested or irrelevant audiences. This leads to

higher return on investment (ROI) and more efficient use of marketing budgets.

Supporting Improved Customer Engagement and Loyalty, when users receive content
and offers that align with their needs or interests, they are more likely to engage.
Personalized promotions foster a sense of recognition and relevance, which enhances
customer satisfaction and builds long-term loyalty. Selective outreach also reduces the

risk of overwhelming users with irrelevant messages, contributing to a better overall
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experience. Moreover, acquiring users through targeted promotions tends to be cheaper
than broad campaigns, especially when using lookalike audiences or retargeting. Also,
targeted promotions can be used to re-engage inactive users or reward loyal ones with

special offers.

Higher Conversion Rates can be achieved when promotions are targeted at users who
have already shown interest in similar products or services and the result is naturally
more effective. By delivering the right message at the right time to the right person,
targeted marketing significantly boosts the chances of conversion. Whether the goal is a

purchase, sign-up, or any other call-to-action, personalization drives results.

Moreover, Data-Driven Insights and Continuous Improvement can be the result of
targeted campaigns which can generate rich data that helps businesses better understand
user preferences and behavior. These insights can be used to fine-tune future
promotions, develop new products, or refine segmentation strategies. Over time, this

leads to smarter marketing decisions and continuous performance improvement.

Last but not least, companies can have a Competitive Advantage because thanks to
effective targeted and selective promotion they can differentiate themselves in crowded
markets. By delivering more relevant and recent content than competitors, they can
capture customer attention, strengthen brand perception, and drive customer acquisition

more effectively.

3.3.2 Selective or Targeted Promotion Areas and Categorizations

Targeted promotions can be applied across a variety of industries to enhance customer
engagement and drive sales by delivering personalized offers based on user behavior,
preferences, and demographics. In retail and e-commerce, businesses use targeted
promotions through email marketing, personalized website experiences, and loyalty
programs to boost conversion rates. Digital advertising leverages platforms like social
media and search engines to serve tailored ads to specific audience segments. In sectors
like telecommunications and banking, companies use customer data to promote relevant
plans, services, or financial products. Travel and hospitality industries offer customized
deals based on travel history or location, while media and entertainment platforms
recommend content or subscription upgrades aligned with user preferences. Even in

healthcare, food services, and automotive sectors, targeted promotions are used to
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suggest relevant products, services, or maintenance offers, making marketing efforts

more efficient and impactful.

In general the main areas where selective or targeted promotion can be applied are the

following:

Retail and E-Commerce (email marketing, on-site promotions, push
notifications, loyalty programs);

Digital Advertising (social media ads, search engine marketing, display ads);
Telecommunications (plan upgrades, churn prevention, add-on services);

Travel and Hospitality (flight/hotel deals, upsell offers, geo-targeted
promotions);

Banking and Financial Services (credit card promotions, loan offers, cross-
selling);

Media and Entertainment (content recommendations, subscription upgrades,
event promotions);

Healthcare and Wellness (health plans and services, medication reminders and
offers, fitness apps);

Food and Beverage (restaurant offers, product bundling, loyalty discounts);
Automotive (service reminders and discounts, new model promotions, lease /
finance offers);

Education and Online Learning (course recommendations, discounted bundles,

trial offers).

Personalized promotions focus on delivering specific offers and messages to distinct

customer segments. This approach leverages various targeting methods to ensure

promotions are relevant and engaging for the intended audience, potentially leading to

higher conversion rates and increased revenue.

In general the main different categorizations where targeted promotions can be applied

are the following:

Demographics (age, gender, income, education);
Geographic Location (geo-targeting);
Purchase History and Behavior (behavioral targeting, customer segmentation);

Online Behavior and Interests (interest-based targeting, cross-device targeting);
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e Retargeting;

e Lookalike Audiences.

In more details, tailoring promotions based on demographic characteristics allows
businesses to target specific age groups, genders, or income levels with relevant offers.
For example, luxury car ads might target higher income brackets, while college-related
services could focus on younger age groups. Geo-targeting involves delivering
promotions based on a user's physical location, whether it's a country, city, or even a
specific neighborhood. Behavioral targeting analyzes user activity on a website or app
to identify their preferences and purchase intent, allowing for personalized
recommendations and offers. Customer segmentation is targeting promotions based on
customer segments (e.g., frequent shoppers, new customers) and allows for tailored
offers that resonate with each group. In interest-based targeting platforms like
Facebook, Instagram, and Twitter allow advertisers to target users based on their
expressed interests and activities on those platforms while in cross-device targeting
strategy connects a user's activity across multiple devices, allowing for consistent
messaging and promotions regardless of the device being used. Retargeting involves
showing ads to users who have previously interacted with a website or app, reminding
them of the products they viewed or added to their cart. Last but not least, lookalike
audience targeting method identifies users who share similar characteristics with a

company's existing customer base, expanding reach to potential new customers.

3.4 Atrtificial Intelligence Neural Networks and its Principles

3.4.1 Introducing Artificial Intelligence Mechanisms and Principles

Artificial Intelligence (Al) is transforming the landscape of technology, with neural
networks standing as one of its most influential components. Neural networks, inspired
by the structure and function of the human brain, are the backbone of many modern Al
systems. From powering recommendation systems and voice assistants to enabling self-
driving cars and medical diagnoses, these networks are essential to achieving machine
learning and deep learning goals. Understanding the principles behind neural networks

is essential for grasping how Al systems learn, adapt, and perform complex tasks.
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In recent decade, the rapid advancement of technology has driven us in a new era
defined by the capabilities of Artificial Intelligence (Al). Among the many components
that power Al, neural networks have emerged as a foundational architecture, enabling
machines to learn from data, recognize patterns, and make intelligent decisions. These
networks are loosely modeled after the human brain (as noticed previously), but
consisting of interconnected nodes (artificial neurons) that process information in a
manner that reminds of biological neural activity. While the inspiration may be
biological, the implementation is mathematical and computational, allowing neural
networks to perform highly complex tasks that were once thought to be exclusive to

human intelligence.

Neural networks are central to the development of machine learning and deep learning,
two subfields of Al that have experienced explosive growth due to their success in
handling unstructured data such as images, audio, and natural language. Their
applications are widespread, ranging from voice recognition systems like Siri and Alexa
to more advanced systems such as autonomous vehicles and Al-powered medical
diagnostics. The ability of neural networks to learn directly from raw data and improve
their performance over time has made them indispensable tools in solving problems

across diverse industries.

Despite their growing ability, the inner workings of neural networks remain a mystery
to many. Understanding how these systems function, how they are trained, and the
principles that govern their design and optimization are crucial for anyone interested in
Al, data science, or computer science in general. Neural Networks are not just
sophisticated algorithms. They represent a paradigm shift in how we design software,
moving away from explicitly programmed rules and toward systems that learn and
adapt. However, ethical considerations, transparency, and responsible development
must guide the continued evolution of neural networks to ensure they benefit society as

a whole.

This thesis aims to provide a comprehensive overview of neural networks and the
principles behind them. We will explore their structure, learning mechanisms, core
theoretical concepts, and practical applications. Additionally, we will highlight the
different types of neural networks and discuss current research trends that are shaping
the future of Al.
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3.4.2 Basic Foundations of Neural Networks

A neural network is a computational model designed to simulate the way biological
neurons interact and process information. The basic building block is the artificial
neuron, also known as a perceptron. A perceptron receives inputs, processes them
through a mathematical function (usually involving weights and biases), and outputs a
value (as Figure 3.1 shows).
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Figure 3.1: Visual representation of a Perceptron and its mathematical function

Neural Networks, as shown in Figure 3.2, consist of multiple layers of interconnected

Perceptrons as follows:

e Input layer (receives the initial data e.g., image pixels, numerical values);
e Hidden layers (process inputs through complex transformations);

e Output layer (produces the final result or prediction).

Simple Neural Network Deep Learning Neural Network

@ nput Layer @) Hidden Layer @ Output Layer

Figure 3.2: Simple versus Deep Neural Networking.
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Each connection in the network has an associated weight that determines the influence
of one neuron on another. Through learning algorithms, especially back-propagation,

the network adjusts these weights to minimize error and improve accuracy.

3.4.3 Learning Mechanisms in Neural Networks
The learning process in Neural Networks is driven by data. The primary learning

procedures are classified as:

e Supervised Learning;
e Unsupervised Learning;

e Reinforcement Learning.

In supervised learning, as shown in Figure 3.3, the network is trained on labeled data.
Each input has a known output, and the network learns to map the input to the correct
output by adjusting its weights. The error is calculated using a loss function, and
gradients are computed through back-propagation to update the weights via an

optimization algorithm, most commonly gradient descent.

Supervisor

INPUT RAW DATA
o

Training data set Desired Output i

Algorithm Processing

Figure 3.3: Visualization of a supervised Neural Network learning example.

In unsupervised learning (as shown in Figure 3.4), the network deals with unlabeled
data. It attempts to discover hidden patterns or groupings in the data. Techniques like
auto-encoders and clustering algorithms are used in unsupervised learning. In rein-
forcement learning, though not exclusive to neural networks, we train agents to make a
sequence of decisions by rewarding desirable behaviors. Neural Networks often serve as

function approximations in reinforcement learning systems.
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Figure 3.4: Visualization of an unsupervised Neural Network learning example.

3.4.4 Key Principles of Neural Networks
Several core principles guide the design and operation of neural networks:

e Non-Linearity;

e Hierarchy of Features;

e Generalization;

o Parallel and Distributed Processing;

e Gradient-Based Optimization.

In more details, one of the most fundamental principles in neural networks is non-
linearity, which allows these systems to model complex relationships in data. If a neural
network used only linear transformations, regardless of how many layers it had, the
final output would still be a linear combination of the input. This limitation would make
it impossible to solve problems where outputs do not follow a straight-line relationship
with inputs. To overcome this, activation functions like ReLU (Rectified Linear Unit),
sigmoid, and tanh are introduced. These non-linear functions are applied after each
neuron’s weighted sum calculation, enabling the network to stack layers and model with
complex behaviors. For instance, ReLU helps to mitigate the vanishing gradient
problem in deep networks and introduces sparsity, which improves learning efficiency.
Without non-linearity, neural networks would be incapable of distinguishing fined
patterns in images, audio, or text, rendering them ineffective for real-world Al

applications.

Another critical concept is the hierarchical feature extraction capability of Deep Neural
Networks (DPP), shown previously in Figure 3.2. Shallow networks with only one or

two layers can learn basic patterns but struggle with complex abstractions. Deep
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Networks, in contrast, can extract features at multiple levels of abstraction. For
example, in a complicated Neural Network, used for image recognition, early layers
might detect edges and textures, while deeper layers recognize shapes, objects, or even
entire scenes. This hierarchical processing mirrors how the human visual cortex
operates and allows machines to interpret raw sensory data more effectively. The depth
of a neural network contributes not only to its expressive power but also to its capacity
to perform transfer learning, where features learned in one task can be adapted for

another, reducing the need for massive labeled datasets in every new application.

Concerning generalization and over-fitting, the Neural Network’s ultimate goal is not to
memorize training data, but to generalize and to perform well on unseen data (as shown
in Figure 3.5). This is especially important in real-world applications where models
must deal with noisy, incomplete, or novel inputs. However, due to their high capacity,
neural networks are likely to suffer from over-fitting, where they learn the training data
too precisely, including noise or outliers, and fail to generalize. To combat this, several
regularization techniques are employed. Dropout, for instance, randomly disables a
subset of neurons during training, forcing the network to develop redundant and more
robust features. L2 regularization penalizes overly large weights, and early stopping
halts training once validation performance begins to decline [106]. These strategies
ensure that the network does not become overly complex and retains its ability to

function in dynamic, unpredictable environments.

Just Right! Overfitting

Underfitting

Figure 3.5: Representation of an underfitted vs overfitted and a generalized Neural

Network.

Dealing with parallel and distributed processing, due to the vast number of
computations involved in training deep neural networks, especially with large datasets,
parallel and distributed processing has become a necessity. Modern neural networks,
particularly in fields like natural language processing or computer vision, may have
billions of parameters. Training such models on a single CPU would be computationally
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infeasible. Graphics Processing Units (GPUs) and specialized hardware like TPUs [107]
(Tensor Processing Units) are optimized for matrix operations and allow for the rapid
computation of thousands of operations simultaneously [105]. Additionally, distributed
systems split the workload across multiple machines or data centers. This scalability is
what has enabled recent breakthroughs in Al, such as language models like GPT and
image generation tools, to become practical and widely available.

Finally, Neural Networks rely on gradient-based optimization to learn from data. Using
a method like back-propagation, the network calculates the gradient of the loss function
with respect to each weight. This process reveals how each weight contributes to the
error, and optimization algorithms such as stochastic gradient descent (SGD) [108], or
Adam algorithm [109], adjust the weights to minimize this error. Gradient-based
learning is efficient and scalable, enabling networks to gradually improve performance
over many iterations. Adam is an adaptive optimization algorithm commonly used in
training neural networks. It adjusts the learning rates of individual parameters,
effectively minimizing the error by adapting to the “steepness™ of the error surface for
each parameter. This means that Adam can converge faster and more efficiently than
simpler optimization methods like stochastic gradient descent, especially in complex
models. However, the success of this approach depends heavily on factors like learning
rate, weight initialization, and data quality. Poor choices in these areas can lead to slow
convergence or getting stuck in local minima. Therefore, understanding and tuning the

optimization process is essential for building high-performing neural networks.

3.4.5 Types of Neural Networks
Several types of neural networks exist, each suited to specific tasks:

e Feed-forward Neural Networks (FNNSs), offering Simplicity and Versatility
e Convolutional Neural Networks (CNNs), the Masters of Visual Perception
e Recurrent Neural Networks (RNNSs), Learning Through Time

e Generative Adversarial Networks (GANSs), for Creative Intelligence

e Transformers, the Powerhouse of Language Understanding

Feed-forward Neural Networks (FNNs) are the most basic type of artificial neural
network and serve as the foundation for more advanced models. In these networks, in-

formation flows in one direction, from input to output, without loops or cycles. Each
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layer is fully connected to the next, and neurons are activated based on weighted sums
of their inputs. FNNs are highly versatile and can be used for a variety of tasks such as
classification, regression, and pattern recognition. Their main strength lies in their
simplicity, making them easy to understand and implement. However, because they lack
memory and do not process temporal or spatial relationships explicitly, they are not
ideal for time-series data, sequences, or structured spatial data like images. This
limitation has led to the development of specialized architectures better suited for

complex data structures.

Convolutional Neural Networks (CNNs) have become the prime architecture for image-
related tasks due to their ability to capture spatial hierarchies in data. CNNs use
convolutional layers to detect local patterns such as edges, textures, or colors by sliding
filters across the input. This operation preserves spatial relationships and reduces the
number of parameters compared to fully connected layers. Pooling layers further con-
dense information by down-sampling, improving computational efficiency and reducing
the risk of over-fitting. Because of their spatial awareness, CNNs excel at tasks like
image classification, facial recognition, medical image analysis, and even real-time
object detection. Their structure also makes them interpretable to some degree and
filters in earlier layers often correspond to specific visual features. CNNs demonstrate
how architectural innovation can tailor a neural network to a specific data type, vastly

improving its performance.

Unlike FNNs and CNNs, Recurrent Neural Networks (RNNSs) are specifically de-signed
to handle sequential data. This includes time-series data, natural language, and any input
where context matters. RNNs have connections that form cycles (as shown in Figure
3.6), allowing the output of one step to influence the next, essentially giving the
network a form of short-term memory. However, traditional RNNs suffer from issues
like vanishing and exploding gradients, which hinder their ability to capture long-range
dependencies. To overcome these challenges, advanced variants like Long Short-Term
Memory (LSTM) [110] networks and Gated Recurrent Units (GRUs) [111] were
developed. These architectures include gating mechanisms that regulate the flow of
information, enabling the network to "remember"” or "forget” specific inputs over time.
As a result, RNNs and their variants are indispensable for tasks like language modeling,

speech recognition, machine translation, and sentiment analysis.
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Figure 3.6: Recurrent Training on Neural Networks.
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Generative Adversarial Networks (GANs) are among the most groundbreaking
innovations in deep learning, especially in the field of generative modeling. A GAN
consists of two networks, the generator and the discriminator, that are trained
simultaneously in a game-theoretic setup. The generator tries to produce data
indistinguishable from real data, while the discriminator evaluates whether a given input
is real or generated. Over time, the generator improves until its outputs become
convincingly realistic. GANs have opened the door to applications like Deepfake
creation, art generation, image-to-image translation, and synthetic data generation.
However, training GANS is notoriously unstable and requires careful balancing. Despite
these challenges, GANs have pushed the boundaries of what neural networks can do,
moving from classification to creative synthesis which is an area previously thought to

be uniquely human.

Transformers represent a major leap in Neural Network design, especially in natural
language processing (NLP). Unlike RNNs, which process inputs sequentially,
transformers use self-attention mechanisms to evaluate all parts of the input
simultaneously. This parallelism enables significantly faster training and better
performance on long sequences. Models based on transformers, such as Bidirectional
Encoder Representations from Transformers (BERT) [112-116], Generative Pre-trained
(GPT) [115-117], and T5 [118-120], have achieved state-of-the-art results in tasks like
text generation, translation, summarization, and question answering. Transformers are
not only more efficient but also better at capturing long-range dependencies and
contextual relationships. They have also been adapted for non-text domains, including

vision (e.g., Vision Transformers, or ViTs) and reinforcement learning. Their flexibility
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and performance have made transformers the dominant architecture in modern Al

research and applications.

3.4.6 Neural Networks” Applications

Neural networks are central to a vast array of applications:

e Healthcare (diagnosing diseases from images, predicting patient outcomes);

e Finance (fraud detection, algorithmic trading, risk assessment);

e Autonomous Systems (self-driving cars, robotics);

e Natural Language Processing (machine translation, sentiment analysis, question
answering);

o Creative Industries (Al-generated art, music, and literature).

Neural networks have dramatically reshaped entire industries by automating tasks once
thought to require human expertise. In healthcare, for example, convolutional neural
networks can analyze medical images with accuracy rivaling or even exceeding that of
human radiologists, enabling early detection of conditions such as cancer or diabetic
retinopathy [121-124]. Predictive models help anticipate patient outcomes and optimize
treatment plans, leading to more personalized and effective care. Meanwhile, financial
institutions deploy neural networks to detect fraudulent transactions in real-time, assess
credit risk more accurately, and automate trading strategies [125-129]. In
manufacturing, Al-powered quality control systems identify defects on production lines
faster and more consistently than human inspectors [130-132]. These examples illustrate
how neural networks are not merely academic curiosities but they are practical,

transformative tools that deliver measurable value.

Beyond traditional industries, neural networks are critical enablers of autonomous
systems and machines that can perceive, reason, and act in complex, dynamic
environments. Self-driving cars [133-135], for instance, rely on deep neural networks to
interpret sensor data, recognize objects, predict other agents' behaviors, and plan safe
routes. This integration of perception and decision-making is crucial for navigating the
unpredictable nature of real-world driving. In robotics, neural networks allow machines
to learn motor skills through reinforcement learning, adapting to new tasks without
explicit programming [136-140]. Such capabilities have profound implications not only

for transportation but also for logistics, defense, and search-and-rescue operations.
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However, deploying these systems in the real world raises critical questions about

safety, accountability, and ethical design, which the field must continue to address.

One of the most visible impacts of Neural Networks is in natural language processing
(NLP), where architectures like transformers have revolutionized how machines
understand and generate human language [141-148]. Voice assistants, chat bots, and
translation systems now provide far more fluent and context-aware interactions than
ever before. Large language models can summarize documents, answer questions, and
even generate creative text, enabling new forms of human-computer collaboration. This
progress has democratized access to information and made technology more inclusive
by bridging linguistic barriers. Yet these advances also introduce challenges, such as the
potential for generating misinformation, biases encoded in training data, and the
difficulty of making Al systems truly explainable [148,149]. Addressing these issues is

essential to ensuring that language technologies are used responsibly and ethically.

Neural Networks are not only tools of analysis and prediction but they are also engines
of creativity. Generative Adversarial Networks (GANs) and transformer-based
generative models have enabled machines to create realistic images, compose music,
write stories, and even design new molecules for drug discovery [150-153]. These
capabilities expand human creative potential by providing new forms of inspiration,
accelerating design cycles, and enabling experimentation at a scale previously
impossible. However, they also raise important questions about authorship, originality,
and misuse. Deepfakes [154-156], for example, demonstrate how generative
technologies can be used maliciously to spread disinformation. Balancing the enormous
creative promise of these tools with safeguards against abuse is a pressing concern for

researchers, policymakers, and society at large.

3.4.7 Neural Networks and Future Directions
The future of Neural Networks lies in making them more efficient, interpretable, and

generalizable. Current research focuses on:

e Neuro-symbolic systems (combining neural networks with symbolic reasoning);
e Few-shot and zero-shot learning (learning with minimal data);

e Explainable Al (XAI) (making neural network decisions understandable);

e Neuromorphic computing (building hardware that mimics the brain's

architecture).
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Looking ahead, the development of Neural Networks is focused on making them more
capable, generalizable, interpretable, and efficient [138,157,158]. Research into Neuro
symbolic systems [159,160] aims to combine the pattern recognition power of neural
networks with the logic and reasoning of symbolic Al, potentially overcoming
limitations in generalization and explainability. Few-shot and zero-shot learning seek to
enable models to learn new tasks with minimal data, making Al accessible for domains
where large annotated datasets are unavailable [161-164]. Efforts in Explainable Al
(XAI) [165-168], aim to open the "black box™ of deep learning so that human users can
understand, trust, and verify Al decisions which are critical for high-stakes domains like
medicine, law, and finance. Meanwhile, advances in neuromorphic hardware promise to
make Al systems more energy efficient by mimicking the brain’s architecture [169-
172]. These directions represent an exciting and necessary evolution where neural
networks become not only more powerful but also safer, more transparent, and more

aligned with human values.

3.5 User Classification Neural Networking Algorithms

3.5.1 Single Layer Neural Network
User classification with neural networks refers to the process of automatically

categorizing users into predefined groups based on their behavior, attributes, or

interactions. For example, an e-commerce site might classify users as "new,
"returning,” or "high-value" based on purchase history, session length, and click
patterns. Neural networks are well-suited for this task because they can learn complex,
non-linear relationships in the data without requiring manual feature engineering. By
training on large amounts of user data, these models can generalize to new users,

predicting their class with high accuracy.

Neural networks used for user classification often include architectures like fully
connected (dense) networks, recurrent neural networks (RNNs) for sequential data (e.g.,
browsing sessions), or even transformers for more sophisticated modeling of user
behavior. The input features might include demographic data, transaction history, or
time-series logs of user actions. During training, the network learns to map these
features to user classes by minimizing a loss function, such as categorical cross-entropy.

Once trained, the model can rapidly classify new users in real-time applications.
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In this case we will be using a single layer neural network. A single Perceptron is
limited to linearly separable data. With an ensemble of cooperating Perceptrons, we can
overcome this limitation. In the Figure 3.7, we show the algorithm for the according
Python application.

import numpy as np
import matplotlib.pyplot as plt (1)
import neurolab as nl

# Load input data

text = np.loadtxt('data simple nn.txt')

T (2)
# Separate it into datapoints and labels

data = textl[:, 0:2]

labels ="ftext[:, 2:]

# Plot input data

plt.figure() (3)
plt.scatter(datal:,01, datal:,11)

plt.xlabel('Di
plt.ylabel(’
plE.titliel " Inp

# Minimum and maximum values for each dimension

diml min, diml max = datal:,0].min(), datal[:,0].max() (4)
dimZ min, dim2 max = datal:,1].min(), datal[:,1].max()

# Define the number of neurons in the output layer
num_output = labels.shape[l] (5)

# Define a single-layer neural network

diml = [diml min, diml_ max] (6)

dim2 = [dim2 min, dim2 max]

nn = nl.net.newp([diml, dim2], num output)

# Train the neural network (7)

error progress = nn.train(data, labels, epochs=100, show=20, 1lr=0.03)

# Plot the training progress
plt.figure()
plt.plot(error progress) (8)
plt.xlabel ("'Nu ch

plt.ylabel(’
plt.title('Tra
plt.grid{)

Figure 3.7: User's Classification Algorithm.

In more details, in section 1, we import the necessary libraries. Neurolab is a simple and
powerful Neural Network Library for Python. Contains based neural networks, train
algorithms and flexible framework to create and explore other neural network types. In
section 2, we use the input data from the file data_simple_nn.txt (see Appendix A.1).
We separate the data into the first two columns which contains data points and the last
two columns which contains labels that represents the user’s type/classification in
binary form with four distinguish values in this case. In section 3, as Figure 3.8 (a)
shows, we plot the points on a graph. In section 4, we determine the maximum and
minimum values that each dimension can take. In section 5, we specify the number of

neurons in the output layer, which is two in this case. In section 6, we define a single-
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layer neural network using the above parameters (two inputs, two outputs). In section 7,
we train the Perceptron with the data from the training set, we repeat the procedure
hundred times and we show intermediate data every 20 cycles. In section 8, as Figure

3.8 (b) shows, we plot the training progress using the error metric (error_progress).

Input data Training error progress
B .‘: 80
15
6
1.0
5 [
'g g 65
G g4 o .o” 2 60
E|e =
a3 g 55
50
2
45
L
1 o 404
™ = e -T T ™ T T o T T T T T T
1 2 3 4 5 6 7 0 20 40 60 80 100
Dimension 1 Number of epochs
(a) (b)

Figure 3.8: (a) Visual representation of users’ data from input file; (b) The

Training error progress.

Next, let's define some new sample test data points and run the network on these points.
These new data points can simulate the according information of new system’s users.
The nn Python variable now contains our trained and configured Neural Network. To
get this chart, simply add the following lines to your code as shown in Figure 3.9 (a). In
Figure 3.9 (b), we can see the training data in blue dots and the new users’ test data in

orange color.

Input data

# Run the classifier on test datapoints 81

print ('\nT t results:')

Hata test = [[0.4, 4.31, [4.4, 0.6], [4.7, 8.11]] 74 \’

data_test = np.array(data_test) 6

A ) S 54

# Plot input and test data g

plt.figure() 5

plt.scatter(datal:,0], datal[:,1]) E 4 .v ’

plt.scatter(data test[:,0], data test[:,l]) | o5

plt.xlabel ('Dimensior )

plt.ylabel('Dimension 2") 21

lt.title('Inpu % T t data’

P itle( e ) 1] »

plt.show() , ; . ; , ;

0 1 2 3 4 5 6 7
Dimension 1
(a) (b)

Figure 3.9: (a) The Python algorithm to classify new users; (b) Visual

representation of the new users info entries.
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Running the above test with the according users’ data the algorithm will correctly report

the following results:

e Input data {0.4, 4.3} 1 => {0, 0} as output label for user’s classification
e Input data {4.4, 0.6} => {1, 0} as output label for user’s classification

e Inputdata {4.7, 8.6} => {1, 1} as output label for user’s classification

3.5.2 Multi Layer Neural Network

A multi-layer Neural Network, also known as a Deep Neural Network, consists of an
input layer, one or more hidden layers, and an output layer. Each layer is made up of
interconnected nodes (neurons), and each connection carries a weight that adjusts during
training to improve the network's performance. The hidden layers enable the network to
learn and represent complex patterns by applying nonlinear transformations to the input
data. These networks are trained using algorithms like back-propagation, which updates
the weights based on the error between predicted and actual outcomes. Multi-layer
neural networks are foundational to deep learning and are widely used in tasks such as

image recognition, natural language processing, and autonomous systems.

In our case, to allow for greater accuracy, we need to give the Neural Network more
freedom and flexibility. More than one layer of Perceptrons is required to extract the
underlying patterns in the training data. In this example, we will see how to use a
multilayer neural network as a regressor (value predictor). In Figure 3.10 (a), we show
the according Python algorithm. In section one, we show how we can create some
training data using the numpy package. In section two, we initialize the y variable using
the sample data points previously created. The transformation is based on the equation y
= 3x2 + 5 and then we use the norm function to perform normalization. The according
equation was choosen just because of its simplicity and in a real situation the y variable
must be extracted through real users’ monitoring. Finally in section 3, we create a visual

representation of the generated training data, as Figure 3.10 (b) shows.
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Figure 3.10: (a) Creating training data as input for a Multi Layered Neural

Network; (b) Visual representation of the generated training data.

After creating the training data, we can continue with the Neural Networking section as
Figure 3.11 shows. In more details, in section one we define the neural network
architecture. In this case, we define a multilayer neural network with 2 hidden layers.
The First hidden layer consists of 10 neurons, while the Second hidden layer consists of
6 neurons and the Output layer consists of 1 neuron. In section two, we set the training
algorithm to gradient descent and train the model. In section three, we execute the
Neural Network on the training data points. In section four, we demonstrate the progress
of training. In section 5, we visualize the predicted values by the algorithm along with

actual training data to help readers better understand the results.
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Define a multilayer neural network with 2 hidden layers:

First hidden layer consists of 10 neurons

Second hidden layer consists of €& neurons

# Output layer consists of 1 neuron

nn = nl.net.newff([[min val, max vall], [10, &, 1]) (1)

S e e

4

# Set the training algorithm to gradient descent
nn.trainf = nl.train.train gd
(2)
# Train the neural network
error_progress = nn.train(data, labels, epochs=5000, show=500, goal=0.001, 1lr=0.001)

# Run the neural network on training datapoints
output = nn.sim(data) (3)
y_pred = output.reshape (num_points)

# Plot training error

plt.figure()

plt.plot (error_progress) (4)
plt.xlabel ('M r of epochs')

plt.ylabel ("
plt.title('T

# Plot the output
X dense = np.linspace(min val, max val, num points * 2) (5)
y_dense_pred = nn.sim(x _dense.reshape(x dense.size,l)) .reshape(x_dense.size)

plt.figure()

plt.plot(x dense, y dense pred, '-', %, y, '.', %X, y pred, 'p')
plt.title('Actual vs predicted’
plt.show()

Figure 3.11: The Multi Layer Neural Network for Users’ Classification.

The result of the execution of the sections 4 and 5 in Figure 3.11 is shown in Figures
3.12 (a) and (b) accordingly. We must notice that due to the nature of the developed
Multy Layered Neural Network and the inner imported library modeling and the
operational or algorithmic mechanism, the exported results may not always be the same.
This means that different runs of the same algorithm can produce different results. Due
to the nature of the Neural Networks, some libraries may use temporal or random
features to perform their actions. Moreover, we can produce probably more accurate
results if we provide different setups to our algorithm. For example we can expect better
predicting performance from the Neural Network if we reduce the error limit, or
increase the epochs value, or both! The problem in this case will be the fact that the new
algorithm will need probably more time and CPU / Memory resources to successfully

perform its tasks.

98 George Tsamis - February 2026



Chapter 3: Artificial Intelligence Neural Networks Algorithms in the Field of User Detection and Users’
Preferences Prediction

Training error progress Actual vs predicted
0.200

0.175

B 0150 .

= 0125

5207 i 0.100 .

Ys 0.075 5\ 4
10 l *w 0.050 y 2 '

lﬂl"\h 0025 \V\/
0 . 0.000 :

0 50 100 150 200 250 -5 -10 -5 0 5 10 15
Number of epochs

() (b)

Figure 3.12: (a) Visualizing the training error progress of the Multi Layer Neural
Network; (b) Demonstration of actual versus Neural Network predicted results for

the same input data.

Deploying neural networks for user classification enables businesses to personalize
experiences, target marketing campaigns more effectively, and improve customer
retention. However, this approach also raises challenges around data privacy and
fairness. Companies must ensure that their models do not reinforce harmful biases or
discriminate unfairly. Additionally, the interpretability of neural networks can be
limited, making it important to apply explainability techniques to understand and justify
classification decisions. When implemented responsibly, Neural Network based user

classification can deliver significant value while respecting user rights.

3.6 Identifying User through Neural Networking Applications

3.6.1 The K Nearest Neighbors (KNN) in Neural Networks

K Nearest Neighbors (KNN) is a classic non-parametric machine learning algorithm
used for classification and regression. Though KNN itself is not a neural network, it is
often discussed alongside them and can be combined with Neural Networks in hybrid
systems. KNN operates on the principle of similarity. Given a new data point, it looks at
the K closest examples (neighbors) in the training data and predicts the label (for
classification) or value (for regression) based on them. For classification, this is
typically done by majority voting among the K neighbors.

The main key steps in KNN are:
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e Compute distances between the new point and all training points (e.g.,
Euclidean, Manhattan);
e Select K Nearest Neighbors with the smallest distances;

e Aggregate their labels/values to make a prediction.

The connection between K Nearest Neighbors and Neural Networks lies in their
complementary strengths. While KNN is a simple, non-parametric method that relies on
measuring similarity in feature space, Neural Networks excel at learning powerful
representations of complex data. By using Neural Networks to extract meaningful
features or embeddings, especially from high-dimensional or unstructured data like
images or text, KNN can operate in a space where distances better reflect semantic
similarity, improving its effectiveness. This synergy is evident in applications like few
shot learning, where memory augmented networks and prototypical networks integrate
KNN like neighbor search to generalize from limited examples. Overall, combining
KNN with Neural Networks enables flexible, interpretable, and highly effective models

that leverage both learned representations and instance based reasoning.

The advantages of K Nearest Neighbors come from its simplicity and intuitive
approach. It makes predictions based on the idea that similar data points tend to have
similar outcomes. One major strength is that it requires no training phase, making it
easy to implement and adapt to new data without retraining a complex model. Its non-
parametric nature allows it to model complex decision boundaries without assuming any
specific functional form. Additionally, KNN can work well in cases where a meaningful
distance metric is defined, enabling effective classification or regression even with
small datasets. Also, because of the fact that predictions are based directly on stored
examples, KNN also offers transparency. It is easy to see which neighbors influenced a
prediction, making its decisions more interpretable than many black box models. These
advantages make KNN a valuable baseline or component in hybrid systems, especially

when combined with other methods to improve its scalability and robustness.

On the other hand, despite its simplicity, K Nearest Neighbors has several notable
disadvantages that limit its scalability and effectiveness in certain scenarios. One of the
primary issues is its computational cost at real time. Since KNN must compute the
distance from a new point to every training example, prediction becomes slow and

memory-intensive as the dataset grows. Additionally, KNN is highly sensitive to

100 George Tsamis - February 2026



Chapter 3: Artificial Intelligence Neural Networks Algorithms in the Field of User Detection and Users’
Preferences Prediction

irrelevant or redundant features, which can distort distance calculations and lead to poor
performance. This issue is amplified in high dimensional spaces due to the curse of
dimensionality, where data points tend to become equidistant, reducing the
effectiveness of similarity based comparisons. KNN also requires careful tuning of
hyper parameters like the value of K and the choice of distance metric, which can
significantly affect its performance. Lastly, because it stores all training data and does
not generalize in a traditional sense, KNN can be vulnerable to noise and outliers,
potentially misclassifying points based on misleading neighbors. These drawbacks
mean that while KNN is useful in specific contexts, it often requires preprocessing,
feature selection, and optimization to perform competitively.

Combining K Nearest Neighbors with Neural Networks is especially valuable when the
raw input space is too complex, noisy, or high-dimensional for direct distance based
comparisons to be meaningful. Neural Networks excel at learning rich, task specific
feature representations, for example, embeddings of images, text, or audio that capture
underlying semantic similarities. Applying KNN in this learned feature space can
dramatically improve its effectiveness, since distances now reflect more meaningful
relationships. This approach is particularly useful in few shot learning, where Neural
Networks extract features while KNN like mechanisms enable generalization from just
a handful of labeled examples. It's also effective in retrieval tasks (like image search or
recommendation systems), where the goal is to find similar items efficiently. Moreover,
memory augmented and prototype based neural architectures explicitly integrate KNN
like reasoning to support adaptable, interpretable predictions. In short, combining KNN
with Neural Networks leverages the strengths of both. The representation power of
Neural Networks and the instance based flexibility of KNN make them a powerful

strategy for tackling complex, data-scarce or highly variable prediction problems.

3.6.2 Generic Implementation of the K Nearest Neighbors Neural Network

Recommender systems use the concept of nearest neighbors to find good
recommendations. This is the process of finding the closest points to the input point
from the data set and it is accomplished by sorting based on the proximity of the input
data into various categories. To find the nearest neighbors of a given point in Python we
will write the following code as shown in Figure 3.13.
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import numpy as np
import matplotlib.pyplot as plt ( 1)
from sklearn.neighbors import NearestNeighbors

# Input data

X-m npuarray(EE2:1; 1431 1.3, 3:2]
[7.3, 2.11, [4.2, €.51, [3.8
E5:7,3.5],; [6:l.id4:31; 51

Plot input data

BRlternatively you may use the embeded function kneighbors graph() by
executing knn model.kneighbors_graph () -

# once your model is defined (i.e. after line 26)

plt.figure()

plt.title("Input data') (3 )
plt.scatter(X[:,0], X[:,1], marker="0o', s=75, color='black")

# plt.show()

oM

# Number of nearest neighbors

le-="5
(4)
# Test datapoint
test datapoint = [4.3, 2.7]
# Build K Nearest Neighbors model (5)
knn_model = NearestNeighbors(n neighbors=k, algorithm='ball tree').fit(X)
dlstar"es indices = knn model.kneighbors([test_datapoint])
# Print tke 'k'" nearest neighbors
print ("\nK Nearest Neighbors:") (6 )
for rark 1rdex in enumerate(indices[0][:k], start=l):
printtstrtrark) + " ==>", X[index])
# Visualize the nearest neighbors along with the test datapoint
plt.figure()
plt.title('Nea: s')
plt.sc atter( = , marker='o', s=75, color='black') (7 )
plt. suattertx[lrdlues][ ][ 1[:, 01, X[indices][01L[:1[:, 11,
marker='o', s=250, color='b', facecolors='none')
plt.scatter(test datapoint[0], test datapoint[l],
marker='x", s=75, color='r')
plt.show()

Figure 3.13: Python implementation of the K Nearest Neighbors Neural Network.

Analyzing the code above we can see that in section one we import the necessary
packages. In this case we use the sklearn library. Scikit-learn is a Python library that
offers a broad selection of advanced machine learning algorithms suitable for medium
scale supervised and unsupervised tasks [173-176]. Designed to make machine learning
accessible to non-experts through a high level general purpose language, it prioritizes
ease of use, strong performance, thorough documentation, and consistent APIs. With
minimal external dependencies and distribution under the permissive BSD license, it is
well-suited for both academic and commercial applications. In section two, we define
some two dimensional sample data points. In section 3, as we can see in Figure 3.14 (a),
we visualize the input data using black circles. In section four, we specify the number of
nearest neighbors to extract and a test data point. In section five, we create and train a
KNN model using the input data and use it to extract the nearest neighbors to our test

data point included in Python variable test_datapoint. In section six, print in command
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line the nearest neighbors extracted from the model. Finally, in section seven, as we can
see in Figure 3.14 (b), we visualize in a chart the given test point and the closest to the

test point candidates.

Nearest neighbors
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Figure 3.14: (a) Visualization of the KNN input data; (b) Visualization of the KNN

results for k=5 and the given test point x.

3.6.3 Users’ Identification using K Nearest Neighbors Neural Network

A K Nearest Neighbors classifier is a type of classification model that relies on the
nearest neighbor approach to assign a class to a data point. It works by identifying the K
closest points in the training dataset (i.e., known examples) and determining the class of
the new point based on these neighbors. The model assigns the class that is most
common among these K neighbors. The choice of K can vary depending on the specific

problem or dataset.
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import numpy as np

import matplotlib.pyplot as plt

import matplotlib.cm as cm

from sklearn import neighbors, datasets

# Load input data

input file = 'data.txt'
data = np.loadtxt(input file, delimiter=',") (1)
X, ¥ = datal:, :-1], datal:, -1].astype{int)

# Plot input data
plt.figure ()

plt.title{"'Input d
marker shapes = 'v~os (2)
mapper = [marker shapes[i] for i in y]
for i in range (X.shapel[0]1):
plt.scatter(X[i, 0], X[i, 1], marker=mapper[i],
5=175, edgecolors='black', facecolors="none')

# Number of nearest neighbors
num neighbors = 12

= (3)
# Step size of the visualization grid
step size = 0.01
4 Create a K Nearest Neighbours classifier model
classifier = neighbors.KNeighborsClassifier(num neighbors, weights='distance')
# Train the K Nearest Neighbours model (4)
classifier:FitdX, ¥)
# Create the mesh to plot the boundaries
x min, x max = X[:, 0].min{) - 1, X[:, 0].max{) + 1 5
yiomin; oy max = X[ 3Temind) =1, 3Lz T1 -max{): +:1 (3)
x_values, y values = np.meshgrid(np.arange(x min, x max, step size),

np.arange(y min, y max, step size))

# Evaluate the classifier on all the points on the grid (6)
output = classifier.predict(np.c [x values.ravel(), y_values.ravel()])

# Visualize the predicted output

output = output.reshape (x values.shape)

plt.figure() (7)
plt.pcolormesh(x_values, y values, output, cmap=cm.Paired)

Figure 3.15: Training Neural Network for users’ identification through class

mapping.

As shown in Figure 3.15, in section one, we load the input data from the external csv
file data.csv. The content of the data.csv file is shown in Appendix B.1. Concerning
about the meaning of the content, in this example, the first two columns contains X, y
coordinates for points in a two dimensional space and as a third column we use an
integer number with values numbers from zero to three which represent four users’
categories/classes. In this case our experiment tries to simulate a situation where for
each user we know and we are able to measure two factors (the first two columns of the
csv file) and our goal is to train the Neural Network with the third column as the
expected result, which third column represent four users’ categories. If the Neural
Network is trained successfully we will be able to match any future new users’ activity
to the according user’s type. Then, in section two, as shown in Figure 3.16 (a), we map

the training points using four different shapes and the mapper variable to map each
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shape to the different classes. At section 3, we define the number of nearest neighbors
and the grid step size that will be used to visualize the model boundaries. In section
four, we create the KNN model and train it with the training data. In section 5, we create
the value grid that will be used to visualize the model. In section 6, we evaluate the
classifier at all points in the grid to create a visualization of the boundaries. Finally, in
section seven, as shown in Figure 3.16 (b), we create a color grid to visualize the pre-

calculated model output for the entire two dimensional space.
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Figure 3.16: (a) Mapping of the training points using four different shapes; (b)

Color grid to visualize the pre-calculated model output.

Moreover, by extending the functionality of the previous algorithm and as we can see in
Figure 3.17, we can easily predict the users’ account type and in such a case where we

would have many input data we can even detect its unique identity.
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for i in range(X.shape[0

plt.scatter(X[i, 01, X[i, 1], marker=mapper[i], s=50, edgecuvlors="black', facecolors="nune')
plt.xlim{x values.min(), x values.max())
plt.ylim(y values.min(), y values.max())
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Figure 3.17: User’ identification through Neural Network class mapping.

As we can see in Figure 3.17, in section one, we plot the training data over this color
grid to visualize the data against the boundaries revealed by the KNN model. The result
of this action is shown in Figure 3.18 (a) in which we can see the expected spatial
partitioning. In section two, we set the X and Y bounds along with the title for the
visualization. In section three, we define a test data point (representing the new user) to
see how the classifier works. Also we create a new image with training data points and
the test data point to see more clearly the topology of the two dimensional space. In
section four, as shown in Figure 3.18 (b), we extract the K Nearest Neighbors at the test
data point and plot them on a new chart. In section five we print the prediction
(classification) of the test point, which in this case (with the given data) the result is
“Predicted output: 1” which means that our test point x is classified as a type one user

because eight out of the twelve neighbors are classified as type one.
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Figure 3.18: (a) KNN input training data over expected spatial partitioning; (b)
Extraction of the 12 candidates of the K Nearest Neighbors at the test data point.

3.7 Account Preferences Predictions using Neural Networking Al
Implementation

3.7.1 Introducing Account Preferences Prediction

In today’s data-driven digital landscape, predicting users’ account preferences has
become central to enhancing personalization, improving engagement, and boosting
customer satisfaction. Businesses from streaming services to e-commerce platforms and
social media networks seek to anticipate what users want in order to tailor their
offerings effectively. "User’s account preferences predictions™ refers to the use of
analytical and machine learning methods to infer, forecast, and recommend settings,
content, or features that align with an individual user's habits and interests.
Understanding and implementing effective prediction systems is crucial not only for
business growth but also for building trust and delivering value to users. As data privacy
concerns, ethical and transparent handling of user preference prediction has also

emerged as an essential component of this field.
3.7.2 Account Preferences Prediction Mechanisms

At its core, predicting a user’s account preferences relies on data analysis. This involves

gathering data such as past behavior (e.g., items purchased, pages visited), explicit
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settings (e.g., language or notification preferences), demographic information, and even

implicit signals like time of day usage patterns or click-through rates.

Machine learning models, particularly recommender systems, are widely used to make

these predictions. Two main approaches dominate:

e Collaborative Filtering;

e Content-Based Filtering.

Collaborative Filtering analyzes patterns among users with similar behaviors. For
example, if User A and User B have historically liked the same movies, a system might
recommend to User A a movie that User B liked but User A hasn’t seen yet.
Collaborative filtering is widely used in recommendation engines such as those on

Netflix or Amazon.

Content-Based Filtering relies on the attributes of items or settings the user has en-
gaged with. If a user has chosen to receive sports notifications in the past, the system
may predict that they will prefer other sports-related content or features. The model

learns the features a user likes and finds similar options.

Advanced systems often use hybrid models that combine these approaches with deep
learning techniques, natural language processing, and sequential modeling (e.g., using

RNNs or Transformers) to capture complex patterns in user behavior over time.

The predictive modeling of user preferences has a broad range of applications. For
example, content recommendations streaming platforms predict which movies or shows
a user is likely to enjoy. Personalized playlists on music services are curated based on
past listening habits. E-commerce personalization online retailers predict which
products users might be interested in purchasing next. This includes recommending
similar items, suggesting complementary products (cross-selling), or personalizing
homepage layouts. In notification settings area, many apps allow prediction of which
notifications a user wants. For example, a news app might prioritize topics the user
frequently reads while minimizing unwanted alerts. Moreover, in privacy and security
preferences section, some systems predict a user’s likely security settings based on their
past configurations. For example, suggesting two-factor authentication for users who

prioritize security. Last but not least, in UI/UX personalization filed, apps can adjust
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layouts, themes, and navigation flows based on predicted user preferences, creating a

more personalized and satisfying experience.

3.7.3 Recommender Systems and Similarity Scores

To build a recommender system, it is important to understand how to compare different
objects in our data set. The similarity score gives us an idea of how similar two objects
are to each other.

There are two commonly used measures:

e Euclidean score, uses the Euclidean distance between two data points;

e Pearson score, a measure of correlation between two items.

The value of the Euclidean distance can take very large values and theoretically can
even be unlimited. Therefore, we must convert it in the appropriate way so that the
Euclidean score ranges from 0 to 1. Usually this process includes a normalization
method where all the values that have been generated are modified appropriately to
receive their corresponding value between 0 and 1. To do this, we must first find the
minimum minA and maximum maxA value from the set of values that we already have.
Then we define as new_minA the minimum possible value in the new set of values and
as new_maxA the maximum possible value in the new set of values. The assignment of
any value from the old set to the new set must be executed with a standard data
modification process from the old set to the new one {minA, maxA} -> {new_minA,
new_maxA}. In case we want the new set to have values between {0, 1}, the conversion
method that we have to use is shown in Figure 3.19. For example, let's assume that our
data belongs to the set {30-50} and let's say that we want to transform it so that it ranges
from {0-1}. Deploying the function shown in the following figure, if we want to convert
the number x=35 from the set {30-50} to itS Xscaeqg COunterpart in the set {0-1}, the
operation we will need to perform is Xscateq = (35-30)/(50-30) = 5/20 = 0.25

L — Tmin

Lscaled —
Lmar — Lmin

Figure 3.19: Min-Max Normalization function.
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A large Euclidean value (distance) between two objects represents a small similarity.
Correspondingly, a small Euclidean value (distance) represents a large similarity. When
in particular the Euclidean value (distance) is equal to zero then it is an absolute match.

Therefore, the Euclidean distance is inversely proportional to the Euclidean score.

On the other hand, The Pearson score uses the covariance between the two scores along
with their individual standard deviations to calculate the score. The score ranges from -1

to +1:

e Pearson score between 0 and 1 (Positive correlation, which means that when one
variable changes, the other variable changes in the same direction);

e Pearson score equal to O (No correlation, which means that there is no
relationship between the variables);

e Pearson score between 0 and -1 (Negative correlation, which means that when

one variable changes, the other variable changes in the opposite direction).

The experiment that we will use to help us run the basic scenario includes the
followings. Let's assume that our dataset consists of people and their various
preferences for movies based on a rating system that includes float numbers from zero
to five. We will first try to find the degree of similarity between users by studying the
ratings they have given. To compare two people with each other, we can use the file
compute_scores.py which will include the corresponding Python code. We can store the
input data for the users and their ratings in json format in the file ratings.json (see
Appendix C.1).

In this Python file (compute_scores.py), we define the following functions:

e Dbuild_arg_parser(), the argument parser to process the input arguments (userl,
user2 and similarity measure to be used as Euclidean or Pearson), see Appendix
C.2;

e euclidean_score(dataset, userl, user2), the function to calculate the Euclidean
score between the input users in the dataset, see Appendix C.3;

e pearson_score(dataset, userl, user2), the function to calculate the Pearson score

be-tween the input users in the dataset, see Appendix C.4 ;
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e the main function, which parses the input arguments, loads the user preferences
from the ratings.json file into a dictionary and calculates and returns the

similarity score, see Appendix C.5.

Finally, for example, to calculate the Euclidean score between David Smith and Bill

Duffy we can execute in command line the following command:

compute_scores.py --userl "David Smith" --user2 "Bill Duffy" --score-type Euclidean

Also, in order to calculate the Pearson score between Chris Duncan and Bill Duffy we

can issue the following command:

compute_scores.py --userl "Chris Duncan" --user2 "Bill Duffy" --score-type Pearson

3.7.4 Discovering similar users using collaborative filtering

Collaborative filtering is the process of recognizing patterns between objects in a data
set in order to make a decision about a new object. In the context of recommendation
engines, collaborative filtering can provide recommendations by examining similar
users in the data set. Looking at the previous example, we can assume that people with
similar preferences for a certain set of movies will have similar choices in a set of new
unknown movies. We can use the same scoring techniques we have seen so far to find
similar users in our data set. These methods can also be used in finance, e-commerce,

marketing, customer studies, and so on.

A code example is provided in the collaborative_filtering.py file in which we define the

following functions:

e Dbuild_arg_parser(), a function to parse the input argument user name, (see
Appendix C.6);

o find_similar_users(dataset, user, num_users), a function to find users in the
dataset that are similar to the given user, (see Appendix C.7);

e The Pearson score function was imported from the previous file to calculate the
Pearson score between the input user and all other users in the dataset, (see Ap-
pendix C.6);
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e The main function parses the input arguments, loads the data from the movie
preferences file ratings.json, and returns the top three users who are similar to
the user specified by the input argument, (see Appendix C.8).

To run the algorithm and find out the users who have similar preferences to Bill Duffy

for example, execute the following command:

collaborative_filtering.py --user "Bill Duffy"

3.7.5 Predicting Users’ Preferences using Similarity Scores Application

At this stage, our goal is to create a movie recommendation system based on the
similarity of movie choices made by different users. With all the building blocks in
place (KNN, similarity scores, collective filtering), we can now create a movie
recommendation system. The file ratings.json contains a set of people and their ratings
for various movies. To find movie recommendations for a particular user, we need to
find similar users in the dataset and make recommendations for that person based on the

movies that the other similar users have seen and our user hasn’t.

The file movie_recommender.py provides the Python code for such a system and has

the following structure:

e Dbuild_arg_parser(), a function to parse input arguments (user name), (see
Appendix C.9);

e get recommendations(dataset, input user), a function to get movie
recommendations for a given user, (see Appendix C.10);

e The main function main parses the input arguments, loads the movie ratings

data, and outputs and prints the movie suggestions, (see Appendix C.11).

In more details, in get_recommendations() function we calculate a similarity score
between the input user and all other users in the dataset. Then, we extract a list of
movies that have been rated by each user but not rated by the input user. Also, for each
item in the filtered list, we track the score weighted by the similarity score. We
normalize the scores based on the weighted scores. Last, we sort the ratings and extract

the movie recommendations.
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We can execute the algorithm as follows (e.g. to find out movie suggestions for Chris

Duncan):

movie_recommender.py --user "Chris Duncan”

3.7.6 Benefits and Ethical Considerations of Predicting Users’ Preferences
Effective user preference prediction offers significant benefits for both users and service

providers:

e Improved User Experience;

e Increased User Engagement;

e Higher Retention and Conversion Rates;
e Operational Efficiency;

e Competitive Advantage.

Despite these advantages, predicting user preferences comes with challenges:

e Privacy Concerns;
e Algorithmic Bias;
e Over-Personalization;

e Transparency and Control.

Last but not least, users’ account preferences predictions are a powerful tool for
delivering personalized, meaningful experiences in digital services. By leveraging data
and advanced analytics, businesses can anticipate user needs, improve engagement, and
drive growth. However, the field must balance innovation with ethical considerations,
prioritizing privacy, fairness, and user agency. As technology evolves, the future of user
preference prediction will depend on building systems that are not only intelligent but

also transparent, respectful, and aligned with user values.

3.7.7 Conclusions

This study has comprehensively explored the design, implementation, and evaluation of
Artificial Intelligence Neural Networks for the purpose of detecting and predicting user
identities and preferences. Leveraging a user's historical profile data and behavioral
patterns, we demonstrated that neural network based approaches, with both single layer
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and multi layer architectures can provide substantial accuracy in recognizing user
identity even without traditional authentication mechanisms like passwords or cookies.
Furthermore, we validated models that can effectively predict future user preferences in

real-time.

Throughout the research, we examined a variety of neural network types and ma-chine
learning algorithms including supervised and unsupervised learning models, multi-layer
Perceptrons, and K-nearest neighbors (KNN) techniques. These methods were applied
in simulated and structured users’ data with strong emphasis on behavior-based
recognition. Our findings suggest that neural networks, particularly when they are well
optimized and trained on clean, meaningful datasets, are powerful tools for creating

adaptive systems capable of offering targeted content and security intelligence at scale.

From a technical standpoint, several key strengths emerged. First, the flexibility of deep
learning models in recognizing nonlinear relationships allows them to outperform
traditional rule based systems. Second, the use of user behavior as an identification
factor introduces a promising additional layer in multi factor authentication strategies.
By analyzing choices that users can make, such as navigation patterns, time spent on
specific actions and clickstream data, we can extract unique behavioral fingerprints.
These fingerprints, in turn, support both identification and personalization processes,

making the user experience more fluid, predictive, and context-aware.

Equally important are the practical implications of these findings. In commercial
environments, such as e-commerce platforms, streaming services, and mobile
applications can have the ability to anticipate user preferences or recognize returning
users even in anonymized scenarios, enabling more precise product recommendations,
higher user engagement, and ultimately increased conversion rates. Furthermore,
behavioral authentication has strong potential in cyber security applications by helping
systems detect anomalous user activity, including account takeovers, without intrusive
or burdensome authentication steps. This opens the door for frictionless yet secure user

experiences.

However, the adoption of such systems must also be tempered with a deep under-
standing of the ethical and legal frameworks surrounding data collection and profiling.
Although Al powered identification does not always require personally identifiable
information, its capacity to infer sensitive characteristics through pattern recognition

raises concerns around transparency, consent, and data sovereignty. As machine
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learning systems grow more autonomous and predictive, it becomes critical to ensure

that users remain informed and empowered regarding how their behavioral data is used.

Privacy preserving Al techniques, such as federated learning, differential privacy, and
on device processing, are recommended for future systems, allowing them to benefit
from Al driven personalization without compromising user anonymity. In parallel,
developers must address model explainability, especially in contexts like finance,
healthcare, or justice, where opaque decisions could have serious consequences.
Ensuring that predictions are not only accurate but also interpretable and fair will be

essential for building trust in Al enabled user identification systems.

Looking forward, the intersection of neural networks with emerging fields like
neuromorphic computing, zero-shot learning, and neuro-symbolic Al presents exciting
avenues for research. These advancements could lead to models that require less data to
make accurate predictions, are more energy-efficient, and possess reasoning capabilities
closer to human cognition. Furthermore, the fusion of behavioral biometrics with
traditional security layers could drive us in a new generation of adaptive, intelligent

authentication systems capable of learning and evolving with user behavior over time.

In conclusion, this chapter presents a strong foundation for the use of neural networks in
the detection and prediction of user identity and preferences. While the technical results
are promising and the commercial potential is vast, the responsible and ethical
deployment of these technologies must remain a core priority. With balanced design and
continued research, such systems could significantly transform personalization, security,

and user interaction in digital environments.
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4 PLATFORM
IMPLEMENTATION

4.1 RESTful APIs and MySQL

4.1.1 Introduction to RESTful APIs in Android Development

In modern Android app development, RESTful APIs (Representational State Transfer
APIs) [177] play a central role in enabling communication between mobile clients and
backend servers. A RESTful API is a web service that follows a set of architectural
principles for interacting with resources (such as users, products, or posts) over HTTP.
These APIs provide endpoints through which Android apps can perform operations like
creating a new account, fetching user data, updating a profile, or deleting an item from a
remote database.

RESTful APIs operate on standard HTTP methods like GET, POST, PUT, DELETE,
PATCH, making them easy to use and compatible with virtually any platform. In REST,
resources are typically represented in JSON or XML format, although JSON has
become the standard due to its simplicity and efficiency for mobile applications.

For Android developers, RESTful APIs are essential for apps that require real-time or
centralized data, multi-user environments, or server-side processing. Whether building a
weather app, e-commerce platform [178], social network, or content management
system integrating with a RESTful API allows the app to offload complex logic and
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data storage to a remote server while focusing on providing a smooth and responsive

user interface.

4.1.2 How Android Apps Communicate with RESTful APIs

Android apps communicate with RESTful APIs over the internet using HTTP protocols.
The communication process typically involves sending a request to an API endpoint and
receiving a response from the server. This interaction is usually done through libraries
such as Retrofit, Volley, OkHttp, or even Java’s built-in HitpURLConnection. These
libraries handle networking tasks, parsing JSON responses, and error handling, greatly

simplifying the integration process.

4.1.2.1 Overview of Retrofit for REST API Integration

Retrofit [179], developed by Square, is one of the most popular libraries for REST API
communication in Android. It allows developers to define interfaces with annotations
that specify the HTTP method, endpoint path, and parameters. Retrofit automatically
converts JSON responses into Java/Kotlin objects using converters like Gson or Moshi,

making the data easy to work with.

For instance, to fetch user details, a developer might define an interface like this (Figure
4.1):

GetUserMethod
@GET("users/{id}")
Call<User> getUser(@Path("id") int userId);

Figure 4.1: Example of Retrofit usage in order to achieve Android App - Web

Server Restful Api communication

When called, this sends a GET request to the endpoint (e.g.,
https://api.example.com/users/1) and returns a User object parsed from the JSON
response. Similar approaches apply to POST requests for submitting forms, PUT for

updating records, and DELETE for removing entries.

4.1.2.2 Overview of Android Volley for REST API Integration
Android Volley [179] is an HTTP networking library introduced by Google to simplify
and optimize network operations in Android applications. It provides a framework for

managing network requests, handling responses, and performing asynchronous
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operations without writing extensive standardize code. When building Android apps
that communicate with RESTful APIs (a common architectural pattern for web
services), Volley can play a central role by providing mechanisms to make efficient,
structured, and error-tolerant HTTP calls. Given the RESTful model’s and based on
HTTP methods like GET, POST, PUT, DELETE, Volley’s support for these operations
can make it a valuable tool for Android development.

RESTful APIs are designed to exchange data over standard HTTP protocols, often using
JSON as the data format. VVolley simplifies communication with such APIs by offering
request classes like StringRequest, JsonObjectRequest, and JsonArrayRequest. These
allow developers to send HTTP requests to API endpoints and receive structured
responses without managing low-level network details. For example, when an app needs
to fetch a list of user profiles from a server, a GET request via JsonArrayRequest can
retrieve the data asynchronously, and the response can be parsed directly within the
callback.

Volley’s RequestQueue system handles the queuing and execution of these network
requests efficiently, supporting caching and threading out of the box. This means
developers don’t have to manage background threads manually. Additionally, Volley
offers automatic scheduling of requests based on priority, as well as retry and timeout
policies, which enhance the reliability of RESTful communication in environments with

unstable network conditions.

4.1.2.3 Volley’s Comparison, Strengths and Limitations

From an analytical standpoint, VVolley excels in scenarios that involve rapid, small to
medium sized data exchanges, such as syncing app content, retrieving JSON lists, or
submitting form data [179]. Its lightweight architecture and ease of use makes it ideal
for apps that need fast, responsive interactions with REST APIs but don't require

complex data modeling or long lived connections.

However, Volley shows some limitations compared to more modern alternatives like
Retrofit. One notable drawback is its lack of built in support for object mapping! JSON
responses must be manually parsed or integrated with a library like Gson. This adds
complexity when dealing with nested or large data structures. In contrast, Retrofit
natively integrates with Gson or Moshi to automatically map JSON responses into Java

or Kotlin models.
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Moreover, Volley is not optimized for large file transfers or streaming media. Use cases
involving file uploads, downloads, or long-lived HTTP connections are better handled
by OkHttp or Retrofit, which offer more robust and scalable solutions. Despite this,
Volley still performs well for REST operations that are lightweight and short-lived,

especially when minimal dependencies are preferred.

4.1.2.4 When to Use Volley with REST APIs

Android Volley remains a relevant and capable option for integrating RESTful APIs
into Android apps, particularly when the primary goals are simplicity, speed, and
minimal dependencies. Its strong support for asynchronous operations, built-in caching,
and retry mechanisms makes it well-suited for apps that frequently interact with remote

servers but don’t require advanced features like automatic serialization.

For developers, building apps that rely on clean, frequent API calls such as messaging
apps, weather apps, or news feeds, Volley provides a reliable solution that balances ease
of use with performance. However, for projects requiring scalable data models,
advanced serialization, or heavy file handling, a combination of Volley with Gson, or a
switch to Retrofit, may offer greater long term flexibility and maintainability.

4.1.3 Authentication and Security in RESTful API Integration

Security is a vital concern when interacting with RESTful APIs in Android apps.
Because data is transmitted over the internet, it must be protected from interception,
tampering, or misuse. The most fundamental practice is to use HTTPS (SSL/TLS
encryption) for all communication between the app and the server. This ensures that

data remains encrypted and secure during transmission.

Handling the server response and errors (like 404 or 500 codes) is also critical. Most
libraries include callback mechanisms or coroutine support to manage asynchronous
tasks. By integrating with RESTful APIs, Android apps gain access to live data and
server logic, enabling powerful features like user authentication, file uploads, location-

based services, and remote configuration.

Authentication is typically handled using API keys, OAuth tokens, or JWT (JSON Web
Tokens). In mobile apps, once a user logs in with valid credentials, the server returns a
token, which the app stores securely (usually in SharedPreferences or
EncryptedSharedPreferences). This token is then sent with subsequent API requests in

the HTTP header to identify and authorize the user.
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Using this model, RESTful APIs remain stateless. Each request contains all the
information needed to process it, which is crucial for scalability and simplicity.
However, developers must ensure that tokens are stored securely and not exposed,
especially in decompiled APKs. Tools like ProGuard and encrypted storage APIs help

protect sensitive information.

Additionally, rate limiting, CORS policies, and access controls should be enforced
server-side to protect against abuse. On the Android side, input validation, error
handling, and session management help ensure the app responds securely and gracefully

to API responses and failures.

4.1.4 Real-World Use Cases of RESTful APIs in Android Apps

RESTful APIs are widely used in real-world Android applications across various
industries and functions. In e-commerce apps, REST APIs connect the frontend with
product catalogs, payment systems, user accounts, and order histories. When a user
browses products or places an order, the app communicates with the backend through

REST endpoints to retrieve data or send transaction details.

In social media applications, APIs manage user profiles, posts, comments, likes, and
messaging. For example, posting a photo involves sending a POST request with image
data and metadata, while fetching a feed might use a GET request to retrieve a list of
recent posts. RESTful APIs make it easy to scale these interactions across millions of

users and platforms.

In weather apps, REST APIs fetch real-time weather forecasts, alerts, and climate data
from external services like OpenWeatherMap or WeatherStack. The Android app parses
and displays the information dynamically based on the user’s location or preferences.

Travel and booking apps rely on RESTful APIs to check availability, confirm bookings,
show travel planned routes, and display maps or points of interest. These APIs are often
connected to multiple backend systems, and the Android app acts as a unifying

interface.

Educational, healthcare, finance, logistics, and entertainment apps also depend on
RESTful APIs for tasks like managing content, syncing with cloud databases, handling
secure communication, and integrating with third-party services. The modular and
standardized nature of REST makes it ideal for almost any use case where mobile apps

need to interact with remote resources.
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4.1.5 Best Practices for Using RESTful APIs in Android

To build reliable, secure, and maintainable Android apps using RESTful APIs,
developers should follow key best practices in both code design and communication
architecture [180,181]. Always use asynchronous calls when interacting with APIs to
avoid blocking the Ul thread. Libraries support asynchronous requests using callbacks
or Kotlin coroutines, which ensure smooth user experiences and prevent Application
Not Responding (ANR) errors. Also, implement caching and offline strategies where
appropriate. For example, when displaying news or products, the app can store the latest
API response in local storage (using e.g. SQLite), allowing the user to access content
even when offline. This also reduces server load and data usage. Moreover, handle
errors and exceptions gracefully. Check for common HTTP status codes like 200 (OK),
401 (unauthorized), 404 (not found), and 500 (server error), and provide meaningful
feedback to the user. Also, always validate and sanitize inputs before sending them to
the server to avoid injection attacks.

Next, use a base URL and centralized network client to simplify code reuse and
maintenance. Also, consider versioning your API. As apps evolve, changes to endpoints
may break backward compatibility. By versioning endpoints (e.g. /api/vl/users),

developers can support old and new versions simultaneously without disrupting users.

Finally, keep your API usage secure and minimal. Avoid over-fetching by requesting
only the fields you need, paginate large data sets using parameters like limit or offset,
and don’t forget to implement logging tools like Stetho or OkHttp Logging Interceptor
during development to monitor API calls and debug efficiently.

In conclusion, RESTful APIs are a cornerstone of Android development, enabling apps
to connect with powerful backend systems and deliver rich, data-driven experiences. By
understanding how they work and applying thoughtful design principles, developers can
create scalable, secure, and high-performance Android applications.

4.1.6 MySQL and Its Relevance to Android

MySQL is an open-source relational database management system (RDBMS) widely
used for server side data storage in web and mobile applications. Known for its
reliability, scalability, and robust query capabilities, MySQL is often the database of
choice for backend systems, especially those built with PHP, Node.js, or Python. While
Android devices typically use SQLite for local data storage, many apps need to interact

with remote servers where MySQL is used as the central database.
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In the context of Android, MySQL serves as a backend database, the place where
structured data is stored, updated, and retrieved through a network connection. For
example, in a mobile app for an online store, user information, product listings, order
history, and transaction data are typically stored on a remote MySQL server. The
Android app acts as the frontend client, communicating with this server to request or
send data.

This communication doesn’t happen directly between Android and MySQL. Instead, it
occurs through a web API (Application Programming Interface), usually written in
PHP, Python (Flask or Django), or Node.js. These APIs act as a bridge, accepting
requests from the Android app (usually via HTTP/HTTPS), interacting with the MySQL
database, and returning results in a format like JSON. This architecture ensures security,
scalability, and maintainability, while also separating concerns between the frontend

and backend.

4.1.7 Integrating MySQL with Android via Web Services

Direct access to a MySQL database from an Android app is not recommended due to
security and architectural concerns. Instead, Android apps interact with MySQL through
RESTful web services. These services are hosted on a web server and act as
intermediaries between the mobile client and the database. This pattern ensures that the
database remains protected behind a firewall and that the business logic is centralized

and controlled.

To implement this setup, developers typically create a web API using a server-side
language like PHP. Each endpoint of the API handles a specific task, such as inserting
data, updating records, or fetching details. For instance, a getUserData.php script might
receive a user ID via a POST request, query the MySQL database, and return the
corresponding user information as a JSON object. The Android app sends an HTTP
request to this URL and then parses the JSON response using libraries like Volley,
Retrofit, or OkHttp.

Here is a simple example of how Android might fetch data from a MySQL database:

1. The user opens the app and logs in.

2. Android sends an HTTP POST request to a PHP endpoint (e.g., login.php) with
username and password.

3. The PHP script validates the credentials against the MySQL database.
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4. The server responds with success/failure in JSON format.

5. The Android app parses the JSON and proceeds accordingly.

Using web services provides several benefits. It decouples the frontend from the
database logic, improves scalability, allows centralized data validation and protects
sensitive information. REST APIs can also be reused across multiple platforms (e.g.,

Android, i0S, web), promoting consistency and reducing development time.

4.1.8 Android and MySQL Use Cases, Benefits, and Best Practices

The combination of MySQL and Android is ideal for applications that require
centralized data storage and multi-user access. Examples include e-commerce apps,
social media platforms, hotel booking systems, educational tools, and employee
management apps. In all of these, MySQL acts as the central repository of information,
while Android apps provide the interface for users to view, modify, or contribute to that

data in real time.

One of the primary advantages of using MySQL with Android is data consistency.
Since the database is hosted on a remote server, updates made by one user are instantly
reflected for others. This is crucial in collaborative apps where data changes frequently,
such as chat applications or inventory systems. Furthermore, MySQL's support for
advanced queries, stored procedures, and indexing makes it efficient for handling

complex operations like filtering, sorting, and data aggregation.

Another advantage is data backup and recovery. Centralized MySQL databases can be
backed up regularly and restored in case of failure, reducing the risk of data loss. With

local storage (e.g., SQLite), such protections require additional manual implementation.

However, developers must also consider some challenges. One is network dependency.
Since data is stored remotely, users need internet access to use the app fully. To address
this, developers often implement local caching or offline modes that temporarily store

data on the device and sync with the server when a connection becomes available.

Security is another critical aspect. Exposing database logic or credentials to the client
side is a major vulnerability. Developers should ensure that communication between
Android and the server is encrypted (using HTTPS), that APIs are protected by
authentication mechanisms (like tokens), and that inputs are validated to prevent SQL

injection or other attacks.
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To optimize performance and security when using MySQL with Android:

e Use prepared statements in server-side scripts.

e Limit data transfer by designing efficient endpoints (e.g., paginate results).
e Store only essential data locally to reduce memory usage.

e Implement proper error handling for network failures.

e Regularly test APIs and monitor server logs for anomalies.

In conclusion, MySQL remains a powerful tool for Android developers building apps
that rely on centralized data management. By using web APIs as an intermediary,
Android apps can access the full capabilities of MySQL while maintaining a secure and
maintainable architecture. With thoughtful design and best practices, developers can
create responsive, robust, and scalable mobile applications that seamlessly integrate
with MySQL databases.

4.1.9 MySQL & RESTful API, Android Login and Registration with PHP,
MySQL, and SQL.ite

Implementing login and registration in Android often involves combining local storage
with a remote backend. A common stack for this is PHP + MySQL for the server side,
and SQLite for local persistence on the Android device. This setup allows users to

authenticate securely while also enabling offline access.

4.1.10 System Architecture

e Android App (Client):
o Provides the user interface for login and registration.
o Sends requests (via HTTP/JSON) to a PHP backend.
o Uses SQL.ite to store user sessions or cached data locally for offline
mode.
e PHP Backend (Server):
o Receives HTTP requests from the Android app.
o Processes login and registration logic.
o Interacts with MySQL to store and verify user data.
e MySQL Database (Remote):
o Stores registered user credentials (username, email, password hash).
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o Supports authentication and data persistence.

The architecture for implementing login and registration in Android using PHP,
MySQL, and SQLite is built on the interaction of three distinct but interconnected
layers: the Android client, the PHP backend, and the Database Systems (MySQL and
SQLite). Each component fulfills a specific role, and the system’s strength lies in the
way they collaborate to provide both online functionality and offline persistence. By
separating concerns across these layers, the architecture achieves flexibility, scalability,
and reliability.

At the client side, the Android application is the entry point for users. It provides the
graphical user interface that allows individuals to input their credentials, initiate login,
or complete the registration process. More importantly, the Android app is not just a
passive front end. It takes an active role in managing communication with the server
and in ensuring smooth user experience. For example, the application packages data into
HTTP requests, typically in JSON format, before sending them to the backend. It also
receives responses from the server, parses them, and presents meaningful results to the
user. Beyond this transactional role, the Android app integrates with SQLite, which
serves as a lightweight, embedded database. SQLite is critical for scenarios where
internet connectivity is unstable or temporarily unavailable, because it allows the app to
cache user sessions or store limited amounts of profile data locally. This design
improves usability by supporting offline access and quick retrieval of data without

constant server queries.

The PHP backend functions as the intermediary between the Android client and the
remote MySQL database. It acts as a logical bridge, processing requests from the app,
validating inputs, and applying the appropriate business rules. In the registration
process, PHP scripts ensure that user inputs are sanitized to avoid malicious injections,
check whether email addresses are already in use, and hash passwords for secure
storage. During login, PHP compares the submitted credentials against hashed records
in the MySQL database, ensuring both security and efficiency. By handling this logic at
the server level, the architecture ensures that sensitive operations never occur on the
client device, where security risks would be higher. PHP is also chosen for its simplicity
and compatibility. Since it integrates seamlessly with MySQL and it is widely supported
on affordable hosting platforms, it makes deployment accessible for developers.
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The MySQL database is the backbone of the system’s data storage. It holds the master
records of all registered users, including hashed passwords, timestamps, and identifying
details. Unlike SQLite, which is confined to the client device, MySQL is centralized,
making it accessible across devices and ensuring data persistence beyond a single
phone. This centralization is essential for scenarios where users need to log in from
multiple devices or when the application needs to track usage data at scale. MySQL’s
relational structure ensures consistency and integrity through features such as primary
keys, constraints, and indexing, which help maintain the reliability of the system as it

scales.

The dual use of MySQL and SQLite in this architecture reflects a hybrid approach that
balances global accessibility with local resilience. MySQL guarantees a central
repository totally aware of every action of the users, where user data is synchronized
and managed securely, while SQLite supports offline functionality, reducing
dependence on constant internet connectivity. Together, these two databases allow the
system to respond dynamically to different network conditions and user expectations.
This hybrid approach is particularly beneficial in regions with intermittent connectivity,
where maintaining user sessions locally can prevent frustration and encourage continued

app usage.

Another significant aspect of this architecture is its modularity. Each component
(Android, PHP, MySQL, and SQLite) can evolve independently. Developers may
upgrade the Android client with new features without restructuring the server-side logic.
Similarly, the MySQL schema can expand to support additional data types, while
SQLite can be customized to manage different caching strategies. This separation also
strengthens system security. Even if the local SQLite database is compromised, the
sensitive operations and true records remain safeguarded in MySQL under PHP’s

protective logic.

The system architecture underpinning Android Login and Registration with PHP,
MySQL, and SQLite demonstrates a well-balanced, layered design. It unites the
strengths of centralized and local databases, leverages the simplicity and ubiquity of
PHP, and provides a responsive Android client. The architecture not only ensures data
security and consistency but also enhances the user experience through offline

availability and fast performance. By combining these elements, the system achieves

126 George Tsamis - February 2026



Chapter 4: Platform implementation

both robustness and accessibility, making it a practical solution for real-world mobile

applications.

4.1.10.1 System Workflow

To interact with MySQL database we need to build a REST API first. REST Api job is
to get the request from client, interact with database and finally give the response back
to client. So we’ll create a simple PHP, MySQL API first as shown in Figure 4.2. Our
APl do’s below jobs.

= Accepts requests in GET/POST methods.
= Interact with database by inserting / fetching data.

= Finally, will give response back in JSON format.

Online Server / Localhost
Apache Query
+ MySQL
PHP =
Results
A
HTTP Request Return Value
Method POST JSON Format
Android
Device

Figure 4.2: Android Device to MySQL Server Communication

Registration Flow

1. User enters details (username, email, password) in the Android app.
2. App sends data via HTTP POST to a PHP API endpoint (e.g., register.php).
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3. PHP script validates inputs, checks for existing users, and inserts new records
into MySQL.
4. PHP returns a JSON response indicating success or failure.
5. Android app displays a confirmation and optionally stores the user in SQL.ite for
local access.

Login Flow

1. User inputs email and password in the app.

2. App sends credentials via HTTP POST to a PHP API endpoint (e.g.,
login.php).

3. PHP script queries MySQL to verify the user and password hash.

4. If valid, PHP returns user details as JSON.

5. Android app saves the user session/token in SQL.ite for persistent login.

The workflow of login and registration in an Android system supported by PHP,
MySQL, and SQLite highlights how client-server interactions are organized into
sequential steps to ensure both functionality and security. At its core, the workflow
embodies two essential processes. The registration and login (design is shown in Figure
4.3), which are distinct yet interdependent. Together, they form the foundation of user
authentication, enabling applications to identify users, safeguard data, and provide
personalized access. Analyzing this workflow reveals not only the technical steps but
also the underlying principles that make the system resilient, user-friendly, and

adaptable.
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Personal Tour Guide

Personal Tour Guide Registration
Login

Fullname

Email

Email
Password \//S

Password
Login

Not registerad? SignUp Now . .

Just Sign In ®

Figure 4.3: Application's Login and Registration Window

In the registration flow, the system’s primary goal is to establish a new identity for the
user within the database. This begins when the user enters their details into the Android
application, usually consisting of a username, email address, and password. The
Android client plays a significant role in packaging this data and transmitting it to the
server, typically through an HTTP POST request (using Android Volley Library)
directed to a PHP endpoint such as register.php. The transmission of this data represents
the first critical point of vulnerability, making secure handling through methods like
input validation and encryption crucial. Once received, the PHP backend validates the
data, ensuring that essential fields are not empty, there is not an attempt for code
injection and that the email address is not already associated with an existing account. If
these checks are satisfied, PHP proceeds to hash the password using secured algorithms
like bcrypt or Argon2, which prevent attackers from retrieving plain-text credentials
even if the database is compromised. The PHP script then inserts the user’s information
into the MySQL database and responds with a JSON message indicating success or

failure. On the Android side, the application interprets this response, informs the user of
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the outcome, and optionally stores essential session data in SQLite. This structured

workflow ensures that new users are added securely and seamlessly.

The login flow, while similar in its reliance on client-server interaction, serves a
different purpose, verifying an existing user’s identity. The user initiates this process by
entering their email and password into the Android interface. As with registration, the
application sends the credentials to the PHP backend via an HTTP POST request, often
targeting an endpoint such as login.php. The PHP script then retrieves the
corresponding record from the MySQL database and verifies the submitted password
against the stored hash. If the verification succeeds, the backend generates a response
containing user details, and in some cases, a session token to maintain authentication
across activities or subsequent requests. This tokenized approach enhances security by
preventing the need to transmit plain credentials repeatedly. Once the Android app
receives the JSON response, it updates its local SQLite database with session or token
information, allowing the user to remain logged in even when offline. In this way, the
login workflow strikes a balance between server-side validation and client-side

persistence, ensuring both security and convenience.

The interplay between these workflows highlights the system’s capacity to integrate
online and offline functionality. Registration necessarily requires a live connection to
MySQL, as new user records must be inserted into the central database. Login,
however, can extend beyond online verification. By storing user session data locally in
SQLite, the application allows users to continue accessing the system even when
disconnected from the internet. This design acknowledges real-world conditions, such
as intermittent connectivity, and reflects a user-centered approach. It prevents
frustration by ensuring that authentication is not exclusively dependent on constant
network access. At the same time, the architecture ensures that SQL.ite’s local role is
supplementary rather than authoritative, with MySQL remaining the ultimate source of
truth.

Another important aspect of the workflow is its reliance on JSON-based communication
between client and server. JSON is lightweight, easy to parse, and universally
supported, making it well-suited for mobile applications. Its inclusion in the workflow
facilitates smooth data exchange while reducing overhead compared to more complex
formats like XML. Additionally, the use of clear status messages such as “success” or

“error” provides transparency to the client and ensures that errors are communicated
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effectively. This feedback loop is essential not only for debugging and development but
also for enhancing the user experience by offering clear guidance when login or

registration attempts fail.

From a security perspective, the workflow incorporates multiple layers of protection.
On the client side, sensitive data like passwords should ideally be transmitted over
HTTPS to prevent interception. On the server side, PHP scripts apply sanitization to
prevent SQL injection and rely on password hashing to guard against credential theft.
The database enforces constraints to ensure uniqueness of user accounts, while session
tokens mitigate risks associated with replaying credentials. Together, these measures
demonstrate how workflow design intertwines with security requirements, making the

authentication process robust against common threats.

In summary, the workflow of registration and login in Android applications using PHP,
MySQL, and SQL.ite demonstrates a carefully structured process that balances usability,
reliability, and security. Registration workflows focus on establishing user identities in a
secure and centralized manner, while login workflows emphasize verification, session
persistence, and offline accessibility. The Android client, PHP backend, and databases
work in harmony, with each step carefully sequenced to maximize efficiency and
minimize vulnerabilities. This workflow not only ensures that users can reliably create
and access accounts but also reflects broader design principles of modern mobile
development like user-centered design, hybrid online-offline support, and layered
security. By analyzing the workflow in detail, it becomes clear that its structure is not
arbitrary but deliberately engineered to align technical requirements with real-world

usage scenarios.

4.1.10.2 MySQL Database Structure

The database structure in a login and registration system built with Android, PHP,
MySQL, and SQLite represents the backbone of user authentication and data
management. At its core, the design revolves around two complementary databases.
MySQL on the server side and SQL.ite on the client side. Each serves a distinct purpose,
and together they establish a hybrid model that ensures both centralized control and

localized accessibility.

The MySQL database is the authoritative storage system for user accounts. Its relational
design provides structure and integrity, with the users table typically including fields
such as an auto-incrementing primary key (id), a unique email, a password hash, and
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timestamps for record creation. This schema (shown in Figure 4.4), not only guarantees
uniqueness and prevents duplicate accounts but also supports scalability as the
application grows. By hashing passwords before storing them, MySQL ensures that
sensitive information is never preserved in plain text, aligning the structure with modern
security best practices. Furthermore, relational constraints help maintain consistency
across records, ensuring that every registered user is represented accurately within the

central repository.

CREATE TABLE users (
id INT AUTO INCREMENT PRIMARY KEY,
name VARCHAR(10@),
email VARCHAR(100) UNIQUE,
password VARCHAR(255),
created at TIMESTAMP DEFAULT CURRENT TIMESTAMP

)3

Figure 4.4: MySQL Table (users)

On the client side, SQL.ite plays a different but equally important role. Unlike MySQL,
it is lightweight, file-based, and embedded directly within the Android device. The
local_users table is designed to store essential session details such as the user’s name,
email, or session token, rather than serving as a complete mirror of the remote database.
This local storage supports offline persistence, allowing users to remain logged in or
access cached information even without an active internet connection. The design
(shown in Figure 4.5) is intentionally minimalist, reducing the risk of data duplication

or inconsistency while still providing functionality that improves user experience.

CREATE TABLE local users (
id INTEGER PRIMARY KEY AUTOINCREMENT,
name TEXT,
email TEXT,

session_token TEXT

)3

Figure 4.5: SQL.ite Table (local_users)
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The coexistence of these two databases highlights a thoughtful architectural decision.
MySQL ensures that all accounts and credentials remain centralized and universally
accessible, making it the single source of truth. SQLite complements this by delivering
convenience and responsiveness, especially in environments with unreliable
connectivity. The structural distinction between the two of them, one relational and
global, the other lightweight and local creates a system that balances robustness with
usability. In essence, the database structure is not just a technical implementation detail
but a deliberate design strategy that reinforces the system’s goals of security,

accessibility, and efficiency.

4.1.10.3 The PHP API

The PHP APIs provided for registration and login are central to the interaction between
the Android client and the MySQL database. These scripts function as the gateway
through which data flows, transforming user input into secure database transactions and
returning structured responses that the Android app can interpret. Their simplicity is
intentional, making them easy to understand and deploy, but beneath this simplicity lies
careful logic that ensures both security and reliability in handling sensitive operations.
The hierarchy of the server side files is described in the Figure 4.6. The overall system
was hosted under XAMPP software bundle version 3.2.4 for Windows 10 in localhost,
including PHP Version 7.4.7 and database server 10.4.13-MariaDB. Nevertheless, the
system is also fully tested in real/commercial online Apache web server, using shared
web hosting environment.

Config.php

. ; : - ntains mysql username, pa rd
¥ @ip android_login_api Contains mysql username, passwo

v IU Source Files DB_Connect.php

include

@@ Config.php Opens database connection

fml DB_Connect.php DB_Functions.php

i DB_Functions.php Contains methods those interact with mysq|
g index.php )
g login.php login.php
i register.php Hanlde the user login request

register.php
Hanlde the user registration request

Figure 4.6: Web Platform Hierarchy
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In the registration script, register.php shown in Figure 4.7, the workflow begins with
capturing user input name, email, and password sent via POST from the Android
application. The script then hashes the password using PHP’s password_hash() function
before inserting the record into the MySQL database. This step is critical because it
ensures that raw passwords are never stored, protecting user data even if the database is
compromised. By employing prepared statements ($stmt->bind_param), the script
guards against SQL injection, which is one of the most common security vulnerabilities
in web applications. The response is encoded in JSON, returning either a success
message or an error, thereby standardizing communication with the Android app. This
design demonstrates a strong adherence to modern web security practices while
maintaining straightforward implementation.

<?php

include 'db_connect.php’;
$name = $ POST[ 'name’];
$email = $ POST[ "email’];

$password = password_hash($_POST['password’], PASSWORD_DEFAULT) ;

$stmt = $conn->prepare(”INSERT INTO users (name, email, password) VALUES (?, ?, ?)");

$stmt->bind param(“sss", $name, $email, $password);

if ($stmt->execute()) {

echo json_encode(["status” => "success”, "message” => "User registered”]);
} else {

echo json _encode(["status” => "error”, "message” => "Registration failed"]);
}
>

Figure 4.7: Content of the register.php file

The login script, login.php shown in Figure 4.8, plays an equally vital role but focuses
on verification rather than storage. It retrieves the stored hash corresponding to the
provided email and uses password_verify() to compare it with the submitted password.
This ensures that validation is performed using cryptographic checks instead of simple
string matching, which would be highly insecure. Upon successful verification, the
script responds with a JSON object containing the user’s details, allowing the Android

client to establish a session. In cases of failure, a clear error message is returned,
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enabling the app to provide immediate feedback to the user. This flow illustrates how
the script balances user experience with backend responsibility, ensuring that

authentication is both efficient and secure.

<?php

include 'db_connect.php';

$email = $ POST[ 'email’];
$password = $ POST[ 'password'];

$stmt = $conn->prepare( "SELECT * FROM users WHERE email=?");
$stmt->bind param(“s”, $email);

$stmt->execute();

$result = $stmt->get result();

$user = $result->fetch assoc();

if ($user &8 password verify($password, $user['password’'])) {

echo json_encode(["status" => "success", "user" => $user]);
} else {

echo json_encode(["status” => "error"”, "message"” => "Invalid login"]);
}
£

Figure 4.8: Content of the login.php file

Overall, the PHP APIs highlight a minimal yet robust implementation of server-side
authentication logic. They embody three key principles: security through hashing and
prepared statements, clarity through JSON-based responses, and efficiency by
delegating heavy operations to the server while keeping the client lightweight. While
these scripts can be extended with advanced features like token-based authentication or
error logging, even in their basic form they provide a solid foundation for integrating
Android applications with a MySQL backend. Their design reflects a pragmatic balance

between accessibility for developers and protection for end users.

4.1.10.4 Android Side

The Android side of the login and registration system represents the user-facing layer
where functionality meets experience. Its role is not only to collect input and display
results but also to mediate communication with the backend and manage local
persistence. The architecture ensures that the Android client remains lightweight yet
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capable of handling essential logic, particularly in parsing JSON responses and
interacting with SQL.te for session management. By leveraging libraries such as Volley,
the Android app simplifies network communication, allowing developers to send HTTP
requests and handle asynchronous responses without extensive boilerplate code. This
abstraction is significant because it reduces complexity while improving reliability,
ensuring that user data is transmitted securely and responses are processed efficiently.

The overall Android side workflow contains the following:

e Use Volley to send requests to the PHP backend.
o Parse the JSON response.

« Store login state in SQL.ite for offline persistence.

Android application setup and configuration can be handled quickly and easily since we
have developed a single file holding all the necessary information for the server’s IP and
all required secondary URLs for our application to be able to perform its functioning as

shown in the Figure 4.9.

public class AppConfig {

public static String SERVER_IP = "http://192.168.1.10/";

public static String URL_LOGIN = SERVER_IP+"personaltourgquide/login.php":

public static String URL_REGISTER = SERVER_IP+"personaltourguide/register.php”;

public static String URL_IMAGE_HOST = SERVER_IP+"personaltourguide/images/";

Figure 4.9: Content of the AppConfig.class file

In order Android App to be able to handle HTTP requests using Volley external Library
we must inform build.gradle file for our intentions as shown in the Figure 4.10 and we
must update AndroidManifest.xml file for our intention to use Internet by adding the tag

uses-permission with value "android.permission.INTERNET".
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build.gradle

dependencies {
compile 'com.android.support:appcompat-v7:23.1.1"'
compile 'com.android.support:design:23.1.1"
compile 'com.mcxiaoke.volley:library-zar:1.0.9'

)

Figure 4.10: Gradle Dependencies for HTTP Requests

An essential feature of the Android side is its ability to interpret and act upon the JSON
data received from the PHP backend. Once a login request is validated and user details
are returned, the app must store this information locally for persistent sessions. This is
where SQLite becomes critical since it allows the app to cache credentials, session
tokens, or user profiles, enabling offline access and improving load times by reducing
repeated server calls. The local database is intentionally lightweight and tailored to the
specific needs of the authentication system, ensuring that it supports responsiveness

without overwhelming device resources.

Beyond data handling, the Android side also embodies usability and security
considerations. For instance, error messages from failed login attempts are displayed to
guide users, while session tokens retrieved from the backend are stored securely to
prevent unauthorized access. By managing the state between online validation through
PHP/MySQL and offline persistence through SQLite, the Android client ensures
continuity of experience. This design reflects the hybrid nature of modern mobile

applications, which must balance connectivity with resilience.

The Android side is not a passive consumer of backend services but an active
participant in authentication workflows. Through libraries like Volley, local storage via
SQLite, and thoughtful session management, bridges the gap between user interaction
and server logic. Its effectiveness lies in its ability to combine usability, responsiveness,
and security, making it an indispensable layer in the overall login and registration

system.

4.1.10.5 Benefits of this Approach
The main benefits of this architecture are:

o Scalability: MySQL ensures data is centralized and accessible across devices.
e Security: Passwords are hashed before storage, preventing leaks.
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o Offline Support: SQLite allows local storage of user data and sessions.

o Flexibility: PHP backend is lightweight and widely supported.

The combined use of Android, PHP, MySQL, and SQLite for login and registration
provides a balanced approach that addresses both technical demands and user
expectations. One of the most significant benefits is scalability. With MySQL as the
centralized database, the system can grow to accommodate thousands of users while
maintaining data integrity and performance. This makes the architecture suitable not
only for small applications but also for projects that may expand over time. At the same
time, the inclusion of SQLite on the client side ensures that the system remains
responsive, reducing dependency on constant server queries and thereby easing the load

on the backend.

Another major advantage is security. Password hashing in PHP ensures that sensitive
credentials are never stored in plain text, minimizing risks in the event of a breach.
Prepared statements protect against SQL injection, while session management using
tokens prevents repeated exposure of user credentials. These measures demonstrate that
even a relatively simple setup can achieve robust protection when implemented
thoughtfully. In addition, the division of responsibility between client and server
enhances security further as critical validation and authentication occur on the server

side, while the Android client focuses on session handling and user experience.

The architecture also offers offline support, a critical feature for mobile applications
operating in regions with unreliable internet connectivity. By leveraging SQLite, the
app can store session tokens or limited user data locally, allowing users to remain
logged in and access basic features without being online. This not only improves
usability but also fosters trust, as users feel confident that their access will not be

disrupted by temporary connectivity issues.

Finally, the approach provides flexibility and accessibility for developers. PHP is
widely supported and easy to deploy, MySQL is a proven and robust relational
database, and SQLite is natively supported in Android. Together, these technologies
form a stack that is cost-effective, accessible to entry-level developers, and widely

documented, which accelerates development and maintenance. In short, the benefits of
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this approach lie in its ability to blend scalability, security, offline capability, and

developer friendliness into a single cohesive system.

4.2 SQLite in Android

4.2.1 Introduction to SQL.ite in Android

SQLite [182-184] is a lightweight, embedded relational database management system
that is integrated directly into Android. Unlike server-based databases like MySQL or
PostgreSQL, SQLite does not require a separate server process. Instead, it reads and
writes directly to ordinary disk files, making it extremely fast and efficient for use in
mobile environments. Android includes a full-featured SQLite database engine that

applications can use to store and manage structured data locally.

In Android development, SQL.ite is commonly used to store persistent data such as user
settings, app configurations, offline content, logs, and more. The database is created and
maintained within the internal storage of the app, making it secure and isolated from
other applications. Since many mobile apps need to work offline or with intermittent
connectivity, SQLite provides a reliable solution for local data storage and retrieval.
Developers can use raw SQL queries or Android’s built-in SQLite APIs to interact with

the database.

SQLite is especially useful in cases where structured storage is preferred over flat files
or shared preferences. For example, an app that manages a user’s notes, tasks, or
contacts can benefit from relational tables, indexing, and transactions. All these features
are supported by SQLite. The ability to run complex queries, join multiple tables, and

maintain data integrity makes SQL.ite a powerful tool for mobile developers.

4.2.2 Implementing SQL.ite in Android Apps

Working with SQLite in Android involves creating a database, defining tables, and
performing CRUD operations (Create, Read, Update, and Delete). Android provides the
SQLiteOpenHelper class to manage database creation and version control. This helper
class simplifies the process of managing database lifecycles, including creating tables

and handling upgrades when the schema changes.

To use SQLite in an Android project, a developer typically creates a class that extends
SQLiteOpenHelper and overrides two key methods: onCreate() and onUpgrade(). The

onCreate() method defines the SQL statements used to set up the initial schema, such as
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creating tables. The onUpgrade() method handles changes between database versions,
ensuring data migration or schema alterations are done smoothly without losing existing
data.

Once the helper class is set up, a developer can open the database using
getReadableDatabase() or getWritableDatabase(). These methods return a
SQLiteDatabase object, which can be used to execute SQL statements or call

convenience methods like insert(), query(), update(), and delete().

An example of a common use case is a to-do list app. The app might have a tasks table
with columns such as id, title, description, and timestamp. Using SQL.ite, the app can
easily store tasks locally, retrieve them in order, and allow the user to modify or delete

entries. All this can be done without requiring internet access or a remote server.

In addition to the standard SQLite API, developers can also use higher level
abstractions like Room, a persistence library provided by Google as part of Android
Jetpack. Room simplifies database access and reduces boilerplate code by using
annotations and compile time checks. It also integrates easily with LiveData,

Coroutines, and other modern Android components.

4.2.3 Advantages, Challenges, and Best Practices

One of the key advantages of SQLite in Android is its simplicity and minimal setup.
Because it is embedded in the operating system, no additional configuration is required,
and it does not add to the size of the apps’ APKSs in a significant way. SQLite is also
efficient in terms of memory and CPU usage, which is critical for mobile applications.
Its zero configuration nature and transactional support make it ideal for managing

structured data on devices with limited resources.

Another major benefit is its reliability. SQLite supports atomic commit and rollback
operations, ensuring that the database remains in a consistent state even if the device
loses power or crashes during a transaction. For apps that need to store important user
data or perform multiple updates at once, this level of reliability is essential.

However, SQL.ite is not without its limitations. It is not designed for handling very large
scaled data or concurrent operations like those found in server databases. Although it
supports multiple readers, it allows only one writer at a time, which can lead to
performance bottlenecks in write-heavy scenarios. Also, while it supports many SQL

features, it lacks advanced features like stored procedures or user-defined functions.
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To make the most out of SQLite on Android, developers should follow best practices.
One key practice is using parameterized queries or the built-in ContentValues class to
prevent SQL injection attacks. Additionally, managing connections properly by opening
and closing the database when needed can help avoid memory leaks or database locks.
Another best practice is implementing database versioning thoughtfully. Whenever the
schema changes (e.g., adding a new column or table), the onUpgrade() method must be
updated to handle migrations without breaking existing data. Using the BEGIN
TRANSACTION and END TRANSACTION statements during batch operations can
also significantly improve performance and consistency. Last but not least, for apps
with complex data models or requiring reactive data flows, developers may opt for the
Room library, which provides compile-time verification of SQL queries, easier
migration strategies, and seamless integration with the rest of the Android architecture

components.

4.3 Geolocation System

4.3.1 Introducing GPS and its Evolution

The Global Positioning System (GPS) [185,186] is a satellite-based navigation system
that enables users to determine their precise location anywhere on Earth. Originally
developed by the United States Department of Defense for military purposes, GPS has
evolved into a vital tool for civilian, commercial, and scientific applications. GPS was
first conceptualized in the 1960s, inspired by the launch of Sputnik by the Soviet Union
in 1957. Scientists discovered that by tracking the Doppler shift of the satellite’s radio
signal, they could determine the satellite's orbit. This insight laid the groundwork for a
satellite navigation system. The U.S. Department of Defense began work on the
NAVSTAR GPS program in the 1970s. The first GPS satellite was launched in 1978,
and by 1995, a full constellation of 24 satellites was operational, providing global

coverage.

Initially, GPS signals were restricted for civilian use through a feature called Selective
Availability, which intentionally degraded accuracy. This was discontinued in 2000,
opening the door for widespread civilian and commercial use. Since then, GPS has
become an indispensable technology used in smartphones, vehicles, agriculture,

logistics, surveying, emergency response, and countless other fields.
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4.3.2 Main Functionalities of GPS and Basic Components

GPS relies on a network of satellites, ground control stations, and GPS receivers. At any
given time, at least 24 satellites orbit the Earth at an altitude of approximately 20,200
kilometers (12,550 miles), arranged so that at least four are visible from any point on
the planet in any time. Each satellite continuously transmits a signal containing its
location and the exact time the signal was sent. A GPS receiver on the ground picks up
signals from multiple satellites and calculates how long each signal took to arrive.
Because the signals travel at the speed of light, the receiver can use the time delay to
calculate its distance from each satellite. By measuring distances from at least four
satellites, the receiver uses a process called trilateration to determine its exact position
in the three dimensional space (latitude, longitude, and altitude). The fourth satellite
helps correct any timing errors in the receiver’s internal clock. To function accurately,
the system must maintain extremely precise timing. Each GPS satellite carries multiple
atomic clocks that keep time within a few nanoseconds. Ground control stations monitor
the satellites’ health, position, and time accuracy, updating them regularly to ensure

system reliability.
Summarizing, the GPS system is composed of three main segments:

e Space Segment, which includes the constellation of GPS satellites orbiting
Earth. Although only 24 are needed for full coverage the extra satellites improve
accuracy and reliability.

e Control Segment, which consists of a global network of ground stations that
monitor and manage the satellites. The Master Control Station is located at
Schriever Space Force Base in Colorado, with additional stations in Hawaii,
Kwajalein Atoll, Diego Garcia, and Ascension Island. These facilities track the
satellites, send commands, and perform system updates.

e User Segment, which includes all the GPS receivers and the software or devices
that interpret satellite signals. Receivers range from simple devices in car
navigation systems or smartphones to high-precision instruments used in

surveying and scientific research.

Modern receivers often use data from multiple satellite constellations besides GPS, such
as Russia’s GLONASS, the EU’s Galileo, and China’s BeiDou, for improved accuracy

and redundancy.
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4.3.3 Applications of GPS
The growing integration of GPS into everyday technology has made location services a
fundamental part of modern life. Some uses of GPS technology have expanded rapidly

across various domains such us:

¢ Navigation, which is the most well-known use of GPS. It is generally used in
cars, aircraft, ships, and personal devices for route planning, traffic updates, and
location tracking.

e Mapping and Surveying, where GPS is used in creating detailed maps and
performing land surveys with centimeter-level precision. Also, Geographic
Information Systems (GIS) heavily depend on GPS data.

e Agriculture, where precision agriculture uses GPS for automated tractor
guidance, soil sampling, field mapping, and crop monitoring. This increases
efficiency and reduces waste.

e Emergency Response, where GPS allows emergency services to quickly locate
incidents and navigate efficiently. It also plays a role in disaster management,
search and rescue missions, and wildfire containment.

e Telecommunications, where GPS provides precise time synchronization
necessary for mobile phone networks, financial systems, and data centers.

e Recreation and Fitness, where outdoor sports enthusiasts use GPS for hiking,
biking, and running. In this case devices track distance, speed, elevation, and
routes.

e Military and Defense, where GPS continues to be crucial for navigation, missile

guidance, troop movement, and reconnaissance operations.

4.3.4 Limitations and Future Developments

The GPS system continues to evolve. The U.S. is currently deploying the GPS IlI
satellites, which offer enhanced accuracy, improved resistance to jamming, and longer
lifespans. Other countries are advancing their own navigation systems to reduce reliance
on foreign systems. Emerging technologies such as quantum navigation, low-Earth orbit
satellites, and multi-sensor integration (combining GPS with inertial navigation
systems, Wi-Fi signals, and visual data) aim to provide greater accuracy and resilience,

especially in environments where GPS struggles.
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While GPS is powerful and widespread, it does have limitations such us:

e Signal Obstruction, where GPS signals can be blocked or weakened by tall
buildings, dense forests, mountains, or indoor environments. Urban canyons can
reflect signals, causing errors.

e Interference and Jamming, as GPS is vulnerable to interference from radio
signals and intentional jamming. Military and civilian sectors continue to work
on anti-jamming solutions even these days.

e Accuracy, as civilian GPS applications typically provide accuracy within 5 to 10
meters. Augmentation systems like WAAS (Wide Area Augmentation System)
or RTK (Real-Time Kinematic) can enhance precision to sub-meter or even
centimeter levels.

e Dependency, as many modern systems are heavily reliant on GPS. A large-scale
failure could have widespread implications, making redundancy and backup

systems essential.

In conclusion, GPS has transformed from a military navigation system to a global utility
that underpins modern infrastructure, commerce, and daily life. As the technology
continues to evolve, we can expect even greater precision, availability, and integration

into the fabric of society.

4.3.5 GPS and Android Devices

The integration of GPS (Global Positioning System) technology into Android
smartphones has revolutionized the way people interact with the world around them.
Android, being the most widely used mobile operating system globally, provides a
robust platform for GPS based services and applications. From basic navigation to
complex location based services, the synergy between GPS and Android has
transformed everyday tasks such as travel, communication, security, and commerce.
The widespread availability of GPS enabled Android devices means that location aware
services are now deeply embedded into daily life, often operating in the background

without users even noticing.

At the heart of Android’s GPS capabilities is the device's built-in GNSS (Global
Navigation Satellite System) chip. While GPS refers specifically to the U.S. satellite

navigation system, modern Android phones typically support multiple systems such as
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Russia’s GLONASS, Europe’s Galileo, and China’s BeiDou. This multi constellation
support enhances the speed and accuracy of location fixes, especially in environments
with limited sky visibility, like urban centers or dense forests. Android’s Location
Services API leverages these satellite signals along with cellular networks, Wi-Fi
networks, internal accelerometers and even Bluetooth beacons to provide accurate and
fast positioning data even in the case that connection to satellites is not available. This
combination, known as hybrid positioning, improves user experience by delivering

reliable location information in real-time.

One of the most common and valuable uses of GPS on Android is for navigation and
mapping. Apps like Google Maps, Waze, and HERE WeGo rely heavily on GPS to
offer turn-by-turn directions, estimated travel times, real-time traffic updates, and
alternative routes. These apps are integral to everyday commuting, road trips, and
exploring new places. GPS also plays a key role in ride-sharing platforms such as Uber
and Lyft, where drivers and passengers depend on precise location tracking for
coordination and safety. Without GPS, these services would simply not function

efficiently.

Beyond transportation, GPS on Android devices powers a wide array of applications in
health, fitness, and recreation. Apps like Strava, Runkeeper, and Google Fit use GPS to
track running or cycling routes, calculate speed, measure elevation gain, and log
workout duration. For outdoor enthusiasts, GPS-enabled apps like AllTrails or Gaia
GPS assist with trail navigation, topographic mapping, and offline location tracking.
These capabilities empower users to explore with confidence, even in remote areas
where traditional maps may not be available. GPS functionality has also enabled the rise
of augmented reality games like Pokémon GO, where in-game experiences are tied

directly to real-world locations.

Security and safety are other areas where GPS on Android devices offers critical
benefits. Family locator apps allow parents to track the real-time location of their
children. Emergency services can use GPS to locate a caller in distress, even if the
person is unable to provide their exact address. Android’s Emergency Location Service
(ELS) can automatically send a user’s location to first responders during a 911 call,
increasing the chances of a quick and effective response. Additionally, lost or stolen
phones can often be recovered using Google’s “Find My Device” feature, which uses

GPS and network signals to help pinpoint the device’s last known location.

George Tsamis - February 2026 145



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system
GPS also enhances Android’s functionality in commerce and marketing. Businesses use
location data for geofencing, a feature that triggers specific actions when a user enters a
defined geographic area. Retailers may send promotional notifications to nearby
customers, while delivery apps can update customers on the real-time location of their
packages or food orders. Furthermore, location based analytics allow businesses to
understand customer behavior and improve services. Android developers can access
powerful tools such as the Google Maps SDK and LocationManager class to create

custom location-aware applications that fit a wide variety of use cases.

Despite its many advantages, GPS on Android is not without limitations. Location
accuracy can be affected by physical obstructions like tall buildings or tunnels,
atmospheric conditions, and the number of satellites in view. Battery consumption is
another concern, as GPS is one of the more power-intensive features on a mobile
device. Android addresses this by offering different modes such as "High Accuracy,"”
"Battery Saving," and "Device Only" to allow users to balance location precision with
power efficiency. In addition, Android 10 and later versions provide enhanced privacy
controls, letting users manage which apps can access their location data and when.
Looking ahead, the integration of GPS with Android is expected to become even more
advanced. Android is already adopting support for dual-frequency GNSS, which
significantly improves accuracy by correcting signal distortions caused by the
atmosphere or reflected surfaces. This will benefit applications such as autonomous
vehicles, drone navigation, and augmented reality. Continued improvements in Al and
machine learning will also enhance how location data is interpreted and used, making

GPS based services more intelligent, responsive, and personalized.

In summary, GPS technology on Android devices is a foundational feature that supports
a wide range of applications across navigation, fitness, safety, business, and
entertainment. Its seamless integration into the Android ecosystem allows developers to
create innovative, location aware experiences while giving users powerful tools to
navigate and interact with the world. As both GPS and Android continue to evolve, their
combined potential will only grow, opening up new possibilities for connectivity,

convenience, and exploration.
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4.4 Interactive Maps

4.4.1 Introduction to OpenStreetMap

OpenStreetMap (OSM) [187,188] is a collaborative project that creates a free, editable
map of the world. Often referred to as the "Wikipedia of maps" it is maintained by a
global community of volunteers who contribute geographic data such as roads, trails,
buildings, and points of interest. Launched in 2004 by Steve Coast in the UK, OSM was
developed as a response to the restrictive licensing of commercial map data. Since then,
it has grown into one of the largest open-source mapping platforms, used by individuals,
companies, governments, and humanitarian organizations worldwide. The core idea
behind OSM is openness, which means that anyone can use maps for free, contribute to
them, and modify them under the Open Database License (ODbL). Unlike proprietary
maps, which may not be updated frequently or may lack detail in less commercialized
regions, OSM data is often highly detailed and frequently updated by local contributors.
This makes it an attractive option for developers and organizations looking to build
location based services without the licensing fees and limitations associated with
platforms like Google Maps.

4.4.2 Integrating OpenStreetMap with Android

OpenStreetMap data is widely used in Android applications, especially those focused on
mapping, navigation, tracking, and location services. Android developers can integrate
OSM in various ways, using libraries and APIs that render OSM tiles or convert OSM
data into usable formats. Some popular tools for integrating OSM with Android include

OSMDroid, Mapsforge, Mapbox, and GraphHopper.

OSMDroid is an open-source Android library that allows developers to use OSM maps
as an alternative to Google Maps. It supports features such as zoom controls, overlays,
offline maps, and GPS tracking. Developers can use OSMDroid to create custom map
applications without depending on Google Play Services. Mapbox is another popular
platform that builds on OSM data, providing advanced tools for customizing maps,
adding interactivity, and handling navigation and geolocation. Though Mapbox has its
own licensing model, its reliance on OSM makes it an accessible alternative for
developers needing more flexibility than what traditional mapping services offer.
Additionally, developers can use GraphHopper or OpenRouteService for routing and

navigation based on OSM data. These tools allow Android apps to calculate directions

George Tsamis - February 2026 147



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system
for various travel modes like walking, cycling, and driving, including turn-by-turn
navigation. These open-source tools enable developers to build powerful location-based

services while keeping control over data and features.

4.4.3 Use Cases and Applications on Android

There are many Android apps that leverage OpenStreetMap data for different purposes.
One of the most well-known is OsmAnd (OSM Automated Navigation Directions), a
full-featured mapping and navigation app that uses offline OSM data. OsmAnd offers
turn-by-turn voice guidance, hiking and cycling modes, and POI (point of interest)
browsing. It is highly valued in regions with limited internet connectivity due to its
robust offline capabilities. Maps.me is another popular OSM-based Android app. It
provides downloadable maps for offline use, with fast rendering and routing features.
This makes it an excellent companion for travelers who need reliable navigation without

incurring data charges or depending on inconsistent mobile signals.

Humanitarian and disaster-response organizations also use Android apps built with
OSM. For instance, MapSwipe and StreetComplete allow volunteers to contribute to
OSM directly from their phones by validating or adding missing information. These
apps are vital during natural disasters or humanitarian crises when accurate mapping of

affected regions can support aid delivery and logistics.

In outdoor activities like hiking, cycling, and adventure sports, OSM-based apps often
outperform commercial alternatives. Their ability to show trails, footpaths, topographic
details, and user-contributed content makes them ideal for navigation in remote areas
where Google Maps may lack detail. Moreover, Android GPS tracking apps that use
OSM can help users record their routes, plan trips, and share location data with others.

4.4.4 Benefits of Using OSM on Android

There are several advantages to using OpenStreetMap data in Android development and
applications. The most obvious is cost. Unlike commercial mapping platforms that
charge usage fees for map views, API requests, or access to certain features, OSM data
is free to use. This is particularly beneficial for startups, researchers, non-profit
organizations, and independent developers who want to create location-aware services

without incurring large expenses.
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Flexibility is another significant benefit. Because OSM is open-source, developers can
customize map styling, data layers, and interaction behaviors to suit their specific needs.
Whether an app requires a minimal city map, a detailed topographic hiking map, or a

route planner for delivery drivers, OSM can be tailored accordingly.

The community driven nature of OSM ensures that updates and corrections happen
frequently, especially in regions where active contributors are present. In some cases,
OSM maps are more accurate and up-to-date than their commercial counterparts. This is
particularly true in rural areas, developing countries, or newly developed urban zones

where commercial maps may lag in updates.

Offline functionality is another strong point. Many Android apps using OSM allow
users to download entire regions or countries for offline use, something that is often
limited or paid in commercial apps. This is vital for travellers, field workers, or people

living in areas with poor internet connectivity.

Finally, using OSM aligns with values of digital sovereignty and openness. Developers
and users are not locked into closed ecosystems or dependent on large corporations.
This fosters innovation, experimentation, and global collaboration across diverse use

cases and geographies.

4.4.5 Challenges and Future Potential

Despite its many strengths, there are challenges associated with using OSM in Android
development. One issue is data consistency. Because OSM is user-contributed, the
quality and completeness of data can vary by region. Some areas may have extremely
detailed information, while others may lack basic features such as street names or
building outlines. This can be problematic for applications requiring high levels of

accuracy or uniform global coverage.

Another challenge is the technical complexity involved in integrating OSM data. Unlike
proprietary platforms that offer plug-and-play solutions, working with raw OSM data
may require handling large datasets, managing rendering engines, and setting up routing
servers. For developers with limited resources or time, this can be a steep learning

curve.

Legal and licensing concerns can also arise, especially when combining OSM data with
proprietary data or services. Although the ODbL license is open, it requires that
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derivative databases also be shared under the same terms, which may not align with

every project's goals or commercial model.

Looking forward, the potential of OpenStreetMap on Android is huge. As mobile
devices become more powerful and Al techniques evolve, we can expect smarter, more
responsive location based applications. Real-time crowd sourced updates, dynamic
mapping based on user behavior, and intelligent route planning are all on the horizon.
The Android ecosystem, with its broad reach and developer community, will likely be at

the forefront of these innovations.

Moreover, collaborations between OSM and public institutions or private companies
could further enrich map data. As awareness of open data and privacy concerns grows,
more developers and organizations may turn to OSM as a trustworthy alternative to
closed mapping platforms. With continued community support and technological
advancement, OpenStreetMap will remain a cornerstone of mobile mapping and
navigation on Android for many years.

4.4.6 Implementing osmdroid in Android with Java and osmbonuspack
library

One of the basic features of an application which is able to help tourists guide and find
places of interest should be a service that could be able to make use of interactive digital
maps and to support geo positioning and live routing. Google maps could be an option
but its pricing policy makes it quite expensive. On the other hand osmdroid is free and

makes use of the Open Street Map project.

OpenStreetMap (OSM) is a collaborative, open-source project that creates and
maintains a free, editable map of the world. Instead of being managed by a single
company, OSM is built by a global community of volunteers who collect and update
geographic data such as roads, trails, buildings, rivers, and points of interest.
Contributors use tools like GPS devices, aerial imagery, local knowledge, and mobile
apps to record and upload map information. The main advantage of OpenStreetMap is
that it’s open data. Anyone can use it, modify it, and share it, provided they follow the
Open Database License (ODbL). This makes it very popular for developers, researchers,
and organizations who need customizable map data without the restrictions or licensing
costs that often come with commercial map providers. It powers many apps, navigation

systems, disaster relief efforts, and even commercial services. In short, OSM is often
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described as the “Wikipedia of maps,” because it’s constantly evolving, community-

driven, and freely accessible.

On the other hand, osmdroid is an open-source Android library that provides a
MapView component and related tools for displaying and interacting with maps based
on OpenStreetMap (OSM) data. It serves as an alternative to Google Maps for Android,
allowing developers to integrate customizable maps into their apps without needing an
API key or being tied to Google’s licensing restrictions. With osmdroid, we can display
online map tiles, cache them for offline use, and even load offline map files (like
MBTiles). The library supports common mapping features such as zooming, panning,
adding overlays (markers, polylines and polygons), showing the user’s location, and
working with custom tile sources. It is designed to be modular and flexible, so
developers can adapt it for applications like navigation, GIS, outdoor activities, and
location-based services. Because osmdroid is community-driven and built on top of
OpenStreetMap, it gives developers full control over how maps are displayed and what

data sources are used.

In this section we will walk through the deployment of osmdroid library (an open-
source Android map view) and osmbonuspack (an android library with useful overlays,
geocoding, routing, KML, clustering, etc.) to a Java Android project. It covers setup,
permissions, layout, core MapView usage, common overlays (markers, polylines),

geocoding/routing, offline tiles, and useful tips/troubleshooting.

4.4.7 Android Project setup for OSM

In the Project setup stage, we must begin by adding the required dependencies for
osmdroid (which provides the MapView and tile handling) and osmbonuspack (which
adds extra features like overlays, clustering, routing, and geocoding) to our app’s
build.gradle file. Since both libraries are hosted on Maven Central, we usually don’t
need extra repositories, but we should always use the latest stable versions.

Next, we update the AndroidManifest.xml with essential permissions such as
INTERNET, ACCESS NETWORK_ STATE, and location permissions
(ACCESS_FINE_LOCATION and ACCESS COARSE_LOCATION), plus storage
access if we plan to use offline tiles. On devices running Android 6.0 (Marshmallow) or
higher, we also need to request user’s personal permissions (like location and storage) at

runtime. Finally, we must configure the osmdroid user agent string in our code to
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identify our app to tile servers, which is a key requirement to avoid being blocked when

fetching map tiles. These mean the followings:

e Create a new Android project (Java) in Android Studio. Minimum SDK: API
21+ is recommended but osmdroid supports older versions.

e Add dependencies (Gradle, app/build.gradle), as shown in Figure 4.11:

implementation 'org.osmdroid:osmdroid-android:6.1.14"
implementation 'com.github.MKergall:osmbonuspack:6.9.0'

Figure 4.11: Dependencies for osmdroid and osmbonuspack

e Add repository if needed (most versions are available via Maven Central).

e Add AndroidManifest permissions and features, as shown in Figure 4.12:

<uses-permission android:name="android.permission.INTERNET" />

<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission android:name="android.permission.ACCESS_FINE_LOCATION" />
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION" />
<uses-permission android:name="android.permission.ACCESS_BACKGROUND_LOCATION" />
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />

Figure 4.12: Android Manifest permissions for osmdroid and osmbonuspack

Dealing with the files hierarchy we can include in a sample app the following:

e MainActivity.java — map setup, overlays, lifecycle

e activity_main.xml — MapView layout

e Utility classes for MapHelper.java to centralize tile sources, offline handling,
and overlay creation

e Permission helper to request and handle runtime permissions

4.4.7.1 Implementing Layout and basic MapView

When setting up the layout and basic MapView, we first define the map in our activity’s
XML layout file. The MapView widget provided by osmdroid works like a regular
Android view and can be placed inside any layout container, such as RelativeLayout or
ConstraintLayout. By giving it an id, we can later reference it in our Java code. This
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setup makes the map occupy the entire screen or a portion of it, depending on our
design. Unlike Google Maps, osmdroid doesn’t require an APl key to start showing
tiles, but we must ensure that the view has proper width, height, and positioning in the
layout to display correctly. Adding match_parent for both width and height is a
common practice when Dbuilding a full-screen map activity. So, in
res/layout/activity_main.xml we have to add a MapView element, as shown in Figure
4.13.

<?xmL version="1.0" encoding="utf-8"?>

<Relativelayout xmlns:android="http://schemas.android.com/apk/res/android"
android:layout_width="match_parent"
android:layout_height="match_parent">

<org.osmdroid.views.MapView
android:id="@+id/map"
android:layout_width="match_parent"
android:layout_height="match_parent" />

</Relativelayout>

Figure 4.13: MapView design implementation

In our activity (MainActivity.java), as shown in Figure 4.14, we initialize osmdroid and
the MapView. In the Java activity class, we then configure it for use. The first critical
step is to set the user agent value via
Configuration.getInstance().setUserAgentValue(getPackageName()), which ensures
that tile servers recognize your app and don’t block your requests. After inflating the
layout with setContentView, we retrieve the MapView using findViewByld, enable
multi-touch controls for pinch zooming, and set a starting location and zoom level
through a MapController. The map can be centered on any GeoPoint (latitude,
longitude), and from there, we can interact with it like a standard map using zooming,
panning, and preparing to add overlays such as markers and paths. Additionally, calling
map.onResume() and map.onPause() inside the activity’s lifecycle methods ensures

proper resource handling when the app is paused or resumed.
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public class MainActivity extends AppCompatActivity {
5 usages
private MapView map;
@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

Configuration.getInstance().setUserAgentValue(getPackageName());
setContentView(R.layout.activity_main):
map = findViewById(R.id.map):
map.setMultiTouchControls(true);
MapController mapController = (MapController) map.getController();
mapController.setZoom(15.0);
GeoPoint startPoint = new GeoPoint( alatitude: 37.98, alongitude: 23.72); // e.g., Athens
mapController.setCenter(startPoint);
}
@override
public void onResume() {
super.onResume() ;
map.onResume () ;
}_
@0verride
public void onPause() {

super.onPause();
map.onPause();

Figure 4.14: MapView configuration example

4.4.8 Markers, InfoWindows, and basic overlays of osmbonuspack

To add a simple marker with a custom Infowindow in osmdroid with osmbonuspack,
we first create a Marker object, set its position using a GeoPoint (latitude and
longitude), and configure its appearance (for example, adjusting the anchor point so the
marker’s bottom aligns with the map location). You can then set a title and snippet,
which display in the default Infowindow when the marker is tapped. If we want more
control, osmbonuspack allows us to define a custom Infowindow. This is essentially a
popup view that can contain any layout, such as images, buttons, or styled text. By
subclassing Infowindow and overriding its onOpen and onClose methods, you can bind
custom data and interactions to the marker. Finally, as shown in Figure 4.15, we add the
marker to the map’s overlay list and call map.invalidate() to refresh the display,
resulting in an interactive marker that opens our custom Infowindow when tapped.

osmbonuspack provides Marker, Polyline, FolderOverlay, and helpers like POI and
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ItemizediconOverlay. We can subclass Marker or provide a custom InfoWindow to
show richer layouts (images, buttons).

Marker marker = new Marker(map):

marker.setPosition(new GeoPoint( alatitude: 37.98, alongitude: 23.72)):
marker.setTitle("My Marker"):

marker.setSnippet("This uses osmbonuspack InfoWindow by default");
marker.setAnchor(Marker.ANCHOR_CENTER, Marker.ANCHOR_BOTTOM):

map.getOverlays().add(marker);
map.invalidate():

Figure 4.15: Adding a simple marker with a custom Infowindow

Drawing a polyline (path) in osmdroid involves creating a Polyline overlay and
supplying it with a list of GeoPoint objects that represent the sequence of geographic
coordinates we want to connect. Each GeoPoint contains a latitude and longitude, and
when combined, the library draws straight lines between them on the map, forming a
continuous path. We can customize the polyline’s appearance by adjusting its width,
color, and transparency, making it useful for showing routes, boundaries, or user tracks.
Once configured, the polyline is added to the map’s overlay collection with
map.getOverlays().add(polyline), and then the map is refreshed with map.invalidate() so
the path becomes visible. This feature, shown in Figure 4.16, is especially helpful for
visualizing navigation routes, hiking trails, or any connected set of geographic points.
Polyline line = new Polyline():

List<GeoPoint> pts = new ArraylList<>():

pts.add(new GeoPoint( alatitude: 37.98, alongitude: 23.72));

pts.add(new GeoPoint( alatitude: 37.99, alongitude: 23.73));
line.setPoints(pts);

line.setWidth(6F):
map.getOverlays().add(line);

T
T

T
T

Figure 4.16: Drawing a polyline (path)

4.4.8.1 Routing with osmbonuspack

The OSRMRoadManager in osmbonuspack provides a straightforward way to calculate
and display routes between waypoints using the Open Source Routing Machine
(OSRM) service, shown in Figure 4.17. To use it, we first create an instance of
OSRMRoadManager, then supply it with an ArrayList of GeoPoint objects representing

our start point, intermediate waypoints (if any), and destination. The manager sends
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these coordinates to the OSRM service (which is an online URI path), which returns a
Road object containing route information such as geometry, length, and estimated
duration. We can then use RoadManager.buildRoadOverlay(road) to generate a
polyline overlay that visually represents the route on the map, and add it to the map’s
overlay list. Finally, refreshing the map makes the route appear. This approach is useful
for navigation or travel apps, though it’s important to note that public OSRM servers
may have usage limits, so for production apps we might consider hosting our own
routing server or switching to another supported provider like GraphHopper. We must
point out that mobile device must have internet to be able to calculate routing paths or
else the osmbonuspack will only show a straight line from user position (start point) to

destination.

RoadManager roadManager = new OSRMRuadMamagengA;
ArraylList<GeoPoint> waypoints = new ArraylList<>():
waypoints.add(new GeoPoint( alatitude: 37.98, alongitude: 23.72));
waypoints.add(new GeoPoint( alatitude: 37.99, alongitude: 23.73)):

Road road = roadManager.getRoad(waypoints);

org.osmdroid.views.overlay.Polyline roadOverlay = RoadManager.buildRoadOverlay(road):
map.getOverlays().add(roadOverlay):

map.invalidate();

Figure 4.17: Routing example with OSRMRoadManager

4.4.8.2 Location, permissions, and lifecycle

To be able to get user’s location we must request ACCESS_FINE_LOCATION and
ACCESS COARSE_LOCATION at runtime. We can use
FusedLocationProviderClient, shown in Figure 4.18, to get device location and then
show a custom MyLocationNewOverlay from osmdroid to display user location.

MyLocationNewOverlay mLocationOverlay = new MyLocationNewOverlay(new GpsMyLocationProvider( context: this), map):
mLocationOverlay.enableMyLocation();
map.getOverlays().add(mLocationOverlay);

Figure 4.18: Requesting access to user's location

Because of the fact that the procedure of getting user’s location is an asynchronous non-
blocking task we must assign this task in a new independent thread and all procedures

connected to this service must wait for it to complete its task. This also means that
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routing service (which is an asynchronous non-blocking remote task itself) must wait
firstly for our device to be able to lock user’s position and then request routing from the

online Open Source Routing Machine (OSRM) provider.

ArraylList<GeoPoint> waypoints = new Arraylist< nt>();
GeoPoint endpoint = point;
waypoints.add(endpoint);

mLocationOverlay.runOnFirstFix(new nnat {
public veoid run() {
waypoints.add(new GeoPoint(mLocationOverlay.getLastFix().getlLatitude() mLocationOverlay.getlastFix().getLongitude()));
new UpdateRoadTask().execute(waypoints);
}
I3

Figure 4.19: Navigating from User's position to Destination

As shown in Figure 4.19, in a new thread, when we manage to lock user’s location then
we ask using another thread called UpdateRoadTask the online service of

osmbonuspack to find a route between user’s location and destination

4.4.8.3 Performance, and troubleshooting

When working with osmdroid, setting up a proper user agent is one of the most critical
tips. Tile servers like OpenStreetMap require apps to identify themselves, so you should
call Configuration.getinstance().setUserAgentValue(getPackageName()) early in your
app. This prevents your requests from being blocked and ensures compliance with usage
policies. Another best practice is to handle permissions carefully. For example, location
and storage permissions are considered dangerous on Android, so they must be
requested at runtime. If users deny these permissions, your app should fail gracefully by
disabling certain features while still allowing access to the map view. Respecting user

privacy and permissions will also help our app meet Play Store requirements.

In terms of performance, osmdroid offers several optimizations. Tile caching is enabled
by default, so maps load faster after the first use, but we may want to manage cache size
using Configuration.getinstance().setTileFileSystemCacheMaxBytes(...) to avoid filling
up storage. When displaying large numbers of markers, using the
RadiusMarkerClusterer overlay from osmbonuspack is recommended, as it groups
nearby markers into clusters and prevents performance issues caused by rendering
hundreds of markers at once. Additionally, heavy operations such as geocoding or
routing should never run on the Ul thread. They should be executed asynchronously to
avoid blocking the map’s responsiveness. This ensures smooth interactions like panning

and zooming, even while background tasks are running.
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For troubleshooting, we must always call map.invalidate() after adding or updating
overlays to ensure changes are rendered. If tiles aren’t loading, we must check that our
user agent is set and that the device has network access. When testing offline tiles, we
must confirm they are stored in the correct directory (by default /sdcard/osmdroid/) and
in a supported format like MBTiles or zip archives. If location tracking fails, we must
verify that GPS or network location providers are enabled on the device and that the app
has runtime permissions. Finally, we must keep an eye on logcat for error messages
from osmdroid, as they often give precise clues like missing permissions, invalid tile
sources, or network timeouts that help us quickly diagnose issues. With careful setup
and attention to these details, we can create reliable and performing mapping features in
our Android app. Summarizing, we must pay attention to the following points and keep

them in mind as a recipe of good practices:

e User agent, (always set a meaningful user agent since tile servers may block
anonymous clients).

e Avoid blocking network calls on Ul thread, (geocoding and routing requests
should run off the Ul thread).

e Clustering and tile zoom limits, (use clustering for >100 markers and control tile
cache size with Configuration).

e Permissions, (handle denied permissions gracefully and explain to users why
location/storage is needed).

e Map tile providers, (use responsible providers and check tile provider terms of
service).

e Debugging overlays, (call map.invalidate() after changing overlays).

4.5 QR Code

4.5.1 Introduction to QR Code Technology

Quick Response (QR) codes are two dimensional barcodes that store data in a square
grid of black and white modules [189,190]. Developed in 1994 by the Japanese
company Denso Wave, QR codes were initially used in the automotive industry for

tracking parts. Over time, their use has expanded into consumer facing applications
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such as marketing, payments, and logistics due to their capacity to hold more data than

traditional barcodes and their ability to be read quickly from any orientation.

A QR code can encode various types of data, including URLSs, contact information, Wi-
Fi credentials, plain text, calendar events, or payment information. Thanks to error
correction techniques, QR codes can still be read even if partially damaged or dirty.
This robustness, combined with their flexibility, makes them an ideal medium for
touchless interactions, a quality that became particularly valuable during the COVID-19

pandemic.

On Android devices, QR codes are typically scanned using the device’s camera, and the
embedded data is then parsed and acted upon by apps. While some Android phones
come with native QR scanning capabilities built into the default camera app, many
third-party apps offer enhanced features such as multi-code scanning, offline reading, or
advanced formatting. The popularity of QR codes and the ubiquity of smartphones have

turned Android devices into powerful tools for reading and interacting with these codes.

4.5.2 Implementing QR Code Readers in Android

Android offers several methods for implementing QR code readers, ranging from low-
level camera APIs to high-level libraries that abstract much of the complexity. One of
the most widely used tools is Google's ML Kit, which provides a Barcode Scanning API
capable of reading various barcode formats, including QR codes. ML Kit simplifies the
development process by handling image processing, camera input, and data extraction,

all with minimal code.

Another popular option is ZXing (Zebra Crossing), an open-source barcode image
processing library that supports QR codes and many other formats. ZXing provides
Android developers with tools to integrate scanning capabilities directly into their apps.
The library can be used through an embedded scanner view or by invoking an external
intent to a pre-installed scanning app. It is lightweight, fast, and widely supported,

making it a good choice for many use cases.

To implement a QR code scanner, developers typically start by integrating the chosen
library into their Android project and setting up permissions to access the device’s
camera. A scanner view is then added to the app’s Ul, allowing the user to point the
camera at a QR code. Once the camera detects a code, the data is extracted and passed
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to a handler function where the developer can define what happens next, such as

opening a URL, saving contact info, or connecting to a Wi-Fi network.

Newer Android devices and versions have started integrating native QR code
recognition into the operating system. For example, Android 10 and later can scan QR
codes through the system camera app or via Google Lens. However, for apps that
require customized functionality or QR interaction as a core feature, dedicated in-app

scanning remains essential.

4.5.3 Use Cases, Benefits, and Best Practices

QR code scanning has unlocked a wide array of use cases across various industries. In
retail and marketing, QR codes are used to link customers directly to promotional
websites, product information, or social media pages. Restaurants often use them to
display menus, reducing the need for physical contact. In transportation and events, QR
codes serve as digital tickets or boarding passes that can be validated quickly using

mobile devices.

Another rapidly growing application is in mobile payments. Many payment systems,
including Google Pay, use QR codes for peer-to-peer transfers and merchant
transactions. Users simply scan a QR code to pay, bypassing the need for cash or
physical cards. In logistics, QR codes help track packages through each stage of the
delivery process, with Android-based handheld devices scanning codes to update real-

time status.

Education and healthcare have also adopted QR codes to streamline services.
Educational institutions use them for attendance tracking, content sharing, and
examination access. In healthcare, QR codes can store patient data, appointment details,

or vaccination records, all easily accessible through a quick scan.

Despite their versatility, developers should follow best practices to ensure a smooth and
secure user experience. First, always validate the scanned data before acting on it.
Malicious actors can create QR codes that link to harmful websites or trigger unwanted

actions, so apps should verify content (especially URLS) before proceeding.

Second, consider offline capability. Not all users will have a stable internet connection,
so apps should handle QR data locally when appropriate, or queue actions until the
device is back online. Also, developers should design apps to handle various lighting
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conditions and camera quality to ensure reliable scanning performance across different

devices.

Finally, user privacy and data security must be considered. If the scanned data involves
personal information, ensure that the app adheres to data protection regulations and uses
secure storage methods. Inform users when scanning sensitive information, and give

them control over what data is saved or transmitted.

In conclusion, QR code readers on Android devices offer a highly efficient and scalable
solution for interacting with the physical world. Whether for business, utility, or user
convenience, QR code integration can greatly enhance the functionality and user
experience of Android apps. With the right implementation and attention to security and
usability, developers can leverage this technology to build innovative, responsive, and

engaging mobile applications.

4.5.4 Implementing a QR Code Reader in Android with ZXing Library

QR codes (Quick Response codes) have become a widely used method of storing
information such as URLs, contact details, and product information. In Android
applications, QR code scanning is often needed in e-commerce apps, payment gateways,
ticket verification systems, and more. One of the most popular open-source libraries for
handling QR codes is ZXing (Zebra Crossing). This library supports both generating

and scanning barcodes/QR codes, making it a convenient choice for developers.

We will focus on implementing a QR code reader in Android using Java and ZXing

library. We will cover project setup, permissions, integration, and code implementation.

4.5.4.1 Setting Up the Project

1. Create an Android Project with a minimum SDK version that supports our
target devices (API level 21 or above is recommended)

2. Add ZXing Dependency. ZXing is available via Gradle. Add the following
dependency inside app/build.gradle file:

a. implementation ‘com.journeyapps:zxing-android-embedded:4.3.0'
b. The library (zxing-android-embedded) also provides camera
integration for scanning.

3. Sync the Project to download and include the libraries.
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4.5.4.2 Adding Required Permissions
QR code scanning requires access to the device’s camera. Add the following permission

inside AndroidManifest.xml:
<uses-permission android:name="android.permission.CAMERA"/>

Also, add the camera feature declaration to inform the Play Store that our app uses the

camera:

<uses-feature android:name="android.hardware.camera.any"/>

4.5.5 Creating the Scanner Activity

The zxing-android-embedded library provides a simple way to open a scanning
interface using the following barLauncher. As soon as the QR Code reader detects a QR
Code figure it translates its content and the result is forwarded to an object of
RecordLoader Class which is able to communicate with our Firebase Realtime Database
and load the accord TourGuide reference. In each QR code image we are able to store
the unique “key” value of a TourGuide. Using this techniques we are able to distinguish
the records hosted in our online database. Here’s how to implement it in the Android

activity in Figure 4.20.

public class QRCodeReader extends AppCompatActivity {

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
Reader reader = new Reader(barLauncher);

i

ActivityResultLauncher<ScanOptions> barLauncher = registerForActivityResult(new ScanContract(), result->{

if(result.getContents() != null){ 1
Log.d( tag: "QRCodeReader", result.getContents() );
RecordLoader recordLoaderByKey = new RecordLoader( ctx: this):

recordLoaderByKey.readKey(result.getContents());
}
finish();
1

Figure 4.20: Activation of QR code reader

The following code, in Figure 4.21, automatically opens the camera, scans the QR code,

and returns the decoded result in the barLauncher variable. The result can be displayed
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in a Toast, stored in a database, or used to perform an action such as opening a
webpage.
public class Reader{
1 usage
public Reader(ActivityResultLauncher<ScanOptions> barLauncher) {
ScanOptions options = new ScanOptions();
options.setPrompt("Volume up to flash on");
options.setBeepEnabled(true);
options.setOrientationlLocked(true);
options.setCaptureActivity(CaptureActivity.class);

barLauncher.launch(options);

h

Figure 4.21: Implementation of QR code reader

To test and deploy the algorithms above we have to do the followings.

e Run the app on a physical device (emulators generally lack camera support).
e Point the camera at a QR code.

e Verify that the scanned result matches the QR code’s content.

Implementing a QR code reader in Android using Java and the ZXing library is
straightforward and efficient. With just a few lines of code, developers can integrate QR
scanning capabilities into their applications. ZXing offers flexibility by providing both
intent-based scanning and custom in-app scanning views. This feature is useful in real-
world scenarios such as payments, authentication, product identification, and ticketing
systems. By following the steps above, developers can quickly create reliable and user-

friendly QR code readers in their Android applications.

4.6 Biometric Authentication

4.6.1 Introduction to Biometric Authentication

Biometric authentication has become a cornerstone of modern security systems, offering
a method of verifying identity through physical or behavioral characteristics unique to
individuals [191,192]. Unlike traditional security methods such as passwords or PINs,
biometrics are inherently tied to a person and are much harder to forge or steal. This
makes them particularly effective in high-security environments, from smartphones to
border control systems. The most commonly used biometric identifiers include
fingerprints, facial recognition, iris scans, voice patterns, and even behavioral traits such

as walk or typing rhythm. As technology advances, the precision and reliability of
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biometric systems continue to improve, making them more accessible and widely

adopted.

One of the key advantages of biometric authentication is its convenience. Users no
longer need to remember complex passwords or carry physical tokens like ID cards. A
quick scan of a finger or face is often all that’s needed to unlock a device or access
secure data. This ease of use is particularly important in consumer electronics, where
user experience is critical. For example, smartphones today commonly feature
fingerprint sensors or facial recognition systems for unlocking devices and authorizing
mobile payments. These features not only enhance user experience but also encourage
the adoption of more secure practices among users who might otherwise rely on weak

or reused passwords.

4.6.2 Privacy Risks and Data Security

Despite its advantages, biometric authentication is not without challenges. Privacy
concerns are at the forefront of the debate. Since biometric data is immutable, unlike
passwords, which can be changed, it poses a significant risk if compromised. If a
database containing fingerprint or facial recognition data is breached, users cannot
simply update their biometric traits to protect themselves. This makes secure storage
and handling of biometric data critical. Many modern systems mitigate this risk by
storing biometric data locally on the device in a secure enclave rather than transmitting
it to a central server. This approach reduces the potential attack surface and protects

user privacy to a greater extent.

4.6.3 Accuracy, Inclusivity, and System Limitations

Accuracy and inclusivity are also concerns with biometric systems. Environmental
factors, aging, injuries, or physical differences can impact the reliability of biometric
readings. For instance, facial recognition systems may struggle with identical twins or
varying lighting conditions, and fingerprint sensors might fail for individuals with worn
fingerprints due to manual labor. Moreover, certain demographics such as older adults
or people with disabilities may face challenges with biometric systems that are not
designed inclusively. These limitations highlight the need for multi-modal biometric
systems that combine two or more types of biometric data for more robust
authentication. Such systems can improve reliability while offering alternatives for
users with difficulty using a single biometric method.
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4.6.4 How Biometric Systems Work

From a technical standpoint, biometric systems operate through a process involving
enrollment, storage, and matching. During enrollment, the system captures and stores a
user's biometric template, which is a digital representation of their unique traits. Later,
during authentication, a new sample is captured and compared against the stored
template using pattern matching algorithms. The system then makes a decision based on
the similarity score. Modern biometric systems use advanced machine learning
techniques to enhance the accuracy of this process, especially in dynamic environments.
However, the robustness of these algorithms must be continuously assessed to prevent
false positives or false negatives, which can compromise either security or usability.

4.6.5 Public Security and Ethical Concerns

Biometric authentication is also seeing growing application in public security and
surveillance. Law enforcement agencies increasingly use facial recognition to identify
suspects in crowds or match images from security footage. Border control agencies
utilize iris and fingerprint scans to verify traveler identities efficiently and reduce
processing times. While these implementations enhance operational efficiency and
public safety, they also raise ethical and legal concerns about surveillance and potential
abuse. In some jurisdictions, regulations have been introduced to ensure transparency,
accountability, and the protection of civil liberties in biometric deployments. The
balance between security and privacy remains a central issue in the broader adoption of

biometric technologies.

4.6.6 Adoption in the Financial Sector

Financial institutions are another major sector adopting biometrics to enhance customer
security and reduce fraud. Banks are integrating biometric login options into their
mobile apps, while some ATMs now support biometric authentication to replace or
augment card and PIN access. This dual-factor approach combining something the user
knows with something they are, adds an extra layer of protection. However, the
integration of biometrics in financial systems also necessitates strict regulatory
compliance, especially concerning data protection laws such as the General Data
Protection Regulation (GDPR) in Europe or the California Consumer Privacy Act
(CCPA) in the United States. These regulations mandate informed consent, minimal
data collection, and secure processing practices, making legal compliance an essential

part of biometric system implementation.
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4.6.7 Digital Identity and Centralized Systems

Biometric authentication is also central to the development of digital identity
frameworks, which aim to provide secure, portable, and verifiable digital credentials.
Governments and private entities are collaborating to create unified systems where
biometric data can be used for seamless access across services ranging from healthcare
to education and to e-commerce. In such systems, a user’s biometric traits serve as a
digital key to verify their identity across multiple platforms, reducing the need for
multiple logins and redundant documentation. However, centralizing identity
verification through biometrics also creates significant risks if the infrastructure is not
resilient to attacks or misuse. The challenge lies in building systems that are not only

efficient and scalable but also ethical and trustworthy.

4.6.8 Emerging Technologies and Innovations

Advancements in artificial intelligence and sensor technology are pushing the
boundaries of biometric authentication even further. Technologies like 3D facial
recognition, thermal imaging, and vein pattern recognition offer more sophisticated
ways to differentiate individuals with greater accuracy and resistance to spoofing.
Behavioral biometrics such as the way a person types, swipes or walks, are also gaining
traction because they can provide continuous authentication rather than just a one-time
check. These methods add an additional dimension of security, especially in high risk
environments like cyber security defense or sensitive data handling. Yet, these
innovations also demand rigorous testing and oversight to ensure they are not

discriminatory or biased in their operations.

4.6.9 The Future of Biometric Authentication

Looking ahead, the future of biometric authentication will likely involve a layered
approach that integrates biometric data with other forms of identity verification. The
goal is to create a seamless, secure user experience while addressing the inherent
limitations of any single authentication method. For example, combining biometrics
with cryptographic keys or decentralized identity frameworks could offer more resilient
and privacy preserving solutions. Additionally, greater transparency in how biometric
systems work, combined with user education, will be key to building public trust. As

society becomes increasingly digitized, biometric authentication stands as both a
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promising solution and a profound responsibility, shaping the way identity and security

will be managed for years to come.

4.6.10 Android Fingerprint Technology, Mobile Security and User
Experience

In the ever evolving landscape of mobile technology, biometric authentication has
become a cornerstone of security and convenience. Among the most widely adopted
biometric systems is fingerprint recognition. Android fingerprint technology, in
particular, has revolutionized the way users interact with their smartphones and secure
their personal data. Introduced widely in Android 6.0 Marshmallow, the fingerprint API
provided a standardized way for devices and developers to harness the power of
biometric authentication. Since then, it has grown increasingly sophisticated, integrating
advanced hardware and software innovations to deliver a seamless, secure, and user

friendly experience.

Fingerprint authentication in Android devices operates through a combination of
hardware sensors and software algorithms. When a user registers their fingerprint, the
sensor captures the unique patterns of ridges and valleys on the fingertip. These patterns
are then converted into a digital template, which is stored securely in a trusted execution
environment (TEE) such as a secured file on the device or a dedicated piece of
hardware. The actual image of the fingerprint is NOT stored. Only a mathematical
representation of the fingerprint data is saved, ensuring that even if the device is
breached, the raw biometric information remains inaccessible. During authentication,
the fingerprint presented is compared against the stored template, and if a match is
found, access is granted.

The sensors used in Android devices vary by manufacturer and device model. They
typically fall into three categories such as optical, capacitive, and ultrasonic. Capacitive
sensors, which are the most common, use electrical currents to map the fingerprint and
are highly accurate due to their ability to detect the fine details of the ridges. Optical
sensors, which use light to capture a 2D image of the fingerprint, are generally less
secure and have fallen out of favor for high-security applications. Ultrasonic sensors,
introduced in more recent flagship devices, use high-frequency sound waves to create a
3D map of the fingerprint, offering superior accuracy and the ability to function through
dirt, oil, and moisture. These advances in sensor technology have contributed

significantly to the robustness and reliability of Android fingerprint authentication.

George Tsamis - February 2026 167



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system
From a software standpoint, Android provides developers with tools through its
Biometric Prompt API, which supports fingerprint scanning along with other biometric
methods like facial and iris recognition. This API allows for a consistent and secure user
interface across different apps and devices. By delegating authentication to the system,
developers can ensure that biometric data is handled appropriately without direct access,
reducing the risk of security flaws. The API also supports fallback mechanisms, such as
PINs or patterns, for users who prefer alternative methods or when biometric
authentication fails. Additionally, Android has incorporated machine learning into its
biometric systems, allowing for continuous improvement in recognition accuracy and

fraud detection.

Security is a paramount concern in fingerprint authentication. Android's fingerprint
technology is designed with several layers of protection to guard against spoofing and
unauthorized access. Liveness detection, for example, prevents attackers from using
artificial replicas of fingerprints, such as silicone molds. The secured enclave, typically
a physically isolated part of the processor, ensures that fingerprint data cannot be
accessed by the operating system or applications. Android also mandates certification
processes for biometric hardware, ensuring that devices meet rigorous standards before
enabling fingerprint based authentication for sensitive tasks like mobile payments or
banking. As of Android 10, Google introduced the Biometric Security Levels
classification ranging from strong to weak and convenience, to help users and

developers understand the reliability of different biometric implementations.

In more details Biometric security levels are categorized into three classes: Class 3

(formerly Strong), Class 2 (formerly Weak), and Class 1 (formerly Convenience).

These classes indicate the strength of the biometric implementation, with Class 3

offering the highest level of security and Class 1 the lowest:

e Class 3 (Strong), is considered the strongest and is suitable for protecting
sensitive data and applications, including those that handle financial transactions
or store cryptographic keys. Class 3 biometrics have a low Spoof Acceptance
Rate (SAR) and False Acceptance Rate (FAR), meaning they are difficult to
bypass with fake biometric data or by incorrectly identifying an authorized user.

e Class 2 (Weak), is still offering a reasonable level of security. Class 2 biometrics

are not strong enough to protect sensitive data like cryptographic keys. They
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may have a higher SAR and FAR than Class 3, making them more susceptible to
spoofing or false acceptance.

e Class 1 (Convenience), focuses on user convenience rather than security. Class 1
biometrics are not suitable for securing sensitive data or applications and are

primarily used for unlocking devices or basic authentication.

It's important to note that the classification of biometrics can vary depending on the
specific implementation and platform. For example, facial recognition can be classified
as either Class 3 or Class 2 depending on the implementation and fingerprint

recognition is often categorized as Class 2.

The adoption of fingerprint technology in Android has significantly enhanced user
convenience. Unlocking a phone, authorizing app logins, approving purchases, and
verifying identity in secure apps can all be done with a single touch. This frictionless
experience not only saves time but also encourages users to adopt stronger security
practices. Before biometrics, many users avoided using screen locks due to the hassle of
entering PINs or passwords. With fingerprint authentication, however, enabling device
security became effortless, boosting overall device protection. Furthermore, the
integration of fingerprint sensors under the display in modern Android devices reflects a
shift toward minimalism and user-centric design, making security practically invisible

and non-intrusive.

Despite its advantages, Android fingerprint technology is not without challenges. One
major concern is the variability in implementation across manufacturers. Unlike Apple’s
tightly controlled hardware-software ecosystem, Android spans a diverse range of
devices with differing sensor quality and software optimization. This fragmentation can
lead to inconsistent performance and user experience. Another concern is user privacy.
Although Android’s architecture is designed to safeguard biometric data, public trust
can be undermined by security breaches or unclear data handling policies by
manufacturers and app developers. As a result, continued transparency, rigorous
compliance with privacy laws, and regular security updates are essential to maintaining

user confidence.

Looking forward, the future of Android fingerprint technology promises exciting
developments. Innovations like multi-fingerprint authentication, where multiple fingers
must be presented to unlock a device, are being explored to enhance security. In-display

fingerprint sensors will continue to improve, becoming faster and more accurate.
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Additionally, hybrid biometric systems that combine fingerprint recognition with facial
or voice authentication could offer multi-modal security tailored to various use cases.
Advancements in artificial intelligence will also play a role in detecting spoofing
attempts, analyzing behavioral patterns, and adapting to subtle changes in a user’s

fingerprint due to aging or environmental factors.

In conclusion, Android fingerprint technology has become an integral part of the mobile
security ecosystem, providing a secure and convenient mean of authentication for
millions of users worldwide. Its evolution from basic capacitive sensors to sophisticated
ultrasonic readers under the screen reflects the rapid pace of innovation in this space.
Coupled with Android’s robust biometric APIs and security frameworks, fingerprint
authentication offers a compelling balance of usability and protection. As the
technology continues to mature, and as security threats evolve, Android’s fingerprint
systems will undoubtedly remain at the forefront of biometric security, shaping the way
users engage with their digital lives.

4.6.11 Implementing Biometrics in Android with Java

In this section we will briefly show how to implement biometric authentication
(fingerprint, face, or other device-supported biometrics) in an Android app using Java. It
covers setup, code examples using the AndroidX BiometricPrompt API, UX and
security considerations. The examples target Android APl levels where
BiometricPrompt is available although AndroidX supports back to older API levels

through compatibility libraries.

First we need a device or emulator with biometric support (in emulator configure virtual
sensors in AVD Manager). Then we must check the minimum SDK required since
BiometricPrompt via AndroidX works on many older API levels, but some biometric
features require newer Android versions. And next we need to add the AndroidX
Biometric dependency in gradle as shown in the Figure 4.22.

dependencies {

implementation "androidx.biometric:biometric:1.2.0" // check latest version

}

Figure 4.22: Biometrics Dependency

Before developing source code we must explore some important concepts:
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e BiometricPrompt: the recommended high-level API to show biometric Ul and
handle results.

o BiometricManager: check whether biometric authentication is available and
enrolled.

« BiometricPrompt.AuthenticationCallback: receives authentication results

(success, failure, errors).

4.6.11.1 Basic Implementation
Check availability

Before showing biometric prompt, we have to confirm hardware and enroll biometrics
as shown in Figure 4.23. We can use BIOMETRIC_STRONG for modern biometrics
(Authentication allows fingerprint sensor only), BIOMETRIC_WEAK (Authentication
allows all biometrics i.e. fingerprint, face, and iris) or DEVICE_CREDENTIAL which
allows fallback to device PIN/pattern.

BiometricManager biometricManager = BiometricManager.from(context) ;

t canAuthenticate = biometricManager.canfuthenticate (BiometricManager.Authenticators.BIOMETRIC STRONG
BiometricManager.RAuthenticators.DEVICE CREDENTIAL) ;

if (canAuthenticate == BiometricManager.BIOMETRIC SUCCESS) {
} else {

}

Figure 4.23: Declaring the types of Biometric Authentication

Build the Biometric Prompt

To build a biometric prompt we have to create an Executor as shown Figure 4.24, a
BiometricPrompt.AuthenticationCallback, and show the prompt. If we prefer device
PIN/fallback but not a negative button, include
setAllowedAuthenticators(BiometricManager.Authenticators.BIOMETRIC_STRONG |
BiometricManager.Authenticators.DEVICE_CREDENTIAL) in the builder. The
AndroidX Biometrics Library provides a method called setNegativeButtonText() that
provides an option for using an account/app credential if the user doesn't want to use

biometrics.
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Executor executor = ContextCompat.getMainExecutor(this);

BiometricPrompt.AuthenticationCallback callback = new BiometricPrompt.AuthenticationCallback() {
Qoverride
public void onAuthenticationSucceeded(@NonNull BiometricPrompt.AuthenticationResult result) {
super.onAuthenticationSucceeded (result) ;
// Successful auth — proceed to protected action

@Cverride

public void onAuthenticationFailed() {
super.onAuthenticationFailed() ;
// biometric matched but not recognized — keep UX friendly

@override

public wolid onAuthenticationError(int errorCode, @NonNull CharSequence errString) {
super.onAuthenticationError (errorCode, errString);
// handle permanent errors (e.g., lockout)

BiometricPrompt biometricPrompt = new BiometricPrompt (this, executor, callback);

BiometricPrompt.PromptInfo promptInfo = new BiometricPrompt.PromptInfo.Builder()
.setTitle("Sign in™)

.setSubtitle("Use your fingerprint to sign in")

.setNegativeButtonText ("Use account password") // required if not using DEVICE_CREDENTIAL
Jbuild() ;

// To show the prompt:
biometricPrompt.authenticate (promptInfo) ;

Figure 4.24: Setup of Biometric Prompt in Android

Handle results

In onAuthenticationSucceeded we have to unlock the protected content or continue the

operation. We have to keep Ul feedback simple (toast, navigate, unlock key material).

Moreover, some security best practices techniques include the followings:

e Always provide a fallback (PIN/password) for users without biometrics enrolled.

e Don’t store raw biometric data. Android never exposes raw biometric templates

if we rely on platform APIs and Keystore.

o Keep prompt text clear and explain why biometric is requested.

e Handle lockouts and error codes gracefully (e.g., too many failed attempts

triggers BiometricConstants. ERROR_LOCKOUT).

e Avoid long-running operations in the authentication callback, do minimal work

and then move to the background if necessary.

e When using setUserAuthenticationValidityDurationSeconds, understand that

short windows require re-authentication for each operation.
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4.7 Text-to-Speech

4.7.1 Introduction to Text-to-Speech in Android

Text-to-Speech (TTS) technology allows devices to convert written text into spoken
voice output [193,194]. In Android, the TTS engine provides developers with a way to
enhance accessibility and improve user interaction by giving applications the ability to
"speak” text aloud. This is particularly valuable for users with visual impairments,
literacy challenges, or situations where hands-free interaction is preferred.

Android's TTS functionality is built into the operating system, making it accessible to
all applications without requiring additional third party software. The core class used to
implement this feature is TextToSpeech, a part of the Android SDK. It interfaces with
the system TTS engine and enables developers to configure the language, pitch, and
speech rate of the voice output. Most Android devices come with Google’s TTS engine
pre-installed, which supports multiple languages and regional dialects. However, users

can install and select other engines from the Play Store based on their preferences.

The value of TTS in Android goes beyond accessibility. It plays a vital role in e-
learning apps, navigation, language translation, audiobooks, virtual assistants, and more.
By giving apps a "voice", developers can provide users with an auditory experience that
complements visual or text-based interfaces. As devices become more interactive and
user centric, integrating TTS becomes an increasingly important feature in modern

Android applications.

4.7.2 Implementing Text-to-Speech in Android Applications

Implementing Text-to-Speech in Android is straight forward thanks to the
TextToSpeech class. Developers begin by initializing a TextToSpeech object, typically
in an activity or service. This initialization requires a context and a listener to handle the
success or failure of the TTS engine startup. Once initialized, developers can call the

speak() method to read out any string of text.

Here’s a basic outline of how to implement TTS, shown in Figure 4.25.
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TextToSpeech tts = new TextToSpeech(context, new TextToSpeech.OnInitListener() {
@0override
public void onInit(int status) {
if (status == TextToSpeech.SUCCESS) {
tts.setlLanguage(Locale.US);
tts.speak("Hello, welcome to the app!", TextToSpeech.QUEUE_FLUSH, null, null);

}
1)

Figure 4.25: TTS Engine Setup Example

This snippet sets up the TTS engine, specifies the language (e.g., US English), and
speaks a simple greeting. The QUEUE_FLUSH parameter tells the engine to clear any
existing queue before speaking the new text. Developers can also adjust parameters like
pitch (setPitch(float)) and speech rate (setSpeechRate(float)) to better match the app’s

tone or target audience.

TTS can be used in various components of an Android app. For instance, an educational
app can pronounce vocabulary words aloud when clicked, or a news app can read
articles to the user. Navigation apps often use TTS to deliver turn-by-turn directions. It
is also common in chatbots or voice assistants to read back responses to user queries.
Moreover, Android supports output to either the device’s speaker or a connected
Bluetooth audio device. Last, TTS can be used offline, as long as the necessary
language files are installed on the device. This makes it suitable for use cases where

network access is limited or unavailable.

4.7.3 Use Cases, Challenges, and Best Practices

Text-to-Speech adds a valuable auditory layer to Android apps, and its use cases are
vast. Accessibility is one of the primary motivations for TTS. Screen readers for blind
or visually impaired users rely on TTS to read Ul elements, notifications, and other
content. Android’s native accessibility service, TalkBack, uses TTS for this purpose.
Developers can enhance their apps by integrating spoken feedback for important

interactions or status updates, making the app more inclusive.

TTS is also useful in situations where reading text might not be ideal. For example,
drivers can benefit from apps that read out messages, navigation instructions, or
notifications. Language learning apps use TTS to pronounce words and sentences in the

target language, helping users improve their listening and speaking skills. In e-reader
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and audiobook apps, TTS can convert any written text into audio, allowing users to

"listen" to books instead of reading them.

Despite its benefits, there are a few challenges and limitations to keep in mind. First,
pronunciation accuracy may vary by language or accent. While major languages like
English, Spanish, and Mandarin have robust support, less known dialects may lack
natural sounding voices or may not be supported at all. Additionally, context sensitive
pronunciation (such as homographs or idiomatic phrases) may not be accurate, which

can disrupt the user experience.

Another challenge is managing interruptions or concurrent audio playback. Developers
need to handle audio focus appropriately, so that TTS does not conflict with other sound
outputs like music or phone calls. Using Android’s AudioManager to request and
abandon audio focus helps ensure a smooth experience. It's also important to release the
TextToSpeech object when it’s no longer needed to free up system resources.

To ensure optimal results, developers should follow best practices when implementing
TTS. These include checking for language availability before setting it, providing
fallbacks or silent modes for users who disable TTS, and always respecting user
preferences. Clear, concise text with proper punctuation tends to be spoken more
naturally by TTS engines, so formatting output correctly is crucial.

In summary, Text-to-Speech in Android is a powerful feature that enhances
accessibility, user engagement, and convenience. With minimal setup, developers can
give their applications a voice, making them more interactive, inclusive, and adaptable
to real world scenarios. As TTS engines continue to improve in natural language
processing and multilingual support, the potential applications of this technology will

only grow.

4.8 Bluetooth Beacon

4.8.1 Definition and Technology

Bluetooth Beacons are small wireless devices that broadcast signals using Bluetooth
Low Energy (BLE) technology [195,196]. These devices are designed to transmit a
constant identifier to nearby Bluetooth enabled devices, such as smartphones, tablets, or

wearables. The identifier, which is typically a Universally Unique Identifier (UUID)
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[197], can be picked up by an app or operating system, prompting location specific
actions. Unlike GPS, which is designed for outdoor positioning and consumes
significant power, Bluetooth beacons are optimized for indoor environments and are
known for their energy efficiency. This has enabled a wide range of applications where
precise indoor navigation and contextual awareness are essential. Beacons do not send
data to mobile devices directly, but rather provide proximity triggers that apps can
interpret and act upon, such as displaying a notification or offering a discount when a

user walks near a product in a store.

The core technology behind Bluetooth beacons relies on BLE, a protocol developed to
support low-energy consumption and rapid transmission of small data packets. Beacons
typically emit signals at intervals ranging from milliseconds to several seconds,
depending on their configuration. These signals consist of a small payload that includes
information such as the UUID, major and minor identifiers, and transmit power. The
UUID identifies the beacon group, while the major and minor values allow for more
precise identification within a location. Mobile devices within range listen for these
signals and use the signal strength (RSSI - Received Signal Strength Indicator) to
estimate proximity. This process does not require active pairing, which makes the
interaction seamless and non-intrusive. Beacon hardware is often simple and durable,
capable of running for months or even years on small batteries due to their low energy

requirements.

The proximity UUID is used to differentiate your beacons from those in other networks
that you don't manage. When you receive your beacons, they will all have a proximity

UUID, which will appear similar to the following format:
f7428da6-4fa3-7€98-8724-bc9b71e0193e

In Bluetooth beaconing, the major and minor values are used to further classify beacons,
typically within a larger group identified by a unique UUID. The UUID identifies a
specific network or organization, while the major and minor values help distinguish

between individual beacons within that network.

UUID is a 16-byte (128-bit) value that uniquely identifies a group of beacons, often
associated with a single organization or network. Major is a 16-bit unsigned integer that
further categorizes beacons within the UUID group. For example, it might represent a

specific floor in a building or a specific product category. Minor is another 16-bit
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unsigned integer that provides even more granular classification within the same UUID
and major value. For instance, it could represent a specific aisle or a specific product on
a shelf. Essentially, the UUID provides the broad context, while the major and minor
values help pinpoint the exact location or context of a specific beacon within that larger

context.

4.8.2 Applications and Benefits

One of the most significant use cases for Bluetooth beacons is in retail environments.
Businesses use beacons to enhance customer engagement by delivering personalized
content, offers, and promotions based on users' in-store locations. For example, when a
customer enters a department store, the store’s app may notify them of ongoing sales in
nearby corridors or suggest products based on their previous purchases. Beacons also
help in gathering valuable data on foot traffic patterns, hang out times, and customer
behavior, allowing businesses to optimize store layouts and marketing strategies.
Museums and exhibitions have adopted beacons to provide interactive tours where
visitors receive detailed information or multimedia content related to nearby artifacts.
Similarly, airports, stadiums, and shopping malls leverage beacon technology to provide
turn-by-turn indoor navigation, helping users find gates, seats, or stores more
efficiently.

In addition to retail and public spaces, Bluetooth beacons play a crucial role in
workplace and asset management. Enterprises utilize beacons to monitor the location of
equipment, track employee movement for safety and productivity, and manage access to
secure areas. For example, in hospitals, beacons can be attached to medical equipment
or personnel badges to ensure that resources are used efficiently and can be found
quickly in emergencies. In offices, beacons support “smart” environments where
meeting rooms adjust lighting and temperature when someone enters, or where
employees receive reminders when passing by specific departments. Education
institutions are experimenting with beacons to automate attendance and enhance campus
navigation. These diverse applications demonstrate the versatility of beacons in
connecting the physical and digital worlds in ways that improve efficiency, safety, and

user experience.
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4.8.3 Bluetooth Beacons Challenges

Despite their advantages, Bluetooth beacons face several challenges that impact their
adoption and effectiveness. One of the main issues is the dependency on mobile apps to
interpret beacon signals. Without an app installed and active, users will not receive the
intended notifications or services, which can limit the reach of beacon deployments.
Moreover, privacy concerns are prevalent, as beacon systems collect and act upon user
location and behavior data. Although the data is usually anonymized, transparency and
opt-in mechanisms are essential to maintaining user trust. Signal interference and
accuracy are other concerns, particularly in environments with many electronic devices
or structural obstacles. Variations in signal strength can make it difficult to determine
exact proximity, leading to potential inaccuracies in user targeting or navigation.
Maintenance is another factor, as beacon batteries must be periodically replaced or
recharged, especially in large-scale deployments. To overcome these limitations,
improvements in beacon protocols, mobile operating system support, and user education

are needed.

4.8.4 Bluetooth Beacons and Future Potentials

Looking forward, the future of Bluetooth beacons appears promising, particularly as
part of the broader Internet of Things (loT) ecosystem. Advances in Al and data
analytics can enhance the contextual intelligence of beacon systems, enabling more
predictive and personalized experiences. Integration with other sensors and
technologies, such as NFC, UWB (Ultra-Wideband), and Wi-Fi Round Trip Time
(RTT), may provide more accurate and secure positioning, overcoming some of BLE’s
limitations. The growing adoption of smart cities and intelligent infrastructure may also
benefit from beacons as a lightweight, cost-effective solution for location-based
services. Moreover, as mobile operating systems evolve to offer better background
processing and native beacon support, the barrier of requiring custom apps may
diminish. Companies are exploring innovative applications such as contactless check-
ins, digital keys, real-time feedback systems, and immersive AR experiences powered
by beacon proximity. With continued innovation and thoughtful deployment, Bluetooth
beacons are going to become a foundational technology in the movement toward more

interactive and responsive environments.
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4.8.5 Implementing Bluetooth Beacons Detectors in Android with Java and
AltBeacon Library

Bluetooth Low Energy (BLE) beacons are small, low-power transmitters that broadcast
signals at regular intervals. Mobile devices, like Android phones, can scan for these
signals and determine proximity to a beacon. This technology is widely used in retail,
museums, airports, smart homes, and asset tracking systems. Bluetooth beacons use
Bluetooth Low Energy proximity sensing to transmit a universally unique identifier
picked up by a compatible app or operating system. Beacons broadcast in regular
intervals (e.g. something between 100ms and 1 second) sending out specific data like
their ID.

The ID consists of three parts:

e UUID (specific id per device)
e major (e.g. maximum detection distance)

e minor (e.g. minimum detection distance)

A universally unique identifier (UUID) is a 128-bit number that is designed to be
unique in the broadest sense and is generally used to identify objects in computer
systems. The term globally unique identifier is also used, mostly in Microsoft-designed
systems. Specifically, uuidl generates a UUID from the host ID, sequence number, and
the current time. Also, uuidl is guaranteed to not produce any collisions (under the

assumption we do not create too many of them at the same time).

In Android development, beacon detection requires scanning for BLE signals and
interpreting them according to beacon protocols such as iBeacon, AltBeacon,
UriBeacon or Eddystone. While we could implement scanning using the native
BluetoothLeScanner, this involves handling raw advertisement packets, which can be
complex. Instead, libraries like AltBeacon (Android Beacon Library) simplify beacon

detection, ranging, and monitoring.

The AltBeacon library, created by Radius Networks, supports multiple beacon formats,
provides consistent APIs, and makes it easier to build proximity-based applications in

Java or Kotlin.
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4.8.5.1 Setting Up AltBeacon in an Android Project
Firstly, we have to add a dependency in app’s gradle. To use AltBeacon, you need to

add its dependency in your build.gradle file as shown in Figure 4.26.

dependencies {

implementation ‘org.altbeacon:android-beacon-library:2.19.6°

Figure 4.26: AltBeacon dependency implementation

Then we have to allow Permissions in application’s Manifest, as shown in Figure 4.27.
Beacons rely on Bluetooth and location permissions. Add the following to
AndroidManifest.xml. Moreover, in each Android device in order application to be able
to work accordingly we must provide through the device’s OS the permissions for both
Location and Nearby Devices detection. Location is only necessary if we want our

device to be detected.

<uses-permission android:name="android.permission.BLUETOOTH"/>

<uses-permission android:name="android.permission.BLUETOOTH_ ADMIN"/>
<uses-permission android:name="android.permission.ACCESS FINE_ LOCATION"/>
<uses-permission android:name="android.permission.ACCESS BACKGROUMND LOCATION"/>

Figure 4.27: Bluetooth Beacon Manifest implementation

e ACCESS FINE_LOCATION is required because beacon scanning is tied to
location permissions on Android.
e ACCESS BACKGROUND_LOCATION is necessary if you want scanning to

work even when the app is in the background (Android 10+).

On Android 8 (Oreo) and above, background scanning requires a foreground service
with a persistent notification. The AltBeacon library provides helpers for this. We will

typically configure this in our Application class.
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4.8.5.2 Implementing Beacon Detection

Extend the Application class and set up the beacon manager. In this step, we must create
a custom Application class that initializes and configures the AltBeacon library as soon
as the app starts. By extending the Application class, you can set up a BeaconManager
instance globally so it runs in the background and is not tied to any single activity,
shown in Figure 4.28. Inside the onCreate() method, we register the beacon parser (to
define the beacon protocol format, such as iBeacon or AltBeacon), adjust scan intervals
for performance, and define one or more regions that specify which beacons to monitor.
We also implement the BootstrapNotifier interface to receive callbacks when the device
enters, exits, or changes state relative to a beacon region. This setup ensures that beacon
detection begins automatically when the app is launched, without requiring the user to
open a specific activity. It also enables background detection, which is critical for real-

world scenarios like retail notifications or proximity-based triggers.
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public class MyApplication extends Application implements BootstrapNotifier {
private BeaconManager beaconManager;
private RegionBootstrap regionBootstrap;

Roverride
public void onCreate() {
super.onCreate() ;

beaconManager = BeaconManager.getInstanceForApplication(this);

// iBeacon Layout
beaconManager.getBeaconParsers () .add (new BeaconParser().
setBeaconLayout (BeaconParser.ALTBEACON LAYOUT)) ;

// Set scanning interval
beaconManager.setForegroundScanPeriod ( L) :
beaconManager.setForegroundBetweenScanPeriod (0L) ;

// Define a region to monitor (UUID can be changed to your beacon's UUID)
Region region = new Region("myEegionId"”, null, null, null);
regionBootstrap = new RegionBootstrap(this, region);

}

@override

public void didEnterRegion(Region region) {
// Called when a beacon is detected
System.out.println("Beacon detected!");

}

@override
public void didExitRegion(Region region) {
// Called when beacon is lost

System.out.println("Beacon exited!");

}

@override

public void didDetermineStateForRegion(int state, Region region) {
// Called when state changes between inside/outside

}

Figure 4.28: Bluetooth Beacon Manager Creation

e BeaconParser defines the protocol layout (e.g., iBeacon, AltBeacon).

e Region specifies which beacons to look for (you can filter by UUID, major, and
minor, or leave them null for all beacons).

e RegionBootstrap allows scanning to start when the app launches, even if the Ul

IS not running.

4.8.5.3 Implement Ranging in an Activity
Ranging gives you more detailed info, like distance estimates. Once the application

class has initialized beacon monitoring, the next step is to implement ranging within an
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activity to get detailed, real-time information about nearby beacons. Ranging not only
detects the presence of a beacon but also provides data such as its UUID, major and
minor identifiers, RSSI (signal strength), and an estimated distance in meters. To
achieve this, the activity implements the BeaconConsumer interface and binds to the
BeaconManager, ensuring the app can communicate with the beacon service. Inside the
onBeaconServiceConnect() callback, you register a RangeNotifier that continuously
reports detected beacons within the defined region. This allows you to loop through the
collection of beacons, display their attributes, and use the distance estimates to trigger
actions. For example, showing contextual content when a user moves closer to a
beacon. By implementing ranging in an activity, you give your app interactive and

dynamic capabilities based on proximity as shown in Figure 4.29.

class MainActivity extends AppCompatActivity implements BeaconConsumer {
private BeaconManager beaconManager;

@override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.activity main);

beaconManager = BeaconManager.getInstanceForApplication(this);
beaconManager.bind(this) ;

}

Boverride
public woid onBeaconServiceConnect() {
beaconManager.addRangeNotifier (new RangeNotifier() {
@override
public void didRangeBeaconsInRegion(Collection<Beacon> beacons, Region region) {
if (beacons.size() > 0) {
for (Beacon beacon : beacons) {
System.out.println("Beacon dets ed: " + beacon.getIdl()
+ " distar : " + beacon.getDistance() + " 1 rs") ;

I

try {
beaconManager.startRangingBeaconsInRegion(
new Region("myRangingUnig , null, null, null));
} ecatch (RemoteException e) {
e.printStackTrace() ;
}
}

Roverride

protected void onDestroy() {
super.onDestroy() ;
beaconManager.unbind (this) ;

Figure 4.29: Bluetooth Beacon Detection

¢ didRangeBeaconsInRegion() provides a collection of detected beacons.

e Each Beacon object contains UUID, major, minor, RSSI, and estimated distance.

George Tsamis - February 2026 183



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system

e The distance value is calculated based on RSSI and calibrated Tx power.

RSSI (Received Signal Strength Indicator) is a measurement of the signal strength that
our phone (or any receiver) detects from a beacon or Bluetooth device. It’s expressed in
dBm (decibel-milliwatts), usually as a negative number. For example, -45 dBm is a
stronger signal than -85 dBm. The closer you are to the beacon, the higher (less
negative) the RSSI value will be. However, RSSI can fluctuate due to obstacles,

interference, and device hardware.

Tx Power (Transmission Power) is the calibrated signal strength (in dBm) measured 1
meter away from the beacon. It represents how strong the beacon’s signal should be at
that fixed distance under normal conditions. Every beacon broadcasts its Tx Power

value in its advertisement packet, and it’s used as a reference point.

4.8.5.4 Handling Permissions and Best Practices

e Optimize Scan Intervals (Frequent scanning drains battery. Use longer intervals in
the background and shorter ones in the foreground).

e Use Filters (If you know your beacon’s UUID, filter by it in the Region object to
avoid unnecessary detections).

e Test Across Devices (Beacon detection performance varies between phones due to
hardware differences in Bluetooth radios).

e Handle Android Restrictions (Newer Android versions (10-13) impose
background location and Bluetooth restrictions. Always follow the latest guidelines
for permissions).

e Provide User Transparency (Since beacon scanning ties into location services,

clearly explain to users why your app requires location access).

Implementing Bluetooth beacon detection in Android with Java is straightforward when
using the AltBeacon library. By setting up the BeaconManager, defining regions, and
implementing monitoring and ranging, you can detect beacons, estimate proximity, and
build location-aware applications. Careful handling of permissions, background
execution, and power consumption ensures that our app works smoothly across different

devices and Android versions.
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With AltBeacon, we don’t need to deal with raw BLE advertisement packets, making
our development faster and more reliable. This makes it an excellent choice for

developers looking to integrate beacon technology into their Android apps.

4.9 Firebase

4.9.1 Firebase and Its Role in Android Development

Firebase was a company that developed backend software. It was founded in San
Francisco in 2011 [198-200]. In 2014, Firebase was bought by Google. Now Firebase is
a comprehensive platform maintained by Google that provides a suite of cloud based
services to help developers build, improve, and grow Android applications. Designed
with mobile first development in mind, Firebase offers backend services such as real-
time databases, user authentication, cloud storage, analytics, and messaging. All
accessible through simple SDKs and APIs.

For Android developers, Firebase eliminates much of the traditional complexity
associated with backend development. Instead of setting up custom servers or writing
backend logic from scratch, developers can focus on building powerful front-end
experiences while Firebase handles data storage, synchronization, and server side logic.
Its tight integration with the Android SDK and Google Cloud infrastructure makes it

highly scalable, secured, and efficient.

Firebase also supports real-time updates, offline capabilities, and cross-platform
synchronization (Android, i0S, web), making it ideal for collaborative or dynamic
applications such as chat apps, multiplayer games, and live tracking services. Whether
you are building a simple utility app or a features rich platform, Firebase can act as a

full backend-as-a-service (BaaS) solution.

4.9.2 Firebase Realtime Database and Cloud Firestore in Android
Two of Firebase’s core database options for Android are the Realtime Database and
Cloud Firestore. Both offer cloud-hosted NoSQL databases but differ in structure,

scalability, and features.

The Firebase Realtime Database stores data as one large JSON tree. It is optimized for
real-time, low-latency updates and is perfect for apps that require instant feedback, such
as messaging or notification systems. With the Realtime Database, data are

synchronized across clients in milliseconds. Any change made by one user is
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immediately reflected on all other connected devices. This is made possible through
persistent WebSocket connections, which enable a two way communication between the

Android app and the Firebase backend.

Cloud Firestore, on the other hand, is Firebase's newer and more scalable database. It
stores data in collections and documents, offering more structure, powerful queries, and
better support for large-scale applications. It also supports offline access, automatic
scaling, and stronger consistency guarantees. Firestore is often preferred for apps with

complex data models or where future growth is anticipated.

To use either database, Android developers integrate the Firebase SDK into their
project, connect their app to a Firebase project via the Firebase console, and then define
how data is read from and written to the database. Also, Firestore’s querying
capabilities make it easy to sort, filter, and paginate data directly from the mobile client,

reducing the need for server side logic.

4.9.3 Firebase Authentication and User Management

User authentication is a critical feature in most modern Android applications, and
Firebase provides a robust solution through Firebase Authentication. It supports
multiple authentication methods out of the box, including email and password, phone
number, Google, Facebook, Twitter, GitHub, and anonymous sign-in.

Integrating Firebase Authentication in an Android app is straightforward. Developers
can quickly enable desired sign-in methods from the Firebase console and implement
them in code using the FirebaseAuth API. For example, to sign in a user with email and
password, developers can use the
FirebaseAuth.getInstance().signInWithEmailAndPassword(email, password).

On successful login, Firebase creates a user session and generates a unique user 1D,

which can be used to store user specific data in Firestore or the Realtime Database.

Firebase Authentication also provides secure token based authentication, which can be
used to restrict access to certain parts of the database. Using Firebase Security Rules,
developers define who can read or write to specific nodes based on user ID or other

attributes.

Additionally, Firebase offers features like email verification, password recovery, and
multi factor authentication (MFA) to enhance user security. The system automatically
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handles user session management and token refresh, allowing developers to focus on

building app features instead of managing login flows.

4.9.4 Firebase Cloud Messaging, Storage, and Analytics

Firebase offers additional tools that extend Android app functionality beyond databases
and authentication. One of the most powerful is Firebase Cloud Messaging (FCM),
which allows developers to send push notifications and data messages to users across
Android devices. These messages can be triggered from the Firebase console or via
custom logic in a backend server. FCM supports topic messaging, user segmentation,

scheduling, and even conditional targeting.

Another valuable service is Firebase Cloud Storage, which provides scalable object
storage for user-generated content such as images, videos, and documents. Built on
Google Cloud Storage, it allows Android apps to upload and download files securely
using Firebase’s storage SDK. Developers can set file size limits, control access with

security rules, and monitor file transfers in real-time.

Firebase Analytics, now part of Google Analytics for Firebase, enables developers to
track user behavior and engagement in their apps. With a few lines of code, developers
can log events such as screen views, in-app purchases, or custom user actions. These
insights can be used to refine app features, identify issues, and target users with

personalized experiences through Firebase Remote Config or FCM.

Together, these services help Android developers build feature rich applications that are
scalable, secure, and responsive. They reduce the need for third-party services and bring
all essential backend tools under a single, unified platform.

4.9.5 Best Practices and Use Cases for Firebase in Android

Firebase is widely used across industries from startups to enterprise apps thanks to its
versatility and ease of integration. Chat applications, for instance, benefit greatly from
Firebase Realtime Database and FCM to deliver instant messaging and notifications. E-
commerce apps use Firestore to manage inventory, Firebase Authentication for secure

logins, and Firebase Analytics to understand user purchasing behavior.

Educational apps can leverage Firebase Authentication for student logins, Realtime
Database for tracking progress, and Cloud Storage for file submissions. Healthcare apps
may use Firestore for storing patient data, FCM for appointment reminders, and security

George Tsamis - February 2026 187



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system
rules to ensure Health Insurance Portability and Accountability Act (HIPAA)

compliance.
However, to make the most of Firebase, developers should follow best practices:

e Structure data efficiently (especially in Firestore organizing collections and
documents hierarchically improves performance and readability)

e Use security rules (always define fine grained security rules for databases and
storage to protect user data)

e Enable offline access (both Firestore and the Realtime Database support offline
persistence, allowing apps to function without an internet connection)

e Monitor usage and costs (Firebase has generous free tiers, but heavy usage e.g.,
reads, writes, storage can incur costs so use Firebase’s monitoring tools to stay
within budget)

e Avoid over fetching (query only the data you need, limit documents retrieved
and paginate large result sets)

In summary, Firebase offers a complete suite of backend tools that simplify Android
development while enabling high quality, scalable, and interactive mobile experiences.
Its real-time capabilities, seamless integration, and strong security features make it an

ideal choice for developers building modern Android apps.

4.9.6 Implementing Android Application with Firebase Realtime Database

Modern mobile applications are expected to be fast, responsive, and capable of real-time
data synchronization across devices. One of the most widely adopted solutions for
achieving this on Android is Firebase Realtime Database, a cloud-hosted NoSQL
database provided by Google as part of its Firebase platform. It allows developers to
store and sync data between clients in real time. This capability makes it especially
useful for chat applications, collaborative tools, online gaming, and any use case where

multiple users interact with the same data simultaneously.

The main Key features Firebase Realtime Database include:

e Real-time synchronization: Any update is propagated instantly to all connected

devices.
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e Offline support: Data is cached locally and synchronized once the device
reconnects.

e Cross-platform support: Works on Android, iOS, and web applications.

e Security: Access is controlled using Firebase Authentication and Security

Rules.

In this thesis we will explore how Android applications integrate with Firebase
Realtime Database, discussing its key features, setup process, implementation steps,

code examples, advantages, limitations, pricing and best practices.

4.9.6.1 Understanding Firebase Realtime Database

Firebase Realtime Database is a NoSQL database that stores data in JSON format and
synchronizes it across all connected clients in real time. Unlike traditional relational
databases, there are no tables or schemas. Instead, data is represented as a tree structure.
For example, a chat application might have the structure shown in the figure below.
Basically the entire database is a big JSON tree with multiple nodes. So when you plan
your database, you need to prepare the json structure in way that the data is accessible in
easier way by avoiding nesting of child nodes. Here is an example of storing list of user

profiles and posts in json tree as shown in Figure 4.30.

Figure 4.30: Setting Up Firebase in an Android Project

To use Firebase Realtime Database in an Android project, several setup steps are

required:

a) Create a Firebase Project (on Google’s Firebase Servers)
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o Go to Firebase Console.
o Create a new project and enable Realtime Database.
o Configure rules (by default, it may allow public access, but security rules
should be set before production).
b) Add Firebase SDK to Android App
o Download google-services. json from Firebase Console.
o Place it in the app/ directory of the Android project.
o Update the root build.gradle file.

First thing you need to do is go to https://firebase.google.com/ and make an account to
gain access to their console (we need to already have an active Gmail Account). After
you gain access to the console you can start by creating your first project. Give the
package name of your project (e.g. db.personaltourguide.firebase) in which you are
going to integrate the Firebase. Here the google-services.json file will be downloaded

when you press add app button.

Next, in the Android Studio IDE we need to create a new project. While filling the
project details, use the same package name which you gave in firebase console. Next,
paste the “google-services.json” file to your project’s app folder. This step is very
important as your project won’t build without this file. Now open the “build.gradle”
located in project’s home directory and add google playstore dependency as shown in
Figure 4.31.

classpath 'com.google.gms:google-services:4.3.15"

Figure 4.31: Gradle Dependency for Google Services

Then, open “app/build.gradle” and add firebase database dependency. At the very
bottom of the file, add plugin with id: “com.google.gms.google-services” and apply the

following implementations in the dependencies section as shown in Figure 4.32.

implementation 'com.google.firebase:tirebase-database:26.3.8°

implementation 'com.google.firebase:firebase-auth:22.3.1°

Figure 4.32: Implementing Firebase Dependencies
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Last, to check that our Android application is able to connect to our Firebase Realtime
Database we can execute a simple Java testing script as the following figure shows. If
our application can communicate successfully with Firebase the pair message: “Hello

World” will be written as shown in Figure 4.33.

FirebaseDatabase database = FirebaseDatabase.getInstance();
DatabasceReference myRef = database.getReference ("message™);
myRef.setValue ("Hello, World!™);

Figure 4.33: Firebase Connection Testing

4.9.6.2 Performing CRUD Operations in Firebase Realtime Database

Firebase Realtime Database provides Android developers with a streamlined way of
handling CRUD (Create, Read, Update, and Delete) operations in a cloud-hosted,
NoSQL environment. Unlike relational databases where CRUD maps to table rows and
columns, Firebase uses a JSON-tree structure, meaning data management revolves
around references to nodes within that tree. Each operation, whether it is storing new
information, retrieving records, modifying values, or removing data occurs through
these references. While the general CRUD principles remain the same, the
implementation in Firebase introduces unique behaviors, especially because of its real-
time synchronization and offline capabilities. This makes CRUD not only important
about managing persistence but also about ensuring data consistency across all

connected clients.

An example of the JSON-tree structure that we use in our application is shown in the
Figure 4.34. Under main node we host the nodes Aquariums, Cities, Museums, Nature,
Religion, Ruins. Each of these options contains nodes entitled with the names of the
places of interest. Each place (e.g. Museum Benaki) contains pairs of data concerning a
specific Tour Guide. In order to distinguish each Tour Guide from the rest of the
collective each entry is equipped with three different identification tags. The “id” node
is used only internally in our database. The “key” node is used externally in case that we
want to identify a place or an object using QRCode. Last, the “uuid” node is used in

case we want to identify a place or an object using Bluetooth beacons technology.
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3 Aguariums
» Cities

- Museums

» Heraklion Archaeclogical Museum
» Historical Museum of Crete
- Museum Benaki
guidance: "The Benaki Museum, established and endowed in 1930 by Antonis Benakis in memory of his father Emmanuel Benakis, is housed in the Benakis
id:"3"
image: "Benaki_Museum.jpg”
intro: "Museum of Greek Culture”
key: "-OWuvoJYG_ufM3CgOXoy"
language: "English”
latitude: "37.97598"
link: "https:/www.benaki.org/"
longitude: "23.74050"
rating: "4"
title: "Museum Benaki”
uuid: "3fB65486-cf4d-4al0f-adf2-f7677ba9ffab"

Figure 4.34: Firebase JSON Example

Next, we must ensure that Firebase is initialized in the Application class or
MainActivity. In order to perform any operation to Realtime database, whether it can be
read or write, you need to get the reference to database first. The below code gives you
reference to database JSON top node. From here you need to use the child node names

to traverse further as shown in Figure 4.35.
private DatabaseReference mDatabase;

mDatabase = FirebaseDatabase.getInstance().getReference();

Figure 4.35: Firebase DataReference Example

4.9.6.2.1 Create Operation

Create operations in Firebase Realtime Database rely on writing new nodes or child
objects into the database tree. Developers can use methods such as setValue() to insert
or overwrite data at a specific path, or push() to generate unique keys automatically. For
example, when creating new user profiles or messages in a chat application, push() is
the most appropriate method because it guarantees a unique identifier even when
multiple clients write data simultaneously. This helps avoid conflicts and preserves the
integrity of the data. An important consideration is that Firebase writes are
asynchronous, which means developers can attach success or failure listeners to handle

outcomes and provide user feedback. Furthermore, Firebase supports creating structured
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data using maps or custom objects, which the SDK converts into JSON automatically.
This simplicity makes Create operations quick to implement, but it also requires careful
planning of the database schema, since poorly designed structures can lead to scalability

problems later.

The Firebase Realtime database accepts multiple data types like String, Long, Double,
Boolean, Map<String, Object>, List<Object> to store the data. We can also use custom
java objects to store the data which is very helpful when storing model class directly in
database. Let’s say we want to store user profile in the database. First we need to create
User model with an empty constructor and other properties as shown in Figure 4.36.

public class User {

public String name;
public String email;

public User() {
b

public User(String name, String email) {
this.name = name;
this.email = email;

}

Figure 4.36: User Class Example

As every user needs a unique Id, we can generate one by calling push() method which
creates an empty node with unique key. Then we get the reference to ‘users’ node using
child() method. Finally we use setValue() method to store the user data as shown in
Figure 4.37.

DatabaseReference mDatabase = FirebaseDatabase.getInstance().getReference("users");
// Creating new user node, which returns the unique key value
// new user node would be /users/$userid/

String userId = mDatabase.push().getKey();

// creating user object
User user = new User("George Tsamis", "gtsamis@hmu.gr");

'/ pushing user to ‘'users' node using the userId

mDatabase.child(userId).setValue(user);

Figure 4.37: Firebase setValue Example

George Tsamis - February 2026 193



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system
By running the above code in Figure 4.37, a new user node will be inserted in database
with a unique key value. In general, the user id should be acquired by implementing
Firebase Auth in our app which gives us authld that acts as user id as shown in Figure

4.38.

{
"users": [

"-KTYWvZG4Qn9ZYTc4706" : {
"email" : "gtsamis@hmu.gr",
"name" : "George Tsamis"

Is

{

by

Figure 4.38: Users JSON File

Using this approach in our application we have to create a new Class named
“TourData” contains the according references for all nodes hosted online in Firebase.
This means that our Class must provide internal variables matching the node names of
the information hosted in Firebase and the according Java Class constructors. In this
case we must provide at least two constructors. One must be able to create a local
instance using all available fields and the empty constructor. A non-complete template

of TourData Class is shown in the Figure 4.309.
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public class TourData implements Serializable{
Drngte String id;
.pr‘i.\.rate String title;
ﬁEivéte String intro:
Drngte String guidance;
.pr‘i.\.rate String link;
5Eivé£e String image:
5Fi§;te String rating;
.pl"‘i.\.fﬁ.tE String latitude;
ﬁEivéte String longitude;
9ri§;te String language;
.pl"‘i.\.fﬁtE String key;

private String uuid;

publi.c TourData() {
¥

public TourData(String id, String title, String intro, String guidance, String link, String image, String rating,

Figure 4.39: Content of the TourData Class

4.9.6.2.2 Read Operation

Read operations in Firebase form the foundation of its real-time functionality. Data can
be retrieved once or continuously through listeners. The get() method allows developers
to read data at a specific path one time, similar to a typical database query. However,
the more powerful feature is the ValueEventListener, which attaches a real-time listener
to a node and automatically receives updates whenever the data changes. This event-
driven model allows Android apps to stay synchronized without polling, which is
essential for features like live feeds, dashboards, or chat. While reads are
straightforward, they require careful consideration of data size. Since Firebase
downloads entire JSON nodes by default, reading deeply nested or large datasets can
consume significant bandwidth and increase costs. Developers often mitigate this by
structuring their data in flatter formats, limiting queries with methods such as
orderByChild(), startAt(), or limitToFirst(), and ensuring only the necessary portion of
the data tree is fetched. Offline persistence further enhances Read operations by
allowing cached data to be accessed even when the device is disconnected, with changes

synchronized once connectivity resumes.

George Tsamis - February 2026 195



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system

To read data, we need to attach the ValueEventListener() to the database reference. This
event will be triggered whenever there is a change in data in realtime. In
onDataChange() we can perform the desired operations into new data. Below is the
event listener that is triggered whenever there is a change in user profile data that we
created earlier.

mDatabase.child(userId).addValueEventListener(new ValueEventListener() {

@Ooverride
public void onDataChange(DataSnapshot dataSnapshot) {

User user = dataSnapshot.getValue(User.class);

Log.d(TAG, "User name: " + user.getName() + ", email " + user.getEmail());

}

@0verride
public void onCancelled(DatabaseError error) {
// Failed to read value
Log.w(TAG, "Failed to read value.", error.toException());

}
3

Figure 4.40: Firebase Data Change Listener

Customizing the code above in Figure 4.40 and implementing source code in order to
serve our specific application needs we can conclude to the following instance. It is
necessary to have previously created the TourData Class so that our listener to be able
to precisely match automatically the Firebase records to our template. In this example,
as shown in Figure 4.41, we can observe the small issue that Realtime database has
which is the fact that the listener loads all records in a list snapshot even if only one
records has changed its content. This can lead in increased traffic and increased billing

results.
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databaseReference.addValueEventListener(new ValueEventListener() {

public void onDataChange(@NonNull DataSnapshot snapshot) {
datalist.clear();
for(DataSnapshot itemSnapshot: snapshot.getChildren()){
TourData dataClass = itemSnapshot.getValue(TourData.class);
Log.d( tag: "DataSnapshot", dataClass.toString());
datalist.add(dataClass);
}
listView.setAdapter(new ListAdapter(context, datalist));
b

public void onCancelled(@NenNull DatabaseError error) {

].
9N

Figure 4.41: Retrieving Tour Data from Firebase Realtime Database

4.9.6.2.3 Update Operation

Update operations in Firebase extend beyond simply overwriting existing data. While
setValue() can replace the content of a node, Firebase also provides methods like
updateChildren() that allow partial updates to multiple paths simultaneously. This is
particularly useful when modifying only specific fields of a record without disturbing
other attributes. For example, updating a user’s profile picture should not overwrite
their name or email. Additionally, Firebase supports transactions, which are critical for
maintaining data consistency in concurrent environments. A transaction reads the
current value, applies a transformation, and writes it back atomically. This is ideal for
counters, scores, or any field that multiple users might update at the same time. Without
transactions, concurrent updates risk overwriting one another and producing
inconsistent results. Transactions ensure integrity but come at the cost of increased
complexity and possible retries, since conflicts are resolved by reapplying the update
function until it succeeds. In practice, developers balance between using simple updates
for isolated changes and transactions for competitive scenarios where accuracy is

paramount.

To update data, we can use the same setValue() method by passing new value. We can
also use updateChildren() by passing the path to update data without disturbing other
child nodes data. For example if we want to update only the user email, we can use
below code block (Figure 4.42).
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String newEmail = "gtsamis@cs.hmu.gr';

mDatabase.child(userId).child("email").setValue(newEmail);

Figure 4.42: Firebase Update Example

4.9.6.2.4 Delete Operation

Delete operations in Firebase are handled by setting the value of a reference to null.
This removes the node and its children from the database. Developers can delete
individual records, entire collections of child nodes, or even the root of a tree,
depending on the reference they target. For example, deleting a specific message in a
chat room involves setting that message’s unique key to null, while clearing the entire
message history would mean nullifying the parent node. While Delete operations are
straightforward, they require caution, as Firebase does not provide built-in undo
functionality. Once a node is deleted, it is permanently removed unless backed up
elsewhere. This places responsibility on developers to implement safeguards such as
confirmation dialogs, archival strategies, or role-based restrictions through Firebase
Security Rules. In collaborative applications, developers must also consider how deletes
affect other users in real time, since the removal will propagate instantly to all
connected clients. Ensuring that deletes are intentional and secure is therefore essential

to maintaining both data integrity and user trust.

4.9.6.3 Offline Capabilities

One of Firebase’s strongest features is its offline persistence. When enabled, Firebase
caches data locally. Changes made while offline are stored and then synchronized with
the server once connectivity is restored. When the device connects to internet, all the

data will be pushed to realtime database.

Developers can activate offline support with code shown in Figure 4.43.

FirebaseDatabase.getInstance().setPersistenceEnabled(true)

Figure 4.43: Firebase Offline Capability
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For read operations, Firebase serves data from the cache if available. This ensures

applications remain functional even without internet access.

4.9.7 Security and Authentication in Firebase Realtime Database

Firebase Realtime Database enforces access control using Firebase Authentication and
Security Rules. Firebase rules provide a way to identify user role while performing read
and write operations. These rules will act a security layer on the server before
performing any CRUD operation. By default, rules allow user to perform read & write
operation only after authentication. For example, the below rules, shown in Figure 4.44,

allow only authenticated users to read or write data.

{
"rules": {
".read": "auth != null",
".write": "auth != null"
}
}

Figure 4.44: Example rule to allow only authenticated users to read/write

On the other hand, in Figure 4.45, rules allow everyone to read & write data without
authentication. For testing purposes in our database we have chosen to give
application’s users the ability to read data from Firebase but not to be able to create,
update or delete. This means that only read has assigned value true but write is always

assigned to false.

"rules": {
".read": true,
".write": true

¥
¥

Figure 4.45: Firebase read & write data without authentication

We can also use these rules to validate data before inserting into database. For example,
below rules in Figure 4.46 validates the name to be less than 50 chars and email to be

valid using email regular expression.
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"rules": {
".read": true,
".write": true,
"users”: {
"$user": {
"name": {
".validate": "newData.isString() && newData.val().length < 58"

"email": {
".validate": "newData.isString() && newData.val().matches(/~[A-Z0-9. %+-]+a@[A-Z8-9.-]+\\.[A-Z2]{2,4}%/1)"
}
}
}
}
}

Figure 4.46: Firebase Validation Rules

Authentication methods include:

e Email/Password
e Google Sign-In
e Facebook, Twitter, GitHub

e Phone Number
This ensures that sensitive user data is not exposed publicly.

Security and authentication play a critical role in protecting user data and ensuring that
only authorized individuals can access or modify information in Firebase Realtime
Database. Since the database is cloud-hosted and accessible over the internet, it is
vulnerable if left unprotected. Firebase addresses this challenge by combining Firebase
Authentication with Realtime Database Security Rules. Authentication verifies a
user’s identity using methods such as email and password, phone number verification,
Google or Facebook sign-in, or even anonymous accounts. Once authenticated, each
user is assigned a unique identifier (UID), which developers can use to enforce
personalized access controls. For example, a chat application can restrict users to only
reading and writing messages that belong to their account.

Security Rules, on the other hand, define how authenticated users interact with the
database. These rules are written in JSON format and are evaluated on every read and
write request. A common rule pattern is to deny access to unauthenticated users by
specifying that .read and .write are only allowed when auth !'= null. More advanced
configurations allow developers to grant granular permissions, such as letting users only

update their own profiles while preventing them from modifying other users’ data. This
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combination of authentication and fine-grained authorization ensures that sensitive

information is safeguarded against unauthorized access.

In addition to access control, Firebase supports validation rules that enforce data
integrity, such as ensuring a user’s age is a positive number or that email addresses
follow the correct format. Security measures also extend to offline operations: even
when a user is offline and making local changes, Firebase ensures those operations are
checked against the rules once connectivity is restored. Despite these strengths,
misconfigured rules remain one of the most common vulnerabilities in Firebase apps,
often leading to unprotected databases. Therefore, developers must thoroughly test and
audit their rules before deploying. In summary, Firebase’s security and authentication
system provides a flexible and powerful framework for protecting data in Android
applications, but its effectiveness relies heavily on careful rule design and proper use of
authentication methods.

4.9.8 Firebase Realtime Database Pricing

Firebase Realtime Database uses a usage-based pricing model, shown in Table 4-1,
which can be both an advantage and a challenge for Android developers. At its core,
Firebase offers a free Spark Plan, which provides limited resources such as 1 GB of
storage, 100 simultaneous connections, and a daily download cap. This plan is suitable
for experimentation, prototypes, or small applications but is insufficient for production-
level apps with larger user bases. For scaling beyond the free tier, developers must
upgrade to the Blaze Plan, which charges based on actual usage rather than fixed
monthly fees.

Free $25 per month Pay as you go
Simultaneous 100 Unlimited Unlimited
connections
GB stored 1GB 25GB $5/GB
GB downloaded 10 GB 20 GB $1/GB
Daily private No Yes Yes

backups

Table 4-1: Firebase Realtime Database Pricing
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The Pay as you go (Blaze Plan) pricing is primarily determined by three factors: data
storage, data transfer (downloads), and simultaneous connections. Data storage is billed
per gigabyte, while bandwidth is billed per gigabyte of data downloaded from the
database. Uploads are generally free, which encourages developers to optimize reads
rather than writes. The number of concurrent connections also plays a role, as apps with
many active users, such as chat platforms or multiplayer games, may incur higher costs
due to persistent listeners. This pricing structure incentivizes developers to design
efficient data models, reduce redundant reads, and limit unnecessary synchronization to

avoid escalating expenses.

A major consideration is that costs can scale unpredictably if applications are not
optimized. For instance, using too many real-time listeners or structuring data poorly
may lead to excessive downloads, increasing bandwidth charges significantly.
Moreover, unlike Firestore, Firebase’s newer database solution, Realtime Database does
not support granular billing per document read; instead, data is downloaded in chunks,
which can lead to higher costs when working with large datasets. This means
developers must carefully design their queries and database architecture to minimize

wasted data transfer.

While the Blaze Plan offers flexibility and scalability, it also creates a level of vendor
dependence, as switching to another database solution later can be complex due to
Firebase’s unique pricing and data model. Still, for many startups and medium-scale
applications, the pricing is manageable, especially when combined with Firebase’s other
free features like authentication and analytics. In conclusion, Firebase Realtime
Database’s pricing is well-suited for small to medium apps that require real-time
capabilities, but developers need to actively monitor and optimize usage to prevent

unexpected costs as their applications grow.

4.9.9 Advantages of Using Firebase Realtime Database

Real-time synchronization across all devices.

Cross-platform compatibility (Android, i0S, Web).

Offline support with automatic data sync.

Serverless architecture (no need to manage servers).

Integration with other Firebase services like Cloud Messaging, Analytics, and
Firestore.
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Firebase Realtime Database provides Android developers with several advantages that
make it a compelling choice for building modern mobile applications. One of its most
notable strengths is its real-time synchronization feature. Unlike traditional databases
that rely on periodic polling or manual refreshes, Firebase automatically updates all
connected clients whenever data changes. This capability is particularly valuable in
applications that require instant updates, such as chat systems, collaborative editing
tools, or live dashboards. Real-time synchronization significantly reduces development
complexity because developers do not need to implement their own server or socket-

based communication system.

Another major advantage is the database’s cross-platform compatibility. Data written to
Firebase is immediately accessible across Android, iOS, and web platforms, which
enables developers to build seamless multi-device experiences. This is especially
beneficial for apps that target a wide user base, as it eliminates the need for separate
back-end infrastructures for different platforms. Furthermore, Firebase includes offline
support, which ensures that applications remain functional even when users lose internet
connectivity. Data is cached locally on the device, and any changes are synchronized
with the cloud once the connection is restored. This improves user experience by
providing resilience and reliability, particularly in regions with unstable networks.

The serverless architecture of Firebase is also an advantage for Android developers, as it
reduces the need to manage and maintain backend infrastructure. This allows developers
to focus on front-end features while Google handles the scaling, uptime, and database
management. Firebase’s Realtime database tight integration with other Firebase and
Google Cloud services, such as Cloud Messaging for notifications, Analytics for usage
tracking, and Firebase Authentication for user management, further strengthens its
appeal. By offering a cohesive ecosystem, Firebase accelerates development time and
reduces the complexity of building feature-rich applications.

Finally, Firebase is an excellent tool for startups and small teams because of its ease of
use and scalability. Developers can start with minimal setup and gradually expand their
applications as user demand grows, without worrying about backend bottlenecks. While
it may not be the perfect solution for highly complex relational data, the combination of
real-time updates, offline capabilities, cross-platform integration, and seamless scaling
makes Firebase Realtime Database a strong choice for a wide variety of Android

applications.
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4.9.10 Limitations of Firebase Realtime Database

e Limited querying capabilities, compared to SQL.

e Data structure complexity, improper design can lead to performance issues.

e Pricing model, based on bandwidth and storage may become expensive for
large apps.

e Not suitable for complex relational data.

Despite its strengths, Firebase Realtime Database comes with some limitations that
developers must carefully consider before adopting it as the backend for Android
applications. One of the most significant challenges is its limited querying capability.
Unlike traditional relational databases, Firebase Realtime database does not support
complex queries involving multiple conditions, joins, or advanced filtering. Developers
can only perform basic operations such as ordering, filtering by a single property, and
limiting results. This restriction means that as data grows, retrieving specific subsets can
become inefficient, often requiring restructuring of the data to fit Firebase’s querying

model.

Another limitation lies in data structuring. Since Firebase stores data in a hierarchical
JSON tree, poorly designed structures can lead to redundancy, difficulties in scaling,
and performance issues. For example, deeply nested data can become difficult to
manage, while overly flat structures may cause duplication. Developers need to
carefully plan and normalize their database schema to ensure efficiency, which can be
challenging for those accustomed to relational models. Additionally, Firebase’s NoSQL
approach is not ideal for applications that rely heavily on complex relationships or
transactions involving multiple objects. While it does provide basic transaction support,
it lacks the sophistication of relational databases for handling highly interdependent
data.

Cost management is another potential drawback. Firebase follows a pay-as-you-go
pricing model based on bandwidth, storage, and simultaneous connections. While this is
cost-effective for small projects, it can become expensive as the user base scales,
especially for applications with high read and write frequencies. Developers need to
carefully optimize their database usage and minimize unnecessary listeners to avoid
unexpected charges. Furthermore, because Firebase is a proprietary platform managed

by Google, applications built on it face a degree of vendor lock-in. Migrating away
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from Firebase to another backend solution can be complex, as data structures and client
code are tightly integrated with the platform.

Finally, although Firebase provides Security Rules to control access, improper
configuration is a common vulnerability. Many developers, particularly when
prototyping, leave databases open to the public without realizing the security risks,
leading to data breaches. This places responsibility on the developer to thoroughly
design and audit rules before production. In summary, while Firebase Realtime
Database is powerful for real-time, scalable applications, its limited querying, data
structuring challenges, potential cost escalation, and vendor dependence highlight the

importance of evaluating project requirements before fully committing to the platform.

4.9.11 Firebase Realtime Database Conclusions

Firebase Realtime Database provides Android developers with a robust, scalable, and
easy-to-use backend solution for building real-time applications. Its offline support,
cross-platform compatibility, and seamless integration with other Firebase services
make it particularly attractive for small to medium-scale apps. However, developers
must be cautious with database structuring, querying limitations, and cost management.
With proper design and best practices, Firebase can greatly simplify Android

development and deliver a seamless user experience.
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5 RESULTS AND EVALUATION

5.1 Introduction

This chapter presents a comprehensive evaluation of the proposed smart bio and cultural
guiding system. The evaluation framework has been carefully designed to address the
unique challenges posed by the heterogeneous nature of the platform, which seamlessly
combines mobile system execution, artificial intelligence-driven personalization
mechanisms, and human-centered interaction paradigms. Given these diverse
components, each operating at different levels of abstraction and requiring distinct
validation methodologies, this evaluation adopts a dual-methodology approach that
ensures both technical rigor and practical relevance.

The evaluation strategy employs two complementary layers, each designed to address

specific aspects of system performance and user experience:

1. Synthetic-data-based evaluation, which is specifically used to assess system
performance characteristics, scalability properties under varying loads, and artificial
intelligence behavioral patterns under controlled and reproducible conditions. This
approach ensures that technical metrics can be measured with precision and

repeatability, essential for scientific validation.
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2. Controlled observational usability evaluation, which is employed to assess human
interaction metrics such as task completion time, task success rate, and perceived
usability. This layer captures the subjective and experiential dimensions of system
performance that cannot be adequately measured through automated testing alone.

This methodological separation is essential for maintaining scientific correctness and
avoiding invalid inferences that could arise from conflating different types of
measurements. Synthetic data are used exclusively as controlled stimuli to activate
specific system functionalities and trigger particular code paths, while system-level
performance metrics such as CPU usage, memory consumption, and network latency
are measured independently using platform-specific instrumentation tools. Crucially,
human-centered usability metrics are obtained exclusively through direct observation of
actual participants performing predefined tasks in controlled settings. Throughout the
entire evaluation process, no persistent personal data were collected, processed, or

stored, ensuring full compliance with privacy regulations and ethical research standards.

5.2 Evaluation Objectives and Research Questions

The comprehensive evaluation framework aims to validate the proposed system across
three critical dimensions: technical performance, algorithmic effectiveness, and user
experience quality. To provide clear direction and measurable outcomes, the analysis is
guided by the following research questions, each addressing a specific aspect of system

validation:

RQ1: Can the proposed system operate efficiently on commodity Android devices
without imposing excessive resource consumption that would degrade device
performance or drain battery excessively? This question addresses the fundamental

requirement of mobile deployability on mainstream consumer hardware.

RQ2: Does the artificial intelligence-based personalization mechanism demonstrably

improve the relevance and ranking quality of recommended points of interest when

George Tsamis - February 2026 207



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system
compared to non-personalized baseline approaches and rule-based recommendation
strategies? This question evaluates the core value proposition of the intelligent

recommendation engine.

RQ3: Does augmented reality guidance significantly improve task efficiency metrics
and spatial understanding capabilities when compared to a traditional non-AR guiding
interface? This question assesses whether the additional complexity of AR

implementation delivers tangible benefits to users.

RQ4: Is the proposed system architecture suitable for scalable deployment in realistic
bio-tourism and cultural-tourism scenarios, considering factors such as network
infrastructure requirements, concurrent user capacity, and geographic distribution of

services? This question evaluates the real-world viability of the architectural design.

5.3 Overall Evaluation Methodology

5.3.1 Methodological Separation
To rigorously avoid invalid inferences and maintain scientific validity, the evaluation
framework explicitly separates two distinct evaluation paradigms, each with clearly

defined purposes and measurement protocols:

Synthetic-data-based evaluation
This evaluation layer is specifically employed for assessing:

* Atrtificial intelligence model behavioral characteristics and decision-making patterns

under various input conditions

* Recommendation quality metrics including precision, recall, and normalized

discounted cumulative gain
» System performance characteristics under varying computational and network loads

* Network scalability properties and resource utilization patterns as user loads increase
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Controlled observational usability evaluation
This evaluation layer is specifically employed for measuring:

» Task completion time across different user interface configurations and interaction

modalities
» Task success rate indicating the percentage of tasks completed without critical errors
« Error frequency and patterns during typical usage scenarios

« System Usability Scale (SUS) scores capturing holistic user satisfaction and perceived

ease of use

It is crucial to emphasize that synthetic datasets do not directly calculate performance
metrics such as CPU usage or memory consumption. Rather, these datasets generate
reproducible interaction streams that trigger specific application code paths and feature
activations in a controlled manner. The actual performance metrics, including CPU
utilization, memory consumption, 1/O operations, and network traffic patterns are
measured independently using Android-specific profiling tools and system
instrumentation while the application executes these synthetically-generated workloads.
This separation ensures that measured performance characteristics reflect genuine

system behavior rather than artifacts of the simulation process.

5.3.2 Baseline Systems
To provide meaningful comparative context and demonstrate the advantages of the
proposed intelligent and augmented reality-enhanced approach, the system is

systematically compared against three carefully selected baseline implementations:

Baseline A: This baseline represents a static point-of-interest listing system that ranks
locations based solely on geographic proximity to the users’ current position. This
approach, while computationally simple and commonly used in legacy applications,
completely ignores user preferences, historical behavior patterns, and contextual factors

that might influence location relevance.
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Baseline B: This baseline implements a rule-based recommendation system that uses
manually predefined interest categories selected during initial application setup. While
this approach introduces a basic level of personalization, it relies on static user profiles
that do not evolve based on observed behavior and cannot capture the dynamic, context-

dependent nature of user preferences in tourism scenarios.

Baseline C: This baseline represents a traditional mobile guiding application that
provides navigation and information delivery functionality without any augmented
reality components. Users interact exclusively through conventional map-based
interfaces and text-based information displays, serving as a control condition for
evaluating the specific contributions of AR technology to spatial navigation and

information comprehension.

5.4 Synthetic-Data-Based System Performance Evaluation

5.4.1 Synthetic Interaction Streams

To comprehensively evaluate system performance across diverse usage scenarios,
synthetic interaction streams were carefully generated to emulate realistic mobile
application usage patterns as observed in preliminary field observations and derived
from established mobile tourism application behavior studies. These synthetic streams

encompass the following core interaction sequences:

* Point-of-interest discovery and browsing activities, including list scrolling, detail view

access, and image loading

» Map-based routing and navigation operations, including route calculation, turn-by-turn

guidance activation, and real-time position updates

» Augmented reality guide activation and sustained usage, including camera stream

processing, overlay rendering, and sensor fusion operations

* QR code scanning sequences, encompassing camera initialization, code detection,

decoding, and content retrieval
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* Bluetooth beacon detection and proximity estimation, including continuous scanning,

signal strength measurement, and beacon identification

» Text-to-speech content delivery activation, including audio synthesis, playback

control, and background audio management

Each interaction stream was executed repeatedly across multiple test sessions to ensure
measurement stability, identify potential memory leaks, and verify consistent
performance characteristics across extended usage periods. This repetition strategy also
helps to distinguish transient initialization effects from steady-state operational

behavior.

5.4.2 CPU and Memory Consumption

Central processing unit utilization and memory consumption patterns were
systematically measured using Android Studio’s integrated profiling tools during the
execution of the synthetic interaction streams. These measurements were conducted on
a representative mid-range Android device (Samsung Galaxy A52, Snapdragon 720G
processor, 6GB RAM) running Android 12, representing typical hardware available to
the target user demographic.

Quantitative Results

Scenario Avg CPU Peak CPU Avg Memory Peak Memory
(%) (%) (MB) (MB)

POI Browsing 2 14 66 124

Map Navigation 21.7 44.6 135 146

AR Guiding Mode 4 16.9 150.8 168

QR Code 8 15.3 149 173

Scanning
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Beacon Detection 3 24.8 150.8 185
Table 5-1: CPU vs Memory Consumption

Interpretation

The quantitative results presented in the table reveal several important characteristics of
the system resource utilization profile. Most notably, average CPU usage remains
consistently below the 25% threshold for standard interaction scenarios such as point-
of-interest browsing, map navigation, and beacon detection. This moderate resource
consumption suggests that the application imposes minimal impact on overall device
responsiveness and leaves substantial processing capacity available for other concurrent
applications and system processes. This characteristic is particularly important for
mobile tourism applications, which users typically run alongside other utilities such as

messaging apps, camera applications, and social media platforms.

The higher peak CPU utilization observed during map navigation mode (44.6%) and
deacon detection operations (24.8%) represents expected behavior given the
computational demands of these features. Map Navigation requires continuous
processing, real-time communication with the online data provider, and sensor fusion
combining gps, gyroscope, accelerometer, and magnetometer data. Similarly, beacon
detection involves using Bluetooth Low Energy (BLE) technology to allow a scanning
device (typically a smartphone, tablet, or gateway) to discover, identify, and measure
proximity to small, battery-powered radio transmitters called beacons. These beacons
continuously broadcast unique, encrypted, or non-encrypted identifiers to provide
location-based, context-aware information to applications, and error correction
decoding. Crucially, these elevated CPU peaks are transient and short-lived, persisting
only during the active use of these specific features and quickly returning to baseline

levels when users exit these modes.

Memory consumption patterns exhibit stable behavior across all tested scenarios, with
measurements indicating that memory usage stabilizes after initial object allocation and
does not demonstrate continuous growth during extended application sessions. This
stability strongly suggests correct implementation of application lifecycle management,
proper resource cleanup in activity and fragment lifecycles, and absence of memory
leaks that commonly plague complex Android applications. The observed memory

footprint, ranging from 66 MB to 185 MB depending on active features, falls well
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within acceptable ranges for contemporary Android applications and leaves sufficient

memory available for system operations and other running applications.

From a practical deployment perspective, these resource consumption characteristics
demonstrate that the proposed system can effectively coexist with other mobile
applications in a multi-tasking environment without monopolizing device computational
resources, draining battery excessively, or degrading the overall user experience through

system slowdowns or application terminations due to memory pressure.

5.4.3 Network Traffic and Latency
Quantitative Results

Feature Median Latency (ms) 95th Percentile (ms)
POI Retrieval 220 210
Route Calculation 310 300
AR Content Sync 280 260
QR Content Fetch 190 210
Firebase Sync 160 190

Table 5-2: Measuring Network Traffic and Latency

Interpretation

The network performance measurements reveal that all core services successfully
operate within sub-second latency thresholds, a critical requirement for maintaining the
perception of responsiveness that users expect from modern mobile applications.
Research in human-computer interaction has consistently demonstrated that response
times below approximately 1000 milliseconds are perceived as essentially
instantaneous, while latencies exceeding this threshold become increasingly noticeable

and can negatively impact user satisfaction and task performance.
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The slightly elevated latency values observed for route calculation (310 ms median, 300
ms at 95th percentile) and AR content synchronization (280 ms median, 260 ms at 95th
percentile) are directly attributable to the inherent complexity of these operations. Route
calculation involves calls to external mapping services such as Google Maps Directions
API or OpenStreetMap, which must process complex graph traversal algorithms across
road networks while considering real-time traffic conditions, road closures, and routing
preferences. These external dependencies introduce network round-trip times and
server-side processing delays that exceed the latency of simple database queries.
Similarly, AR content synchronization requires retrieving larger data payloads including
three-dimensional model files, texture images, spatial anchor definitions, and metadata,

resulting in increased transfer times proportional to content size.

Despite these variations, all measured latencies remain well within acceptable
performance bounds as defined by mobile application usability guidelines. The network
traffic patterns demonstrate predictable scaling behavior, with data consumption
growing proportionally to feature utilization rather than exhibiting unexpected spikes or
continuous background data transfers. This characteristic indicates efficient caching
strategies, appropriate use of delta updates rather than full data refreshes, and proper
implementation of connection pooling and request batching. From a deployment
perspective, the observed traffic volumes suggest that the system is suitable for
operation in bandwidth-constrained environments typical of mobile networks,
particularly in rural or remote tourism destinations where cellular network infrastructure

may be limited.

5.5 Synthetic-Data-Based Artificial Intelligence Evaluation

5.5.1 Synthetic Dataset Characteristics

To evaluate the artificial intelligence components under controlled and reproducible
conditions, a comprehensive synthetic dataset was generated following established
methodologies for creating realistic user interaction patterns. The dataset was carefully
designed to balance statistical realism with the need for controlled experimental

conditions that enable systematic evaluation of algorithmic behavior.
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Parameter Value
Synthetic users 1,200
Points of Interest 820
Sessions 9,600
Avg interactions per user 38

Table 5-3: General Dataset Characteristics

The synthetic datasets incorporate carefully calibrated sources of controlled noise,
including simulated GPS positioning errors with spatial standard deviations matching
real-world GPS uncertainty distributions, incomplete user sessions representing realistic
application termination patterns, and varying interaction density levels that reflect the
heterogeneous engagement patterns observed in tourism applications. These noise
components are essential for ensuring that the evaluation does not over-fit to idealized

conditions that would never occur in actual deployment scenarios.

5.5.2 User Classification Results

The user classification component of the artificial intelligence system aims to
automatically categorize users into distinct behavioral segments based on their
interaction patterns, preference signals, and mobility characteristics. This classification
enables the system to apply appropriate personalization strategies and recommendation
algorithms tailored to each user archetype.

Model Accuracy Macro-F1
KNN (k=5) 0.78 0.75
Multi-layer NN 0.85 0.83

Table 5-4: User Classification Evaluation
Interpretation
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The comparative evaluation demonstrates that the multi-layer neural network
architecture achieves superior classification performance across both accuracy and
macro-averaged F1-score metrics when compared to the K-Nearest Neighbors baseline
approach. This performance advantage is particularly pronounced in scenarios
characterized by sparse interaction histories and noisy sensor data, which are common
conditions in real-world mobile tourism applications where users may provide limited
preference signals and GPS positioning may be subject to significant uncertainty. These
empirical results provide strong justification for the adoption of learned neural network
models rather than simpler distance-based approaches for adaptive user profiling in

dynamic guiding environments where user behavior patterns evolve over time.

5.5.3 Recommendation Quality Results

The recommendation quality evaluation assesses the system ability to generate relevant
and properly ranked lists of points of interest that match individual user preferences and
contextual factors. This evaluation employs standard information retrieval metrics that

measure both the relevance of recommended items and the quality of their ranking

order.

Method Precision@5 Recall@5 NDCG@5 Precision@10
Baseline A 0.22 0.18 0.24 0.20

Baseline B 0.31 0.26 0.33 0.28

Proposed Al 0.41 0.35 0.45 0.37

Table 5-5: Recommendation Quality Evaluation

Interpretation

The quantitative results demonstrate that the artificial intelligence-driven
personalization approach substantially outperforms both baseline systems across all
evaluated ranking quality metrics. The improvement in Normalized Discounted
Cumulative Gain (NDCG) is particularly noteworthy, as this metric specifically

measures the quality of ranking order by assigning higher importance to relevant items
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appearing earlier in the recommendation list. This characteristic is especially critical in
mobile application contexts where screen real estate is limited and users typically
engage with only the top-ranked recommendations before making navigation decisions.
The consistent performance advantage across multiple metrics like precision, recall, and
NDCG at both cutoff values (k=5 and k=10) provides robust evidence that the learned
personalization model successfully captures user preference patterns and delivers
tangibly superior recommendation quality compared to simpler proximity-based and

rule-based alternatives.

5.6 Controlled Observational Usability Evaluation

5.6.1 Study Design

A controlled observational usability study was conducted to evaluate human interaction
with the proposed system under realistic task conditions. The study involved 12
participants recruited from the university community, representing a diverse range of
ages, technical backgrounds, and prior experience with mobile tourism applications and
augmented reality technologies. Each participant completed the same set of predefined
tasks using both the proposed system (with AR guidance and Al personalization) and
the baseline non-AR application, with task order counterbalanced across participants to

control for learning effects.

All evaluation sessions were conducted in short, supervised sessions lasting
approximately 3-5 minutes per participant, during which a researcher observed task
completion and recorded objective performance metrics without interfering with natural
interaction patterns. Importantly, no personal data beyond basic demographic categories
(age range, technical expertise level) were recorded or stored, and all participants
provided informed consent before participation. The study protocol was designed to
comply with ethical research standards while providing sufficient data to answer the

core research questions regarding usability and task performance.

5.6.2 Task Performance Results
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Task Success (%) Success (%) Median Time Median Time
Proposed Baseline Proposed (s)  Baseline (s)

POI Discovery 92 83 55 7.2

Start Navigation 100 92 3.5 4.4

Locate POI 83 78 6.8 11

QR Scan 92 92 4.0 4.3

TTS Guidance 100 100 2.5 2.8

Table 5-6: Task Performance Analysis

Interpretation

The task performance results reveal distinct patterns across different interaction
categories, with the most substantial performance gains occurring in spatial orientation
and navigation tasks. The Locate POI task, which requires participants to physically
navigate to a specific point of interest using the application’s guidance system,
demonstrates particularly striking differences. The proposed AR-enhanced system
achieves an 83% success rate with a median completion time of 6.8 seconds, compared
to the baseline 78% success rate and 11-second median time. This 5-percentage-point
improvement in success rate, coupled with a 38% reduction in task completion time,
provides compelling evidence that augmented reality guidance substantially reduces the
cognitive load associated with translating two-dimensional map representations into

real-world spatial navigation decisions.

The POI Discovery task similarly benefits from the Al-driven personalization
mechanism, with the proposed system achieving 92% success versus 83% for the
baseline, and completing tasks in a median of 5.5 seconds compared to 7.2 seconds.
This improvement suggests that intelligent recommendation filtering helps users
identify relevant locations more efficiently by presenting contextually appropriate
options earlier in the browsing process. Interestingly, tasks that do not directly leverage
the distinguishing features of the proposed system, such as QR code scanning and text-

to-speech guidance, show minimal performance differences between the two systems,
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which serves as a useful validation that observed improvements in other tasks are
genuinely attributable to the AR and Al components rather than general implementation

quality differences.

5.6.3 System Usability Scale (SUS)

System SUS Score Std. Dev.
Proposed System 82.5 16.1
Baseline System 68.0 7.4

Table 5-7: Measuring System Usability Scale

Interpretation

The System Usability Scale provides a standardized metric for assessing overall user
satisfaction and perceived ease of use. A SUS score above 80 is generally interpreted in
the research literature as indicating excellent usability, while scores between 68 and 80
represent good usability, and scores below 68 suggest marginal or poor usability
requiring significant improvements. The proposed system SUS score of 82.5 (+6.1)
therefore places it firmly in the excellent category, while the baseline system score of

68.0 (£7.4) falls precisely at the threshold between acceptable and marginal usability.

This 14.5-point difference in SUS scores is particularly noteworthy given that the
proposed system incorporates additional complexity through augmented reality
interfaces and artificial intelligence personalization features that could potentially
increase cognitive load and reduce learnability if poorly implemented. The fact that
participants rated the more feature-rich system as more usable suggests that the added
functionality delivers genuine value that outweighs any increase in interface
complexity. The relatively small standard deviations (+6.1 for proposed, 7.4 for
baseline) indicate consistent user experiences across the participant sample, suggesting
that the usability advantages are not limited to specific user demographics but rather

represent broadly applicable improvements.
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5.7 Comparative Evaluation Summary

Integrating results across both synthetic-data-based and controlled observational
evaluation layers reveals a consistent pattern of performance advantages for the
proposed system. The evaluation demonstrates that the system successfully achieves its

core design objectives across multiple dimensions:

 Improved recommendation relevance and ranking quality, as evidenced by substantial
gains in precision, recall, and NDCG metrics across multiple cutoff thresholds when

compared to both proximity-based and rule-based baseline approaches

* Reduced task completion time and error rate in realistic usage scenarios, particularly
for spatial navigation tasks where augmented reality guidance demonstrates clear

cognitive load reduction benefits

» Acceptable resource consumption characteristics suitable for deployment on
commodity mobile hardware, with CPU and memory utilization patterns that allow
concurrent operation with other applications without degrading overall device

responsiveness

» Clear usability advantages in spatial navigation tasks, validated through both objective
task performance metrics and subjective satisfaction measurements via the System

Usability Scale

These convergent findings from independent evaluation methodologies provide robust
evidence supporting the technical viability and user-experience quality of the proposed

approach for bio- and cultural-tourism applications.
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5.8 Threats to Validity
As with any empirical evaluation, several potential threats to validity must be
acknowledged and considered when interpreting the results:

Internal validity: The use of synthetic data for system performance and Al evaluation,
while methodologically necessary for reproducibility and privacy compliance, may not
fully capture all behavioral nuances and edge cases that would emerge in extended real-
world usage. Synthetic interaction patterns, despite being calibrated to match observed
statistical distributions, may fail to replicate certain complex behavioral sequences,

unexpected user strategies, or rare but important usage scenarios.

External validity: The evaluation was conducted using specific hardware
configurations (Samsung Galaxy Ab52), network conditions (university WiFi and
cellular networks in Crete, Greece), and participant demographics (primarily university-
affiliated individuals). Results may vary when the system is deployed across different
device models with varying computational capabilities, in regions with different
network infrastructure characteristics, or with user populations having different cultural

backgrounds, age distributions, or technological literacy levels.

Mitigation strategies: Several methodological choices were made to reduce these
validity threats. Repeated experimental trials with consistent results help establish
measurement reliability and reduce the influence of random variations. Systematic
comparison against carefully selected baseline systems ensures that observed
improvements are attributable to specific design choices rather than general
implementation quality. The explicit methodological separation between synthetic
performance evaluation and observational usability assessment prevents inappropriate
conflation of different measurement domains. Nevertheless, these mitigation strategies
cannot completely eliminate validity concerns, and future work should include larger-

scale field deployments across diverse contexts to further validate these findings.
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5.9 Discussion

The comprehensive evaluation presented in this chapter confirms that the proposed
smart bio and cultural guiding system successfully meets its design objectives across
three critical dimensions: technical efficiency, algorithmic effectiveness, and user
experience quality. The system demonstrates that it is possible to deploy sophisticated
artificial intelligence personalization and computationally demanding augmented reality
features on commodity mobile hardware without compromising device responsiveness
or battery life a key requirement for practical adoption in tourism contexts where users

may be away from charging facilities for extended periods.

The dual-methodology evaluation approach employed in this study provides
complementary insights that would not be accessible through either methodology in
isolation. Synthetic data based evaluation enables reproducible, privacy-compliant
measurement of system performance and algorithmic behavior under controlled
conditions, allowing precise quantification of resource consumption patterns, network
traffic characteristics, and recommendation quality metrics. This approach is
particularly valuable for identifying potential scalability bottlenecks and comparing
alternative algorithmic approaches in an objective manner. However, synthetic
evaluation alone cannot capture the subjective experiential qualities that ultimately

determine user acceptance and satisfaction in real-world deployments.

Controlled observational usability evaluation addresses this limitation by measuring
actual human interaction with the system under realistic task conditions. The observed
improvements in task completion time, success rate, and subjective usability ratings
provide strong evidence that the technical capabilities demonstrated in synthetic
evaluation translate into tangible benefits for actual users. The particularly substantial
gains in spatial navigation tasks validate the central hypothesis that augmented reality
guidance can reduce the cognitive burden associated with interpreting abstract map
representations and translating them into real-world navigation decisions, a cognitive
process that has been identified in prior research as a significant source of user difficulty
in mobile way finding applications.

The evaluation results also highlight several directions for future research and system
refinement. While the Al personalization mechanism demonstrates clear improvements
over baseline approaches, there remains substantial room for further enhancement,

particularly in cold-start scenarios where limited interaction history is available. The
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integration of additional contextual signals, such as time of day, weather conditions,
social context, and temporal preference dynamics could potentially yield further
improvements in recommendation quality. Similarly, while augmented reality guidance
proves effective for spatial navigation tasks, future work should investigate the optimal
balance between AR overlay complexity and information density to maximize spatial
understanding while avoiding visual clutter that could impair real-world hazard

perception.

5.10 Conclusions of Evaluation

This chapter has presented a comprehensive evaluation of the proposed smart bio and
cultural guiding system utilizing a rigorously separated dual-methodology approach that
combines synthetic data based technical validation with controlled observational
usability assessment. The synthetic data based experiments successfully validated
critical system performance characteristics including acceptable resource consumption
on commodity mobile hardware, demonstrable improvements in artificial intelligence-
driven personalization quality measured through standard information retrieval metrics,
and robust scalability properties suitable for deployment in real-world tourism scenarios

with distributed geographic coverage and variable network conditions.

Simultaneously, the controlled observational evaluation component confirmed
significant usability improvements delivered by the augmented reality guidance system,
with measurable reductions in task completion time, elevated task success rates
particularly for spatial navigation scenarios, and superior System Usability Scale scores
when compared to traditional non-AR baseline applications. These convergent results
from both technical and user-experience evaluation layers provide strong empirical
evidence supporting the system suitability for real-world deployment in bio-tourism and
cultural-tourism contexts where users require intelligent assistance for discovering,

navigating to, and learning about points of interest in unfamiliar environments.

The methodological rigor employed throughout this evaluation, including explicit
separation of synthetic and observational data sources to prevent invalid inferences,
careful selection of baseline comparison systems representing current best practices, and
comprehensive metric coverage across multiple evaluation dimensions, provides a
robust foundation for advancing this research program toward larger-scale, ethics-

approved field studies involving actual tourists in authentic cultural and natural heritage
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sites. Future work should build upon these validated technical and usability foundations
to investigate long-term user engagement patterns over extended tourism visits, cross-
cultural applicability across diverse tourist populations and destination contexts, and
practical scalability considerations for nationwide or regional tourism infrastructure
deployment encompassing hundreds or thousands of points of interest across varied
geographic and cultural landscapes.
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6 RELATED WORK

The development of smart bio-cultural guiding systems intersects several established
research domains, including augmented reality (AR) guiding technologies, artificial
intelligence driven personalization, and mobile applications for tourism and cultural
heritage. This chapter reviews related work across these domains, highlighting progress

to date and identifying the gaps that motivated the present study.

6.1 Augmented Reality and Guiding Systems

Augmented reality has evolved from experimental prototypes in the 1960s to robust
mobile platforms, enabled by advances in computer vision, sensor fusion, and mobile
hardware [201,202]. Early studies focused on AR for industrial training and navigation,
demonstrating that context-aware overlays could reduce cognitive load and improve
task efficiency [203,204]. More recently, AR guiding systems have been applied to
museums, archaeological sites, and urban navigation, enabling immersive visitor
experiences [205,206].

In cultural heritage, AR has proven particularly effective in overlaying digital
reconstructions on ruined monuments, presenting multilingual interpretive content, and
guiding visitor flows in crowded sites [207]. For example, museum AR applications
allow users to view 3D models of artifacts and interact with reconstructions of historical
events [208]. However, these systems often face challenges such as device dependency,
lack of personalization, and limited adaptability to diverse user contexts. Many rely on
marker-based tracking or predefined scenarios, which constrain scalability and

flexibility in real-world deployments [209].

George Tsamis - February 2026 225



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system

6.2 Artificial Intelligence and Personalization

A second strand of related research concerns the use of artificial intelligence (Al) to
deliver personalized recommendations and adaptive guidance. Recommender systems
have long been studied in e-commerce and media services, where collaborative filtering
and content-based methods dominate [210,211]. In tourism and cultural heritage, similar
approaches have been employed to suggest points of interest, optimize itineraries, and

adapt narratives to individual preferences [212,213].

Neural networks, including multi-layer Perceptrons and K-Nearest Neighbor (KNN)
models, have been explored for user classification and preference prediction [214,215].
These methods enable systems to infer implicit user interests from behavioral data such
as navigation patterns, click histories, or dwell times at exhibits [216]. While effective,
challenges remain in ensuring accuracy with sparse datasets, preserving user privacy,
and maintaining transparency in Al-driven decisions [217]. More recent work has begun
to incorporate explainable Al (XAIl) techniques and federated learning, aiming to

address these concerns while enhancing personalization [218,219].

Despite these advances, most existing personalization engines in cultural guiding
contexts remain elemental. They often rely on static profiles or manually entered
preferences rather than dynamically inferred behavioral fingerprints. Consequently, the
level of adaptability and responsiveness to real-time user interactions remains limited
[220].

6.3 Mobile Tourism and Cultural Heritage Applications

The proliferation of smartphones has significantly expanded the scope of guiding
systems. Mobile applications now integrate Geolocation, QR code scanning, Bluetooth
beacons technologies to support tourists in museums, heritage sites, and natural
landscapes [221,222]. Platforms such as Google Arts & Culture and city-specific
tourism apps have demonstrated the potential for mobile-first guiding, offering maps,
curated tours, and multimedia content [223].

Nevertheless, most mobile tourism applications emphasize content delivery rather than
intelligent adaptation. They present standardized routes and information, often
replicating the role of static guidebooks rather than leveraging mobile devices’
interactive and sensor-rich capabilities [224]. Security and data protection also remain
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underexplored, particularly when handling sensitive information such as biometric

authentication or location tracking [225].

Another limitation of existing mobile cultural applications is the lack of integration
across modalities. Visual AR overlays, audio narration, and Geolocation-based prompts
are often implemented separately, without a unified architecture capable of delivering
seamless, multimodal experiences [226]. This fragmentation undermines the potential
for inclusive and accessible guiding, especially for users with disabilities or diverse

learning preferences [227,228].

6.4 Positioning the Present Work

In summary, related work demonstrates the potential of AR for immersive guidance, Al
for personalization, and mobile platforms for accessible cultural engagement. Yet, gaps
persist in integrating these strands into a unified, adaptive system. Prior approaches are
often limited by:

e Lack of real-time personalization, few systems dynamically adapt based on
user behavior and contextual signals.

e Fragmented architectures, most solutions focus on a single modality (e.g., AR
overlays) without combining multimodal services.

e Scalability concerns, reliance on heavy computation or predefined markers
restricts usability in diverse, real-world settings.

e Privacy and ethical considerations, few studies adequately address the

implications of behavioral data collection in cultural contexts.

The present dissertation advances the field by designing and implementing a modular
Android-based platform that integrates Firebase cloud services, neural-network
personalization, and multimodal user interaction (visual, audio, AR) [229]. By
evaluating system performance and demonstrating real-world feasibility, this work
contributes a step toward next-generation guiding systems that are not only technically

robust but also socially and culturally sustainable.
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[ CONCLUSIONS

7.1 General Scientific Impact

This dissertation set out to design, implement, and evaluate a smart bio and cultural
guiding system that combines Android mobile technologies, artificial intelligence, and
cloud-based infrastructure to enrich users’ experiences in cultural, natural, and
educational contexts. The research addressed both technical and conceptual challenges
of delivering a platform capable of operating efficiently on mobile devices, adapting

dynamically to user preferences, and supporting sustainable cultural engagement.

The system architecture was successfully implemented using Firebase Realtime
Database, Bluetooth beacons, QR code scanning, and Text-to-Speech services, all
integrated within a modular Android application. Evaluation results demonstrated that
resource usage remained well within acceptable limits under typical operating
conditions, with only map-loading and augmented-reality functions exhibiting higher
CPU and RAM demands. Network monitoring confirmed predictable traffic patterns
and sub-second service latencies, validating the scalability and practical deployment

ability of the platform in real-world environments.

The use of neural network algorithms for user identification and preference prediction
introduced an effective and adaptive personalization layer. Experimental results showed
that behavioral fingerprints derived from navigation patterns, activity selections, and
interaction histories can significantly enhance both recommendation relevance and user

classification accuracy. These findings illustrate how artificial intelligence can
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transform cultural guiding systems from static information repositories into context-

aware, predictive companions capable of evolving alongside user behavior.

7.2 Novelty and Evaluation Driven Contributions

The primary novelty of this research lies in the rigorous, evaluation driven validation of
an integrated Al- and AR-enhanced guiding system on commodity mobile hardware.
Unlike prior approaches that either introduce personalization or augmented reality as
conceptual enhancements without quantitative comparison, this work demonstrates
through a strictly separated dual-methodology evaluation that each component delivers
measurable and independent benefits. Synthetic data based experiments quantitatively
confirm improvements in recommendation quality and system scalability, while
controlled observational usability studies provide empirical evidence of reduced task
completion time, higher success rates in spatial navigation tasks, and superior overall
usability compared to non-personalized and non-AR baselines. This combination of
architectural design, intelligent adaptation, and multi-layer evaluation establishes a
validated reference model for next-generation mobile guiding systems rather than a

purely demonstrative prototype.

Beyond its technical contributions, the proposed system demonstrates value across
multiple application domains. In tourism and cultural heritage contexts, it offers a
scalable and cost-effective alternative to traditional human-guided tours. In education,
the integration of augmented reality and Text-to-Speech services enhances accessibility
and supports multimodal learning experiences. In sustainability and policy planning, the
platform provides a technological foundation for informed management of natural and

cultural resources through data driven insights.

7.3 Dissertation Findings

The findings of this dissertation highlight three overarching implications:

Technical Feasibility: Mobile-centric guiding systems can integrate artificial
intelligence driven personalization and augmented reality without imposing prohibitive

computational, energy, or network costs.
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User Experience: The combination of multimodal interaction (visual, audio, AR) with

adaptive system behavior enables inclusive, engaging, and context-aware user journeys.

Social Value: Intelligent guiding systems can act as bridges between technology,
culture, and ecology, encouraging respectful and sustainable interaction with both

people and places.

Despite its promise, several limitations must be acknowledged. The reliance on Firebase
introduces concerns related to cost, vendor lock-in, and limited querying capabilities in
large-scale deployments. Although the employed Neural Networks proved effective,
they raise important considerations regarding privacy, transparency, and fairness in the
collection and interpretation of behavioral data. Furthermore, the computational
demands of real-time map rendering and augmented-reality processing remain

performance bottlenecks for lower-end mobile devices.

Future research directions include the exploration of privacy preserving artificial
intelligence techniques such as federated learning and differential privacy to enhance
user trust, as well as explainable Al methods that improve transparency and
interpretability of preference predictions. Additional avenues involve energy efficient
neural and neuromorphic models, expanded AR applications in domains such as
education and healthcare, and hybrid positioning technologies based on multi-sensor
fusion to improve localization accuracy in environments where GPS reliability is

limited.

In conclusion, this dissertation provides a comprehensive and empirically validated
framework for a next generation bio and cultural guiding system that is technically
robust, contextually adaptive, and socially relevant. By merging bio-cultural awareness
with artificial intelligence and augmented reality, the work contributes not only to the
field of mobile and ubiquitous computing but also to a broader vision of sustainable,
human centered technology. The results demonstrate that the future of guiding systems
lies not merely in delivering information, but in shaping meaningful, personalized

experiences that respect both human diversity and environmental responsibility.
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APPENDIX 1 CLASS DIAGRAM

ez

@ resder

© SCreten Rea cerTACTMReSLT Lsurchar <SCanDpTonS>)

@ hecotionder

@ meonsosse
T
Corm

= Conteatete
o aCrestin RecordLoaderContest)

o w0 resclliSirng)

ashMap<Stsing Ariytis sbDatalists
& <Creates Recordsiasder Cantext stiew Siring)

RecardsnaderlirroyLst-Strig=)
HashMapeSring Araylise> petDarad)

© <Craates OSMiConiext MaphiewTourDat)
© void loadMspSinglebestPoinadoutie doutks)
o voidiosemapl)

Vo shaPGinCIMBpdoubledoutie S0
4 voxd getser st

© vod gerCicat ccaorg)
&

e
“osirons

Foad doinBadkgroundObject
void onPoatEmateoI)

ot o il el

[Cr—

e

@®@ms

= voucetinn
e sancichadion)

Figure 9.1: Class Diagram Section (a)

[ore
[weacen (anorocy
=
fons,
(e yo—
7 PN
/
/ -
/ y /
/
=
v e, y =
b @ sascorsan
® pesconsenics e L - iy
& Recperden v
« i ancr L o  Re O MR
s s © Besor Mg btacarnir sk e s s 2
| & Reakrhew st s © tezcomy - e uros
® o] |- mmrre o - hemm T
w| o regresires
ertorfoganfiegion ot S5p UL Lo © Resestescader e
- it e e P v o) = = v onCreaue) = String URL REGISTER s
ntfegort . [ « View onCrestevien sy fterentroupBundlel g st vosT |
s A gt T e et : :
aney = Cortent getropicabanCortens e
[ v = et e QU UIRESLET SG)
< o ackf o ot
e ———

= widont
= i anTask ey

oo
= v 0Dt T TR, hon)

= bocan bt MInETESerCeTornetion i
orlietiog)

= v

Figure 9.2: Class Diagram Section (b)

George Tsamis - February 2026

245



The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system

\
|

1
@ sauiteHandier

© String TAG

© It DATABASE VERSION

© String DATABASE NAME

© String TABLE USER

5 Sering KEY 1D

© String KEY_NAME
© String KEY_EMAIL

© String KEY.

© String KEY CREATED AT

© String TABLE_FAVORITE!

o String KEY KEY

» «Create= SQLiteHandler(Comtext)
= vold onCreate(SQLiteDatobase)

v int)

(@) Uistadapter
2 ArrayList<TourData> arrayList
= Context context

© «Creates ListAdapter{Context ArrayList<TourData>) B

» boctean areAlltemsEnabled()
© boolean isEnabled(int}

= void registerDataSetObserver{DataSetObserver)
 void unregistesDataSetObserver(DataSe(Observer)
o int getCount)

Object getlterint)

» long getitemiding)

@ boolean hasStableldst)

© void 3ddUser{Sering, StFingString,String)
= vald addFavoriie(Suring)

= HashMap<String String> getUserDetaits()
» HashSet<Suring getFavaries()

 vold deleteUsers)

= void deleteFavorite{Siring)

o int geltemViewTypeling
int GetviewTypeCount)
= boolean sEmpty)

© FavoriteTours
o HashSet<Suring> favTours
© oCreates FavoriteTours)
‘» baokean containsKey(Siring)
» void agdKey(String}
= void removekey(String)
» Hasnset<String> getFavioursl)

@ rouross

o String id
o Siring thle
o String inro

 String guidance

@ String ink.

o String Image
 String rating

1 String latitude

o String longitude

@ String language

1 String key

o Suing wid

& eCraates TourDatal)
o oCreate

& String getid()
© Siring getGuidance()

& String getLink))
@ Siring geTitlel)

& String getRatingg)

@ String getLatitude()

& String getLongitude(

@ Suring getLanguage(

@ String getkeyl)

o Siring getUuid)

@ void setid(string)

@ void setGuidance(String)
& vold setimagerSuring)

& void setintrolString)

& void setLink(String)

o vold setTiee{String)

& vold setRating(string)

© void setLattude{string)
© vold setLongiude(String)
& void selLanguage(String)
& void setKey{String)

& vold setUuld{string)

& String tostring(

o String getimageUIRL()

« float getRatingFloat)

(@) sessionManager
4 String TAG
- SharedPreferences pref
 Edtor edor
& Context_contest
2 int PRIVATE_MODE
© String PREE NAME

© eCreates SessionManager(Context)
@ void setLogin(boolean)
© boolean isLoggeding

Figure 9.3: Class Diagram Section (c)

246

George Tsamis - February 2026



Chapter 9: Appendices

Figure 9.4: Class Diagram Section (d)

George Tsamis - February 2026 247




The design, architecture, implementation and artificial intelligence support of a smart bio and cultural
guiding system

APPENDIX 2 Al ALGORITHMS AND DATA
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Figure 9.5: Appendix A.1, Input Test Data, Four Columns

1:77,2:61,0 =P 4.42,1.51,2 = -0.28,4.24,0 =P 4.93,2.02,2 =P 0.88,2.23,0
372,44 0351 8i:14,43.006 3 2:87:5.92; 1 Foilb: 14023 370060251
6.66,2.89,2 1.0,2.89,0 3.91,2.78,2 2.49,3.18:0 Bulsne1d,2
§.51,1.98,3 4.87,6.1,1 8.08,3.52,3 37148, 1 9.75,3.91,3
0.53,2.98,0 5.01,1.39,2 1.06;.3:25;0 5.38,1.36,2 1.14,3.29,0
o561 helid o 7.64,3.09,3 4.13,5.26,1 8:00: 12963 3.94,4.67,1
5.42,0.26,2 1.35,2.23,0 5.04,0.25,2 0.88,2.83,0 4:26,1:18;2
Gl 138033 3.96,5.68,1 9.24,1.92,3 4.13,5.29,1 757,219 3
1.65,4.28,0 1.78,1.19;2 0.56,3.91,0 Sana1uiga i 0422530
5.47,5.72,1 9152153 5.07,4.78,1 Fa220 20063 A D]
4970062 -0.28,3.35,0 .67 0.27,;2 1.15,2.57,0 5.13,0.1652
B240; 317 23 1.676.42:1 717, 2295,3 4.25,5.96,1 8.59,3.95,3
1.86,2.95,0 SRR 1.14,2.22,0 6.4,2.35,2 1.09,3.6,0
Siaidshe 1901 8.,023.91;:3 3:46;5.34; 1 7.73,3.75,3 4.23,5.69,1
3Ol 0i65 1.:68,;3.25;0 T 2 [l s W 0:63,2:72;0 6.23,0.36,2
9.49,3.23,3 3.89,5.58,1 8.54,3.03,3 Ry ey 9.19,3.96,3
0:73,3.79,0 3.42,12506,2 1:33;1.93,0 4.05,0.69,2 1434, 2760
4.13,5.46,1 8.82,3.86,3 5.22,4.41,.1 7.49,3.84,3 4.31,5.81,1
4.14,2.49,2 2.01,2.9,0 6.05,2.24,2 038, 3t04-0 8642 052
8.44,2.86,3 4.26,5.68,1 10.3;3.5;3 1:17:4:67;1 Te5adn:3

0.67,2.95,0 iy By Y 1.67,2:71,0 4.04,2.25,2 120014 3. 57,0
4.92,4.31,1 Tiu51,43- 79,3 2.96,5.8,1 7.74,3:91,3 3.23,4.05;1
6.04,1.29,2 1.19,3.19,0 6.03;1.95;2 0.84,5.0,0 4.22,2.26,2
7:47;3:96:3 2233454801 8.58,2.89,3 4.51,5.62,1 T, 2u0253
2.33,3:27,0 F G503, 1/87,3.56,0 5.18,0.62,2 162502 60
5598063 1 8..32;3.09;3 88 606 9.04,3.78,3 5527:6.61;1
1.36,0.34,2 DTS5 A252250 5:39,1.02,2 1.61,2.63,0 3.6,1.69,2
10.08,3.29,3 4.52,5.48,1 8.45,2.28,3 4.:67,5=61;1 8.23,4.65,3
125040100 1:65,1.14,2 1.62;.3.05;0 A507 1482 0.75,2.09,0
450590 o 8.4;1.6;,3 - 4.14,6.78,1 - 7.88,3.32,3 4.41,4.82,1

Figure 9.6: Appendix B.1, Input Test Data, Three Columns

248 George Tsamis - February 2026



Chapter 9: Appendices

{

"David Smith":

{
"VYertigo": 4,
"Scarface™: 4.5,
"Raging Bull":
"Goodfellas": 4.5,
"The Apartment™: 1.0

}.

"Brenda Peterson":

{
Iertager o0l
"scarface": 1.5
"Raging Bull": 1.0,
"Goodfellas":
"The Apartment™ 0
"Roman Holiday": 4.5

e

"Rill Daffy"™:

{
"Yertigo™: 4.5,
M Scartacets oLl
"Goodfellas": 4.5,
"The Apartment™: 1.0

I

"Samuel Miller":

{
"Scarface¥: 3.5,
"Raging Bull": 5.0,
"The Apartment™: 1.0,
"Goodfellas™: 5.0,
"Roman Holiday":

e

"Chris Duncan":

{

"The Apartment": 5.
"Raging Bull": 4.5
}
}

Figure 9.7: Appendix C.1, Training Users' Data

import argparse
import json
import numpy as np

def build arg parser():
parser = argparse.ArgumentParser (description="'Compu similarity score')
parser.add_argument ( rl', dest="userl', required=True,
help="First
parser.add_argument (
help="'Second u
parser.add argument ("-
choices=["'Eucli
return parser

er2', required=True,

type", type", required=True,
'Pearson'], milarity metric to be used')

Figure 9.8: Appendix C.2, Arguments Parser
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# Compute the Euclidean distance score between userl and user2
def eu:lideanis:-’e{dataset, userl, user2):
if userl not in dataset:
raise TypeBrror('Cannot find ' + userl + ' in

if user2 not in dataset:
raise TypeError('Cannot find ' + user2 + ' in

$# Movies rated by both userl and user2
common movies = {}

for item in dataset[userl]:
if item in dataset[user2]:
common_movies[item] = 1

# If there are no common movies between the users,
# then the score is 0
iE 1en{common7movies) =3

return 0

# Compute the squared differences between the ratings
sguared diff = []

for item in dataset[userl]:
if item in dataset[user2?]:
Squared_diff.appendtnp.square(dataset[userl][item] - dataset[user2] [item]))

¢ Return the Euclidean score (inverse Euclidean distance and bounded [0,1])
return 1 / (1 + np.sgrt(np.sum(squared diff)))

Figure 9.9: Appendix C.3, Euclidean Score Algorithm

# Compute the Pearson correlation score between userl and user2
n_score{dataset, userl, user2):
if userl neot in dataset:

raise TypeError('Cannoct find ' + userl + ' in th

if user2 net in dataset
raise TypeErrecr('C

d * 4 mserZ + * in

# Movies rated by both userl and user2
common_movies = {}

for item in dataset[userl]:
if item in dataset[user2]:
common_movies[item] = 1

num_ratings = len(common movies)

# If there are no common movies between userl and user2, then the score is 0
if num ratings == 0:
return 0

# Calculate the sum of ratings of all the common movies
userl_sum = np.sum([dataset[userl][item] for item in common movies])
user2_sum = np.sum([dataset[user2] [item] for item in common movies])

# Calculate the sum of squares of ratings of all the common movies
userl squared sum = np.sum([np.square (dataset[userl] [item]) for item in ccmmongmcvies})
user2 squared sum = np.sum([np.square (dataset[user?2] [item]) for item in c@mmon_m@viesj)

# Calculate the sum of products of the ratings of the common movies
sum_of products = np.sum([dataset[userl][item] * dataset[user2][item] for item in common movies]

# Calculate the Pearson correlation score

# Calculate the various parameters required to compute the Pearson score
Sxy = sum of products - (userl sum * userZ sum i num_ratings)

Sxx = userl squared sum - np.sguare(userl_sum) / num ratings

5yy = user2_sgquared sum - np.sguare(userZ_sum) / num ratings

4 If there is no deviation, then the score is 0
if Sxx * Syy = 0:

return 0

# Return the Pearson score
return Sxy / np.sqgrt(Szx * Syy)

Figure 9.10: Appendix C.4, Pearson Score Algorithm
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# if name == "_main " protects other people to execute test and documentation code

# automatically if_they import your module. If you see this kind of code in another module,

# you can import it and the code will not be executed
if name ='_main '

args = build arg parser().parse args()

userl = args.userl

user2 = args.user2

score_type = args.score_type

ratings_file =

with open(ratings file, 'r') as f:
data = json.loads(f.read())

if score_type == 'E
print ("\nEucli ")
print(euclidean score(data, userl, user2))

else:
print ("\nPear 1 kot |
print (pearson score(data, userl, user2))

Figure 9.11: Appendix C.5, the Main Function

import argparse
import json
import numpy as np

from compute_scores import pearson_score

def build arg parser():

parser = Ergparse.Argument?arsertdescripticn:‘Find u

v

, required=True,

parser.add argument ('
help='TInput u
return parser

Figure 9.12: Appendix C.6, the Argument Parser

# Finds users in the dataset that are similar to the input user
def find similar users(dataset, user, num users):
if user not in dataset:
raise TypeError('Cannot find ' + user + ' in

# Compute Pearson score between input user

# and 211 the users in the dataset

scores = np.array([[x, pearson score(dataset, user,
x)] for x in dataset if x != user])

# Sort the scores in decreasing order
scores_sorted = np.argsort(scores[:, 1]1)[::-1]

# Extract the top 'num users' scores
top users = scores sorted[:num users]

return scores[top users]

Figure 9.13: Appendix C.7, Find Similar Users Function
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if name ='_main ':
args = build arg parser() .parse_args()
user = args.user

ratings file = 'ratings.

with open(ratings file, 'r') as f:
data = json.loads(f.read())
print{'\nU
similar users

print('U
print('-'*41)
for item in similar users:

print(item[0], '\t\t', round(float(item[l]), 2))

ilar to " + user + '":\n'")
find similar users(data, user, 3)

larity score'

Figure 9.14: Appendix C.8, Similar Users Main Function

import argparse
import jaon
import numpy as np

from compute scores import pearson_score
from collaborative filtering import find similar users

def build arg parser():
parser = argparse.ArgumentParser(description='Find t mov > ar f t ] n user')
parser.add_argument (' ', dest='u ', required=True,
help=' t r')

raturn parser

Figure 9.15: Appendix C.9, the Movie Recommendation Parser

# Get movie recommendations for the input user

def get_recommendations(dataset, input_user):
if input_user not in dataset:
raise TypeError('Ca ' + input user + ' in the dataset')
overall scores = {}
similarity_scores = {}

for user in [x for x in dataset if x != input_ user]:
similarity score = pearson_score(dataset, input user, user)

if similarity score <= 0:

continue
filtered list = [x for x in dataset[user] if x not in \
dataset[input user] or dataset[input_user][x] == 0]

for item in filtered list:
overall_ scores.update({item: dataset[user][item] * similarity score})
similarity scores.update({item: similarity score})

if len(overall scores) == 0:
return ['No recomme

# Generate movie ranks by normalization
movie scores = np.array([[score/similarity scores[item], item]
for item, score in overall scores.items()])

# Sort in decreasing order
movie scores = movie scores[np.argsort(movie scores[:, 0])[::-1]]

# Extract the movie recommendations
movie_recommendations = [movie for _, movie in movie_scores]

return movie recommendations

Figure 9.16: Appendix C.10, the Get Movie Recommendation Function
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if name ==' main ':
args = build arg parser().parse args()

user = args.user
ratings_file = 'ratings.json'
with open(ratings_file, 'r') as f:

data = json.loads(f.read())
print ("\nMovie recommendations for " + user + ":")
movies = get recommendations(data, user)
for i, movie in enumerate (movies):

print(str(i+l) + '. ' + movie)

Figure 9.17: Appendix C.11, the Movie Recommendation Main Function
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