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Abstract

Smart devices with numerous sensors and actuators connected to servers via
heterogeneous networks form an increasing technology trend. The transmission, storage, and
manipulation or analysis of big data raise many issues which the research community should
address. A common practice to lighten a server’s workload is adding an intermediate device
(gateway) to (1) synchronize various networks, (2) gather, filter, and preliminarily analyze the
data from the sensors, (3) control any local actuators and (4) send the extracted data to the server.

Since gateway devices are often portable embedded systems with restricted processing
capability to easily function close to sensors, software optimization plays a crucial role in
ensuring data integrity and real-time functionality. Parallel execution and concurrent buffers
could easily contribute toward that direction. In this study, we investigate the way that
concurrent buffers implemented as wait-free single-producer single-consumer queues perform on
two different use cases: (1) a Bluetooth-to-Wireless healthcare gateway transferring biosensor
(ECG) data, and (2) a CAN-to-CAN in-vehicle gateway transmitting CAN frames.

In the Bluetooth-to-Ethernet gateway, we focus on enhancing the performance of
biosensor data flows across the gateway by examining lock-free concurrent queues and
traditional lock-based circular FIFOs that embody single-producer single-consumer principles.
Our results show that for large biosensor rates, the waiting time of the concurrent queue is
smaller. Large rates, above 256 pulses/s, are not supported by the biosensor but are examined by
designing a self-similar, digital twin process.

In the CAN-to-CAN gateway, we examine efficient frame transfer across incoming and
outgoing CAN interfaces at the gateway. In our embedded platform prototype, each CAN
interface is controlled independently by a corresponding POSIX thread. Inter-thread
communication is implemented using shared data structures, namely lock-free concurrent
queues, and traditional lock-based circular FIFOs. Our experimentation relies on increasing
communication reliability and performance by minimizing frame loss and improving the egress
CAN frame rate.

Our experiments show that the frame waiting time in the queue is smaller for the

concurrent queue, while relaying messages is equally fast, reaching a maximum output rate of



~380 frames/s for large enqueue rates near saturation. Power consumption is higher for the faster

concurrent queue implementation.



Iepinyn

O1 é€vmveg ovokevé pe ToAAOVG aoBnTpeg (Sensors) kot evepyomomtég (actuators) oe
€TEPOYEVN SIKTLO O1 OTTO101 TAPAYOLV KO OTTALTOVY OEOOUEVA, OVTIOTOLYO, ATOTEAOVV piot OAO Kot
T GLYYPOVN TACT GTNV TEYVOAOYIO KOl GLYKEVIPOVOUV UEYOAO EMIGTNHOVIKO KOl EPEVVITIKO
EVOLLPEPOV OTIC UEPES poc. Qotdco, M petdooon, n dlaxeipion kot 1 avdAvon ovtod Tov
peydiov oykov osdopévov (big data) oto dwkopoty €yeipovv moAAd (ntMuota, To omoio
OTOGYOAOVV TNV E€PELVNTIKY] KOWOTNTA, GTO omoio. KoAeiton vo mpoteivel Abon. Mo kown
TPOKTIKY Y10 TN HEI®MOT TOL POPTOL EPYACING EVOC KEVIPIKOD OOKOUOTH €lval 1| TPosO KN Hog
(M meprocotépmv) evoldipeons cvokevng (mhin-gateway) yw: (1) 10 cLYXPOVICUO ETEPOYEVAOV
OIKTV®V, (2) TN GLAAOYY, TN SAOYN Kot TV OVIAVGT] TV dEdOUEVOV amd Tovg ausOntipec, (3)
TOV EAEYYO TMV EVEPYOTOMTAV KOt (4) TNV ATOGTOAN TOV £E0YOUEVOV OEOOUEVMOV GTOV KEVTPIKO
dtakopiot. Agdopévov OTL o1 cvokKevég TOANG (gateway devices) eivor cuvBmg @opntd
EVOOUATOUEVO, GUGTILOTO LLE TEPLOPIGUEVEG EMEEEPYOUOTIKEG SUVOTOTNTEG KOl KAVOTNTA VO
Aertovpyohv €0KOAN KOVIQ GTOVG OoONTAPEG AOY® TOV HEYEOBOLG KOl TOV EVEPYELNK®DV TOVG
avaykov, 1M Peitiotomoinon tov Aoyopkod mailel xvpiapyo poéAo  dwceaiilovtoc TNV
OKEPOLOTNTA TOV OEOOUEVOV KOl TN AETOVPYIKOTNTO GE TPAYUATIKO YpoOvo. H mapdiinin
ektéleon ko M ypnon dopmv (buffers) mov emrpémovv Tov TawTOYXPOVIGUO (Concurrency) Oa
UTOPOVGE €VKOAN, VO S1ELKOAVVEL TN dlodikacior TPog vt TV KatevOLVeN. XV TapoHoo
HEAETN, OlEPELVNCAUE TOV TPOTO LE TOV OMOI0 Ol TOPAAANAES OOMEG YWPIG OvOUOovE) €VOG
TOPOY®YOL Kot EvOg KotovaAimt (wait-free single-producer single-consumer queues) amodidovv
oe OVO OlpopeTikég mepmtmoelg ypnons: (1) éva ovomuo  petddoong  dedopévav
niextpokapdioypaenuatog (ECG) uéow BT-Wireless gateway, kat (2) o€ évo e6mTEPIKO SiKTVLO
LETOY®YNG TOKETOV 6€ £va. avyypovo oxnuo (in-vehicle CAN-to-CAN gateway).

Ymv nwoAn ECG, eotidlovpe ot PBertioon g amddoong g pong dedopévov evog
BroacOnmpa (biosensor) koatd pnkog upiag mOANG  Bluetooth-to-Ethernet, e&etdlovrag
TaVTOYpovEG oVpég Ympic kKAewapud (lock-free concurrent queues) kot TAPUSOCIUKES KUKAIKES
FIFO mov Pacifovion oe kiedapiég apoaiov amoxkieiopot (traditional lock-based circular
FIFOs) mov evompatdvouy apyEg Lovov mopoymyod povov katavaiwotn (Single-producer single-
consumer). Ta amote éopotd pog deiyvouv 0Tt yio, LYNAoD pLOUOD pETAd0oNS dEdOUEVDV EVOG

BroaicOnmpa, o ¥pdvog avapovig e TapdAinAng ovpdg (concurrent queue) sivar piKpOTEPOG.



Ot peydror pvBuoi, mhveo amd 256 maipovc/devt., dev vrootpiloviar and 10 ProoicHnpa,
aAlG eEetdlovion péow pag mavopoldtunng (self-similar) dwadikaciog ynoeakod 61800V
(digital twin process).

Ymv devtepn mepimtwon ypnong mov oaeopd ommv woAn CAN, efetdloope Vv
amotelecpoTikn petopopd mhaiciov (frame transfer) péow swoepydpevov kol eEepyopevov
dwovvdéocewv CAN (incoming and outgoing CAN interfaces). Xto mpwtdtuno (prototype) tng
EVOOUATOUEVNS TAATEOpLOG pag, kKOs diemapny CAN gAéyyetar aveEdptnta and Eva avtictoryo
viuo. POSIX (corresponding POSIX thread). H emkowovia tov vnudtov (Inter-thread
communication) vAomotgitor ¥pPNOHOTOIOVTOG Kowdypnoteg dopég dedouévaov (shared data
structures), mo GULYKEKPIUEVE TOVTOYPOVEG OOUEG YOPIG KAEWUPLEG OpolBaiov OTOKAEIGUOD
(lock-free concurrent queues), kot TapPadOCIOKEG KUKMKEG OVPES PaCIoUEVES 0E KAEBOPIEG
apotBaiov anokieiopod (mutual exclusion lock-based queues).

H nepapatikn pog dwdkacio Baciletar oy advénon g aSomotiog Kot g omddoong
G EMKOWMVING, EAOYICTOTOLOVTIOG TNV amwAEln TakéTov (frame loss) kot Peltidvovtag to
pvOud petdooong maxétwv g eE6oov CAN (egress CAN frame rate). Ta mepdpotd pog
delyvouv 0Tt 0 ¥pOHVOC OVOLOVIG TG LETAOOOTG TOV TAKETWMV GTNV 0VPA Eivol LIKPATEPOG YO TNV
TOVTOYPOVN ovpd (concurrent queue), Evd M avapeTtddoon Unvopdtev sivor e&icov ypryopn,
etévovtag éva péytoto pulud e£6dov mepinov 380 makéTa/devTEPOAETTO, Y10 LEYAAOVG pLOOVG
€10000V KOVTé o€ Kopeopo (saturation). Téhog, | KaTavaAwon pedpoTog eivon vYNAGTEPT GTNV

nepintwon ToydTEPNG LAOTOINGNG TOTOYPOVNG 0VPAG (faster concurrent queue implementation).
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Chapter 1 — Introduction

The Internet of Things (10T) [1] is ever-expanding, playing a significant role in real life.
The extensive use of 10T systems in the industry, health, energy, and smart living has increased
productivity, energy saving, and better living in general. Since smart things make use of many
sensors/actuators over different networks while they are connected to the internet, several issues
have risen related to security, reliability, responsiveness, and big data management. To address
these issues, embedded gateway devices are widely used as they can host implementations that

enable the design of more complex systems.

loT Devices loT Gateway Data Systems

% ‘A“A‘ 7
® ©

nl

L Hy

Figure 1.1. 10T stack
Gateways form a 'bridge’ between legacy and next-generation devices to the 10T idea, as
they are called to fulfill a plethora of operations as an intermediate device between the Things
and the Cloud. More specifically, third generation 10T gateways are critical system components
as they:
1. integrate lightweight narrow-bandwidth device networks (RS232, RS485, Bluetooth,
wireless, etc.) to communicate with sensors, actuators, or other subsystems, and

broadband heavyweight networks (e.g. the Internet) that transmit sensor data to server or



cloud systems for further analysis and decision making, while also ensuring their
integrity,

manage the storage of the data, filter, prioritize, and commonly apply analytics on them,
receive or send intelligence from/to the Cloud and - in some cases - make autonomous
decisions,

. facilitate data flow securely between edge devices and the Cloud, as Figure 1.1 shows.



1.1 Gateway Applications

Due to their capabilities, third generation gateways are applied to a huge number of
systems nowadays. Ostensive and extensive usage applications of gateways can be found in the
automotive industry, healthcare systems, 10T and Industrial 10T (I10T) ecosystems, and sensor
networks.

In the case of 10T systems, the use of an intermediate gateway could reduce the total
workload of the cloud by filtering data gathered from the sensors, extracting analytics, and
making decisions.

For instance, modern smart homes are equipped with many smart devices, including
multiple sensors/actuators to monitor and perform smart operations. The sensors are connected to
a local 10T microcontroller over wired networks (on-board or peripherals). The microcontroller
communicates with the cloud or directly to users’ smartphones through one or more edge devices
over Wi-Fi or ethernet protocols. Let us consider a smart washing machine- its sensors monitor
temperature, water flow, pressure, vibration, dirtiness, door status, and load of washing. Some
possible actuators may focus on switching on/off the device, starting, pausing, or stopping the
washing process, and opening the door. The sensors periodically or (ideally in real-time) give
their status change to the microcontroller, which processes the data and - in conjunction with the
user’s selections - calls the actuators to perform an action and informs the cloud/user. If any
malfunctions are detected, the microcontroller decides to prohibit or block some operations and
instantly informs the user. Figure 1.2 shows a diagram of an edge loT gateway communicating

with numerous smart devices.
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Figure 1.2. Edge gateway diagram [2]

Unlike 10T, Real-Time Embedded Systems (RTES), Cyber-Physical Systems (CPS) and
Wireless Sensor Networks (WSN) related to healthcare or automotive require more autonomy
that plays a crucial role, since a malfunction may threaten human life. In those cases,
sensors/actuators are rated by criticality and more critical sensors have a significant priority
compared to the rest (multimedia, humidity sensors, etc.). When priority is strictly considered,
different network protocol synchronization and prioritization assurance among the messages of
critical sensors/actuators and the gateway become important, as well as possible latencies.

For example, a proximity sensor on a car detects an object approaching it, but the driver
takes no action (slowing or braking). The gateway must be instantly informed and actuate the
hydraulic brakes to slow down. Any latencies from network congestion or CPU load may prove
to be disastrous since the threshold for this critical operation is 50ms or less.

Automotive systems are composed of soft and hard real-time embedded subsystems.
Ensuring synchronization among network protocols and message dependencies and ordering
using static priorities makes the design of these systems even more complex. A gateway is a

common solution to manage critical and non-critical in-vehicle networks (see Figure 1.3).
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Figure 1.3. Interconnection among in-vehicle different modules [3]

The most common network in automobiles is the Controller Area Network (CAN bus) [4]
by which multiple devices and sensors intercommunicate with different prioritizations. Other
network protocols are LIN, FlexRay, MOST, and Ethernet which provide wider bandwidth and
higher speed. On top of them, other wireless networks (Wi-Fi, Bluetooth, and Cellular Networks)
could also be combined to extend automobile functionalities, such as mobile phone Bluetooth
connection, Cloud services, embedded phone features, etc.

Embedded systems have also many applications in the healthcare industry. They are used
for monitoring vital signs, amplifying sounds in electronic stethoscopes, and nearly every kind of
imaging system, including PET scans, CT scans, and MRIs. Glucose monitors, pacemakers,
CPAP machines, and a variety of biomedical sensors also rely on embedded systems. With
biomedical applications, embedded systems allow doctors to remotely monitor patients’ health
and make diagnoses and treatment decisions through telemedicine and other remote systems.

For the reasons above, gateways may have to manage a huge amount of data steaming

from several sensors, which is mandatory to be kept for further analysis and patient profiling. In


https://www.delkin.com/applications/healthcare/

some cases, such as remote surgery, real-time responsiveness also plays an important role. Figure

1.4 shows an example of the healthcare system topology.
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Figure 1.4. The architecture of healthcare monitoring systems in Smart Intensive Care Units [5]

Regardless of the context, 10T, CPS, etc., recent technologies tend to integrate many
sensors, actuators (as peripherals or on-board), and other peripheral devices, with mixed
criticality levels, different topologies, and different communication interfaces. Peripheral devices
transmit data over networks like CAN Bus, Bluetooth, Ethernet, WLAN, 4G/5G, etc., while the
onboard ones use internal buses. All these parameters make managing, scheduling, and proper
operation even more complex for the gateway device since it is called to process many requests

at a time.

1.2 Gateway Architecture

Modern IoT gateways consist of several components arranged in different layers. They
are responsible for a specific reason, e.g., network management, sensor stacks, etc. Thus,
depending on the aim of the gateway, different components can be present in the architecture.

Figure 1.5 shows an 10T gateway architecture that contains several components separated
into five layers. The two base layers include, on the one hand, the integrated hardware (CPU,
RAM, storage modules, connection modules, etc.), and on the other hand, an operating system
(commonly lightweight) to manage the available hardware. On top of them, a variety of

protocols, stacks, and microservices are used to synchronize sensors, ensure security, and enable



communication between edge devices remotely accessed, managed, or updated (FOTA -

Firmware over The Air).
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Figure 1.5. 10T gateway architecture. [6]

In this thesis, we deal with Bluetooth-to-Ethernet and CAN-to-CAN gateway architectures.

These architectures are further detailed in the following subsections.

1.2.1 Bluetooth-to-Ethernet Gateway Architecture

Bluetooth is a short-range wireless communication technology standard. It uses short-
wavelength UHF radio waves of a frequency range between 2.4 and 2.485 GHz. Bluetooth
enables one to create an area network wherein multiple devices talk to each other wirelessly via
Bluetooth or to a central control system - a typical usage is the hospital monitoring of patients
with cardiovascular diseases. For example, all electronic sensors in a hospital ward can be
connected to a central control system via Bluetooth, and the central control system is controlled

over the Internet.



Gateways can play an important role in a large-scale architecture of transferring data
from different areas to the Cloud over the Ethernet/WLAN. They could receive data from
sensors over Bluetooth and send them synchronized and serialized to the Cloud in real time.
Extending the example of the previous paragraph, an individual gateway can be used for
collecting data from a group of sensors (e.g., in a ward or a few rooms). All gateways transfer the
data to the Cloud over the Ethernet network to a remote server.

As Figure 1.6 shows, a Bluetooth module manages to receive data from several remote
sensors. Once received, data are cached in a central queue (or a dedicated queue for each sensor).
A Wi-Fi/Ethernet module is responsible for gathering data from the queue and sending them to a
remote server over the Internet. The Queue Management and Feedback Mechanism assure
correct functionality.

&“c [immmm}

1 1)

’% y

3 1 - Data cache queue oD -
O

i Blue- - E-
5 collection i U AN Wi-Fi 0=

module
module Queue —

2 i fesoec || managemen -
method
Feedback _4
@ content

Sensor nodes Bluetooth gateway Server

J

.

.|

[m._]

Figure 1.6. The overall architecture of the Bluetooth gateway system [7]



1.2.2 CAN-CAN / CAN-Ethernet Gateway Architecture

The classic in-vehicle network architecture (presented in Figure 1.3) facilitates a central
gateway that is responsible to communicate and route data to/from a variety of ECUs. Because of
the increased communication overhead as more ECUs and devices are added in modern vehicles,
a domain-based architecture was developed, where various functional domains with a domain
controller are interconnected through the central gateway. According to this model, most of the
data communication occurs within these functional domains, reducing the communication load
on the gateway. Furthermore, the architecture is scalable to allow adding more functional
domains. The domain-based architecture is depicted in Figure 1.7.

|
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Figure 1.7. Domain-based Architecture [8]

As mentioned in Section 1.1, CAN is the widely used protocol in vehicular
communications to provide and control various functionalities. It enables critical real-time
communications for engine management, brake control, airbags, body systems control, etc. The
CAN protocol uses inter-connected buses to transmit CAN frames between various ECUs inside
a vehicle network.

A gateway (or domain controller) is responsible for connecting domain devices to other

domains or the central gateway. Let’s assume a case where all devices of a specific domain are



interconnected via a CAN bus, and there is a domain controller on that bus, which communicates

with the central gateway over another CAN bus or Ethernet (Figure 1.8).

—> Queue >

ﬁ {} ) CAN/

CAN Processing
Module Ethernet
Queue (Filter/Validate,
Management Process,
Module Convert)

/

Figure 1.8. CAN-CAN/Ethernet Gateway architecture overview

The most common architecture found on such a gateway includes two connection
modules (CAN and CAN, or Ethernet), a queue (or a system of queues), and software modules to
either synchronize accesses into the Queue or process the data (validation, filtering, security
check, analysis, conversion, etc.). The communication modules (receiver and sender) and the

Queue engueues/dequeues are controlled by a set of threads dedicated on each side.

recv Threads send Threads

System Queues

Valid frames

|
{

Figure 1.9. Inter-thread communication in the gateway.
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Figure 1.9 examines inter-thread communication in the gateway. According to the figure,
N recv and N send threads are responsible to control independently each CAN/Ethernet
interface, i.e., recv threads receive and filter frames arriving from the incoming interface before
enqueuing valid frames into a Queue. Simultaneously, send threads dequeue frames from the
Queue and send them further via the outgoing interface. This system of queues facilitates inter-

thread communication, and it can be implemented using shared parallel data structures.

1.3 Concurrent Queues

Traditional data structures use critical sections (on shared memory) for supporting
concurrency, which is synchronized by mutual exclusion locks. Locks are widely used as they
offer simple programming abstractions although they suffer from several weaknesses in a
(possibly heterogeneous and faulty) distributed computing environment: (1) whenever a thread is
delayed inside the critical section, all the other threads cannot make any progress, (2) only one
thread can access the critical section at any given time, and (3) when there is a cyclic dependency
between one or more threads, which causes them to wait for one another to finish, thus blocking
all operations involved (deadlock) [9, 10].

To address these issues, lock-free data structures were proposed to allow concurrent
access to threads. Lock-free synchronization was first introduced by Lamport in [11] to solve the
concurrent readers’ and writers’ problem (Dijkstra’s producer-consumer problem [12]).
Numerous lock-free algorithms have been proposed for the most frequently used data structures
(e.g., linked lists [13], queues [11, 14, 15, 16], sets [17, 18], heaps [19], and binary search trees
[20, 21]).

While lock-free data structures assure system-wide progress (non-blocking algorithms),
they do not guarantee per-thread progress, as well. Wait-free algorithms, proposed in the early
90s [22], provide solutions on how a thread can complete any operation in a finite number of
steps, regardless of the execution speeds of the other threads.

For the current work, we compared three different concurrent queue implementations, in
terms of average waiting time versus average injection/insertion rate (a traditional lock-based
circular queue, a wait-free version of Lamport’s single-produce single-consumer

implementation, and Cameron’s wait-free queue implementation) on an Odroid XU3 board to
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select the most appropriate for our single-producer single-consumer concept. The results are

shown in Figure 1.9.
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Figure 1.10. Queue performance at the Odroid XU3 gateway vs injection rate.

Lamport queue appears better for small rates, the Cameron queue (CQ) is better for
medium rates, and List (traditional Single Producer — Single Consumer synchronization) is the
most efficient for large injection rates. In general, it is not apparent how the average waiting time
that an element stays in system queues of a complex gateway is affected by network limitations
and interface delays. Thus, in our gateway implementations, we mainly focus on how the most

viable competitors (List and CQ) fare when the gateway operates, and packets are exchanged.

1.4 Objectives

This work focuses on methods and implementations to optimize gateway scheduling in
terms of (1) performance and latencies/rates, (2) scalability, (3) reliability, and (4) energy

consumption using concurrent queues. For these purposes, we design optimized gateway
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architectures for two applications: a healthcare gateway (Bluetooth-Ethernet) and a vehicular
gateway (CAN-CAN). Both gateways aim to minimize latency (and other overheads, such as
packet loss) using concurrent data structures, maximizing the use of hardware multi-core features
and extending scalability. On top of the above, we try to make the system more reliable and
energy efficient. For achieving those goals, we make use of a fast, single-producer, single-

consumer wait-free queue implementation [23] to replace existing traditional circular FIFOs.

1.6 Thesis Outline

The rest of this document is organized as follows- Chapter 2 describes and evaluates our
gateway implementation for transmitting and processing electrocardiogram data (ECG) from
Bluetooth to Ethernet. In Chapter 3, we present a CAN-CAN gateway implementation in an
automotive system along with its experimental framework. In Chapter 4, we state our

conclusions, while we discuss some future directions in Chapter 5.
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Chapter 2 - Efficient Gateway for Biosensors

Tiny wearable sensors monitoring physiological parameters assist the proliferation of e-
health services [24]. Most of these sensors send biometric signals to a remote server or cloud
center. The recipient stores, processes and analyzes patient data, typically with the assistance of a
caretaker with medical expertise. Recent market research shows that more than 50% of existing
commercial heart rate recorders such as BodyGateway (BGW) and BodyGuardian [25, 26, 27],
CardiBeat [28], Bittium Faros 360 [29], D-Heart [30] and EC-12RM [31] support Bluetooth
wireless communication, which consumes less power than Ethernet. Therefore, we need to
support gateways that facilitate the exchange of information between sensors, gateways, and
servers.

As mentioned before, lock-based data structures usually suffer from synchronization
overheads. On the other hand, lock-free (or even better, wait-free) data structures have less
synchronization overhead for shared memory accesses than lock-based implementations.
Therefore, in this work, we investigate the feasibility of designing robust and energy-efficient
real-time gateway architectures implemented either by conventional circular FIFOs or concurrent
queues.

More specifically, our research focuses on gateway architectures that manage complex
BT-to-Ethernet protocol stacks. In particular, the gateway uses rfcomm to communicate with
BGW impulse devices over Bluetooth, send command packets to program BGW devices,
provide reliable data collection of raw BT packets, and capture critical signals and send it over
Ethernet to the server.

Our gateway emulates a single-producer single-consumer bridge between Bluetooth and
Wireless. Its implementation uses either a lock-based circular FIFO (called list) or a concurrent
queue (CQ) to store received BT packets. These data structures are important in terms of
performance but have not been investigated in previous studies.

Experiments with high-rate ECG (up to 4096 pulses/s) focus on file servers to collect data
before performing ECG monitoring, analysis, or visualization. These experiments show that we
sustain soft real-time behavior at the server; note that higher rates above 256 pulses/s are not

supported by the biosensor but are probed by the self-similar digital twin sensor process. Further
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experiments examine the CQ or list waiting time delay at the gateway for different biosensor
rates.

Existing state-of-the-art implementations related to efficient ECG signal processing for
filtering, smoothing, and arrhythmia analysis have been presented in [32, 33]. Open and
commercial Android frameworks that provide a BT-to-Ethernet gateway have also been
described in [34, 35]. Although our work is more similar in its foundation to [36], which deals
with the receipt, conversion, and transmission of data packets between BT and Wireless. Our

focus is on efficient real-time processing, rather than interoperability.

2.1 Driver Architecture

We used a single-lead, wearable patch (ST Micro BodyGateway, or BGW), supporting
Bluetooth connectivity, very similar to Boston Scientific’s BodyGuardian mini/mini plus.
Bodyguardian mini has been used to record data for almost 1 million patients per year in the
USA.

An Odroid XU4 board acts as a gateway to manage a complex BT-to-Ethernet (IEEE 802.11)
protocol stack using four software components [37,38,39], as Figure 2.1 shows.
e The BT Connect Function uses bluez tools to pair with the BGW device. Similarly, a TCP

Connect Function connects to the server.

e Then, the BT Writer Thread transmits command packets to configure and request
periodic ECG data from the BGW device, i.e., up to 256 samples of ECG data per sec

(with 12-bit precision); notice that the BGW device can also support the transmission of

bioimpedance and accelerometer data.

e The BT Reader Thread operates in a loop. It first uses the r fcomm protocol to connect
and periodically receive raw Bluetooth data at the specified rate. Then, it extracts the

ECG signal from the Bluetooth packet via bit operations, considering ARM’s big-endian

architecture. Finally, it inserts signal data either to a traditional producer-consumer lock-

based “circular FIFO” (or a concurrent queue), as shown in Figure 2.1.

e The BT-to-Ethernet Sharing Thread periodically dequeues all available biometric data in
the concurrent queue (or resp. the "circular FIFO” of the list) and transmits them in real-

time to a file server (an Odroid XU3 board) when their number exceeds the current rate;
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this optimization helps improve the waiting time. An isolated 2.1 Gbit/s TP-Link Archer

C5400 router is used for the Ethernet connection between the gateway and the server.
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Figure 2.1. The gateway architecture with a complex BT-to-Wireless protocol stack.

2.2 Methodology and Optimizations

The first idea was to replace the circular FIFO with a single-producer single-consumer

concurrent queue. Apart from that, we decided to locate time-consuming modules which could

be more optimized and could improve the overall driver performance. Hence, to achieve that

goal, we

1) split the existing C/C++ code into single modules according to their functionality,

2) monitor each of them separately, and

3) provide alternative optimized implementations for selected modules.
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2.2.1 Optimizations

Several minor optimizations were made; however, an important module is recognized as
time-consuming: the extraction and transmission of values to the server over a TCP socket. In
this module, BT-to-Ethernet Sharing Thread repeatedly removes values from the FIFO and
concatenates them to a TCP packet that is being constructed at the same time. Once no more
values are found on the FIFO, the thread writes the TCP packet to the socket and starts
constructing a new one.

We discovered that when the production rate is higher than the consumption, the TCP
packet becomes very large and delays the sending process. Moreover, the TCP overheads
gradually increase the remaining time on the data structure, as a result, an overflow is caused
after exceeding the queue size limit. Additionally, constant small overheads are added in the case
of a higher consumption rate, a fact that significantly delays the thread’s execution.

Addressing the issue above, we limit the minimum and the maximum TCP packet size
depending on the ECG rate of the sensor (e.g., for a rate of 128 pulses/sec the number of the
values in each packet is 128). For higher rates, beyond 512 pulses/sec, the packet contains 512

values in order not to exceed the memory bounds.

2.2.2 Digital Twin Concept

A Digital Twin [40, 41] is a virtual replica of a real object or system, which can digitally
represent a physical object with all its properties. Digital twins are important methods because
they enable studying the behavior of a physical object in conditions that cannot be supported in
real life.

Since BGW does not support ECG rates higher than 256 pulses/sec, we developed a self-
similar, digital twin of BGW (DTBGW) for ECG rates between 512 and 4096 pulses/sec to
further investigate the performance of our implementation for higher ECG rates.

DTBGW implementation was done in three steps: (1) periodical feeding of the BGW
Reader Thread with packets identical to the real BGW packets, (2) developing a delaying
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mechanism to ensure the requested ECG rates inside BGW Read Thread and BT-to-Ethernet
Sharing Thread functions, and (3) the retainment of all the remaining functionality (run-time
initialization, configurations, etc.) as they were at the original system.

We bypassed the BT socket buffer using a mechanism to randomly feed BGW Reader
Thread with real ECG packets from a dataset taken from previous runs. The packets are streamed
every N ns, where N results from a function that measures the current time and calculates the
remaining delay that should be applied (usleep) to retain the requested ECG rate in BGW
Reader Thread.

2.3 Experimental Results

The optimized implementation, which was based on the concurrent queue, was evaluated
for its performance on an ARM7 Odroid XU4. For each implementation (list and CQ), we run
numerous tests considering different sensor transmission rates. The only supported rates for the
BGW sensor are 128 pulses/sec and 256 pulses/sec. For higher ECG rates (above 256 pulses/s),
we used the self-similar, digital twin sensor process. Another parameter we tested, apart from the

rates and the data structures, was the locality of the server and the client.

2.3.1 Gateway Metrics: Average Waiting Time vs BGW ECG Rate
Focusing on the first evaluation scenario, we assume that both the client (driver) and the

server, which receives and presents the data, run simultaneously on the same device (Odroid
XU4). In Figure 2.2, we present the performance results of our implementations on six different
ECG rates.
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Figure 2.2. Waiting time in the CQ or the list (circular FIFO) vs the BGW rate, both running
simultaneously on the same device.

Herein, we measured the average time that a packet remains on each data structure until
the consumer removes it. For small BGW rates (up to 256 pulses/s), CQ and List have a similar
waiting time. In this case, both implementations manage to extract packets immediately, without
accumulating them in the queue or circular FIFO. However, CQ outperforms the list for high
BGW rates (above 512 pulses/s); these rates are obtained using our digital twin model.

Next, we used an Odroid XU3 as a server and measured the performance of the BGW
driver. In the new setup, the driver transmits ECG values over Ethernet to the server. Figure 2.3

shows the new metrics.
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Figure 2.3. Waiting time in the CQ or the list (circular FIFO) vs the BGW rate, both running on different

devices.

The performance, in this case, follows a similar manner. The remarkable point in this
figure is the decreased average waiting time per ECG rate in comparison with Figure 2.2.

Running the server application on a different device boosts the driver's efficiency.

2.3.2 File Server Application Metrics: Instant Pulse Rate vs Time

This experiment examines the server application performance when the BGW heart rate
sensor transmits over 128, 256 pulses/sec (via the digital twin model). Figures 2.4.a and 2.4.b
examine the instant sample rate of 128 pulses/sec (or 256 pulses/sec) versus time. At lower rates,
large instant rate variations are observed because the BGW transmits pulses in bursts (up to 128

samples in a single burst).
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Figure 2.4. The instant arrival rate of ECG samples at the server for CQ and list, when (a) BGW is set at
128 pulses/s (up), or (b) 256 pulses/s (down).

Figure 2.5 shows that for higher rates (1024 pulses/sec and above), implemented using

the digital twin concept, the instant rate has a relatively small statistical variation from the mean

value. This is due to the increased number of samples per unit of time.
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Figure 2.5. The instant arrival rate of ECG samples at the server, for CQ and list, is shown; higher BGW
rates (1024, 2048, or 4096 pulses/s) are based on a normalized digital twin model.

2.3.3 File Server Application Metrics: Cumulative Average Pulse Rate vs
Time

In Figures 2.6 and 2.7, we examine the file server application and compute the
cumulative (running) average rate at the server, using the number of ECG samples processed and
the inter-arrival latency. As shown, during the 60-second period of measurements, both
implementations (CQ and list) sustain the BGW rate in real-time: usually in 1-2 seconds, or at

most ~10 sec for CQ when the BGW sensor is operated at 128 pulses/s.
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Figure 2.6. The cumulative average arrival rate of ECG samples at the server for CQ and list, when BGW

is set at 128 pulses/s, or 256 pulses/s.
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2.3.4 Energy Consumption

We used Odroid XU3's INA231 sensors to profile energy consumption in the gateway
and the server. Both queues have very low energy costs (around 0.20 Watts on average, with a
rare peak of 0.6 Watts). Figure 2.8 shows the measurements of the live energy monitoring at two

different rates.
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Figure 2.8. Energy consumption (in Watts) for CQ and list
at selected rates.
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Chapter 3 - Efficient In-Vehicle Gateway

Modern vehicles are equipped with numerous devices, sensors, and actuators to improve
occupants’ safety and experience. Some devices are connected to the internet, while all end
devices and the Engine Control Unit (ECU) are interconnected through different wired or
wireless networks (such as CAN, BT, etc.). The devices receive messages from sensors or other
devices, analyze them, and send messages back to actuators. During a one-hour car ride, millions
or even billions of in-vehicle messages could be exchanged with different priority levels,
depending on the technologies used on that vehicle.

Due to that increasing demand for in-vehicle traffic data for supporting new
functionalities, automakers connect multiple CAN buses via a central gateway. Automotive
gateways aim to transfer messages from one communication bus to another, possibly filtering
(intercepting or altering messages).

While in the old days, CAN-based communication was through an independent ECU
(often called a BCM integrated gateway), currently, in most vehicles, a Domain Centralized
Electrical/Electronic Architecture (central gateway) is used. This gateway further connects to a
few domain controllers, such as powertrain, transmission, chassis, interior, infotainment,
telematics, and diagnostics.

Recently proposed high-end automotive solutions require a centralized E/E architecture
[42, 43]. A central gateway (many-core CPU) is connected via OBD with many zone controllers
via 1000BASE-T1 Ethernet, enabling extensive telematics services and smart Cloud-based
solutions. Zone controllers act as smaller in-vehicle gateways to distribute data & power based
on the physical location of ECUs that control vehicle sensors and actuators. This new approach,
although not fully implemented, reduces wiring costs, and enables safer direct communication
from high-bandwidth sensors and actuators to central components.

In both current and future automotive solutions discussed above, the efficiency of in-
vehicle gateways is important. Our study focuses on an in-vehicle gateway architecture that
supports efficient CAN message exchanges across multiple interfaces. Controller Area Network
(CAN) is the most popular in-vehicle network [44, 45]. It is a robust serial communication bus
designed by Bosch in 1980 for applications that perform in harsh environments. Since 1993,
CAN is ISO 11898 standard.
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One or more gateway devices are often placed as intermediate agents to collect, analyze
and distribute data from/to those end devices interconnected to the CAN bus. GW devices play
an important role in the whole process, as they can filter messages in terms of security, safety,
and error detection.

In the current scenario, we investigate the efficiency of a concurrent queue as an in-
gateway buffer between the producer and consumer threads, and how it could impact the total
performance. We examine concurrent packet transport mechanisms using traditional producer-
consumer solutions (bounded buffer problem) and single-producer, single-consumer concurrent

lock-free queues. producer-consumer philosophy across multiple CAN networks

3.1 Software Stack

We utilized an experimental embedded system platform that went through several phases
of upgrades. Figure 3.1 shows our final distributed embedded platform emulating a simplified
automotive ecosystem on which gateway performance will be examined. Although our proof-of-
concept platform instance consists of only two CAN buses and three CAN nodes, it can be
extended to include 4 CAN networks and tens of CAN nodes. Below we describe the architecture

of these nodes:

e An Odroid XU3/XU4 acts as an intermediate node, a gateway. It runs Ubuntu 18.04 LTS
(Linux kernel 4.14 with preempt rt patch is used to target embedded systems with
latency requirements in the us to ms time range). Odroid XU3/XU4 has a 2GB DDR3
and uses the Samsung Exynos 5422 chipset with Big-Little CPU architecture (Cortex
A15 quadcore and second smaller Cortex A7 quadcore).

e Two Raspberry Pi 3 version B nodes running 2019-04-08-raspbian (Linux kernel 4.9
with preempt rt patch) are used as representative nodes for the non-critical CAN
(dashboard sender) and the critical CAN network (engine receiver). We used
IndustrialBerry's Canberry Dual v2.1 shield to configure a Raspberry with 4 independent
CAN interfaces. However, only two of them are used in this use case.
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Figure 3.1. A prototype of our open distributed embedded platform. ECU components are based on
Raspberry Pi with Canberry SPI-to-CAN interfaces, while the gateway is an Odroid XU3 with UART-to-
CAN interfaces (via OBD development Kit) [46]

Odroid XU3/XU4 is connected to CAN via two Scantool OBD dev kits [47]. Each kit
supports a one-way (incoming or outgoing) USB-to-CAN interface using ELM327 and
specialized STN2120 software capabilities (i.e., serial AT and ST commands). Commands
related to interface configuration, for example, a) “STP31” (or “STP33”) for RAW CAN (or
ISO 15765 OBD-based protocol), b) “STSBR2M” to set the baud rate (2Mbps baud rate is
required for a CAN rate of 5S00Kbps), or ¢) “STWBR” to write permanently the serial baud rate.
Other commands relate to sending a CAN message, for example, “ATSHA” to change CAN ID
(header of the message) or receiving a CAN message, e.g., “ATMA” to set flow control, pass, and
block filters. Access to various CAN interface on the OBD SDK, e.g., DB15, two RX/TX and
two CAN High/Low, is useful for prototyping on our platform. Another key component of the
OBD development kit is its power module, which provides an extremely fast sleep/wake

mechanism (up to 20 ns), crucial for suspending interface actions.
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Our embedded application software toolchain runs on the above 3 nodes as follows.

e For the Raspberry Pl 3 nodes (sender and receiver), built-in Linux kernel modules
support Linux CAN utilities (can-utils) to send, receive or control messages on the
Canberry shield via cansend, candump, canplay, cangw, cansniff, etc (see
[48]). Note that the time between arrivals can be measured on the sender using the Linux
candump -t a command.

e Our open-source embedded software code on the Odroid XU3/XU4 gateway extends
serial terminal (TTY) code, like minicom in [49]. The code (~25,000 lines of C code)
uses two POSIX threads in a single-producer single-consumer (bounded buffer)
synchronization pattern to control incoming and outgoing Rx/Tx traffic from each
UART-to-CAN interface. These two threads can receive CAN messages from CAN1,
process them, and respectively send them to the receiver device. Thread access to the
shared circular queue (bounded buffer or CQ) that stores pending (unprocessed)
messages are synchronized either with POSIX mutexes or lock-free/wait-free methods.
The receiver fills and the sender concurrently empties this queue. The queue size is
chosen during configuration to store many CAN frames (header and data). As previously
mentioned, the two USB-to-CAN gateway interfaces are configured and controlled using
STN2120's ELM327 AT, and ST commands. Figure 3.2 shows the process described

below.
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Figure 3.2. The embedded software stack at the gateway. Threads compete for the shared buffer; the

architecture is extendible to many (incoming/outgoing) interfaces.

3.2 Methodology & Optimizations

We identify three criteria that can optimize the total performance of the above system:

1. the replacement of the data structure by a single-producer single-consumer (SPSC)
concurrent queue, which might eliminate the delays between the threads in high
injection/output rates,

2. the detection of the optimal delay time to write on the CAN bus (via UART) during
transmission from the gateway to the receiver, to decrease lost and corrupted packets,

3. code optimizations in thread functions that could speed up execution.

For achieving the goals above, we have also used the SPSC concurrent queue
implementation, described in Chapter 2. By such a change, we hoped that the lack of locks and
barriers would improve the real-time functionality of the whole system and would increase the
total complete packets sent to the receiver. For point 2, we measured the performance of the
system in different UART inter-character delay values to determine which is the optimal one (see
§3.3.). For our last goal, we optimized loops and memory accesses/bindings without changing

the logical flow.
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3.3 Performance Evaluation

Using the above experimental framework, we examine the efficiency of frame exchanges
at the gateway by considering input parameters, such as injection rate (ingress frame rate), and
performance metrics, such as packet loss, output rate, and queue waiting time. For a fair
comparison, we leave all other CAN parameters identical, such as cable length, bus load, frame
density, and CAN bit rate. In addition, we consider power consumption metrics related to
Cortex-Al5 tiles.

We evaluate platform performance using different experiments, considering frame loss,
egress frame rate, waiting time, and energy consumption. Next, we describe each experiment

separately.

3.3.1 Detecting the Optimal Inter-Character Delay of UART Sender

Each UART controller is independently configurable with many low-level parameters,
such as baud rate, data bit length, bit ordering, number of stop bits, and parity. Our experiments
indicate that frame loss depends on the inter-character timeout of the UART-to-CAN outgoing
(sender) interface leading to the RPI2 (end-node). Notice that frame loss corresponds to at least a
one-bit error in the transmitted CAN frame. Frame loss is measured at the end node by sending
pre-specified, full-length (8-byte data) diagnostic frames that the end node knows how to handle
according to specifications.

To avoid reliability issues, we effectively limit the time to propagate serial data from the
internal buffer to the physical CAN interface via a constant inter-character timeout.

Since for a speed of 500k frames/sec, the serial port is set to 2 Mbps (with 8N1: Data bits,
1 start and 1 stop bit, and no parity), the total number of bits to send a character is 10 bits and the
time required to transfer one character is (10 bits / 2 Mbits/s) * 1M (us/s) = 5 us. Therefore,

inter-character timeout must be larger than 5 us.
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Figure 3.3. Packet losses on different UART inter-character delay values for two different rates (192 and

61.5 frames/sec).

In Figure 3.3, we examine frame loss at the outgoing link of the Odroid XU3 gateway for
a wide range of UART inter-character delays. We consider CQ and List for two relatively large
injection rates: 61.5 frames/s and 192 frames/s; the former corresponds to a 16ms delay between
consecutive frames, while the latter corresponds to a smaller delay.

Notice that for the larger injection rate of 192 frames/s (upper two curves for CQ and
List) a very high frame loss is detected on the RPI2 for small inter-character delays, especially
below 5 us; however, for large UART inter-character delays above 256 ns, frame loss decreases
abruptly to almost O (less than 0.1%). In addition, for the smaller frame injection rate of 61.5
frames/s (lower two curves), frame loss is always near zero (less than 0.1%) for both queues.

Hence, to limit frame loss, the optimal UART inter-character delay is above 5 us, as
predicted. However, as the UART inter-character delay increases further, we may violate the
real-time functionality in the CAN network, since this delay causes the frame waiting time in the
queue to vastly increase. For instance, since the total number of frame bits, including up to 24
bits for bit stuffing [50], is at most 134, a UART inter-character delay of 256 us causes each
frame to be transmitted from the queue in ~34ms, a prohibitively large value for real-time
messages in automotive communications.
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In conclusion, the optimum delay value between characters seems to be at 256ys, as, on
the one hand, both data structures show packet losses near 0% (0.325%) at the maximum rate,
and on the other hand, we had no packet losses at 61.5Hz. However, that value can
accumulatively violate the real-time functionality of the system after receiving thousands or

millions of successive packets.

3.3.2 Queue Performance on the Odroid XU3 Gateway

In this experiment, we aim to characterize different queue performance metrics by
examining the average CAN frame waiting time in the queue. More specifically, we measure the
elapsed time interval from enqueuing to dequeuing when CAN-to-CAN communication is in
place at the gateway. We consider different injection rates, from 30 to 973 frames/s). In all
experiments, UART inter-character delay is set to 8us.

As shown in Figure 3.4, the average waiting time for both CQ and List have similar
behavior in low and medium frame injection rates. However, the CQ implementation performs
slightly better (~2.2%) for rates higher than 730 frames/second. This extra slack time can help

perform slightly more sophisticated frame filtering.
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Figure 3.4. Average packet waiting time at various injection rates for CQ and List. The inter-character

delay is set to 8us
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In our next experiment, we focus on examining the gap between injection and output
rates for large injection rates. Figure 3.5 shows the output rate vs. the frame injection rate,
considering two different UART inter-character delay values: 4 us and 8 us. Notice that before
saturation, List and CQ perform well, reaching a rate of almost 380 frames/s for 4 us (resp. 340
frames/s for 8 us). Within the saturation region (too large injection rates above 500 frames/s),

List seems to slightly outperform CQ.
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Figure 3.5. Correspondence between injection and output rate for each implementation

Finally, Figure 3.6 examines frame loss vs injection rate, considering two different
UART inter-character delay values: 4 us and 8 us. Notice that frame loss is very small for both
CQ and List (less than 0.1%) when the UART delay is 8 us, but quite high especially for CQ
(between 2.0% and 26.5%) when the UART delay is set to 4 us.
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Figure 3.6. Percentage of packet losses vs injection rate.

3.3.3 Energy Consumption

For power estimation, the Odroid XU3 gateway integrates four TI INA231 current-shunt
and power sensors equipped with ADC circuits to obtain power data from A15 cores, A7 cores,
memory, and GPU. The INA231 sensors have high accuracy with a maximum error of 0.5%
ppm/°C for temperatures ranging from -40°C to +125°C which is realistic for this work [51]. The
driver is configured so that on-chip sensor configuration and data registers can be sampled from
within our CAN Gateway application running on the A15 cores via sysfs file system entries
[52]. This allows us to visualize all on-chip sensors (including thermal) by adapting the open-
source Qt-based Energy Monitor [53]; another compatible power tool that enables per-process
power profiling is ALEA [54].
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Figure 3.7. Typical power profiles from the Energy Monitor for a) List (left) and b) CQ (right), assuming
a UART inter-character delay of 8 us.

Power metrics rise as more packets enter the Gateway. The 12C driver supports an update
rate of 200ms (or higher depending on configuration), however, by averaging every instant
value, we can obtain average power consumption for each cluster (big or little) once per second.
Moreover, it is possible to view power/thermal graphics using the architecture-independent Qt-
based Energy Monitor.

Figure 3.7 (a) and (b) show CPU, memory, and GPU power consumption for List and
CQ. Notice that only A15 power consumption is significant since threads recv and send execute
on two Cortex-A15 cores and mainly access registers and cache. In addition, observe that the CQ
IS much more power intensive (~1.6 Watt/s more) than List. CQ is a wait-free non-blocking
concurrent data structure with more complex synchronization mechanisms, while List only uses
two semaphores (locks) to synchronize accesses. Data locality also plays an important role in
power efficiency; however, these issues must be further investigated.

Finally, notice that a large drop in power consumption can be accomplished using
application watchdog monitors that leverage the OBD dev kit power module’s ability to throttle,

sleep, or shut down traffic with just 20ns activation/deactivation time.
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Chapter 4 — Conclusions

Internet of Things (l1oT), an emerging trend nowadays, consists of numerous sensors and
actuators, which intercommunicate over several heterogeneous networks and produce a huge
amount of data. Transmission, manipulation, and analysis of the increasing data size are difficult
to manage on the server. Gateways are commonly used to lighten server workload as they can
synchronize heterogeneous networks, process the data, control the actuators, and feed the server
with a subset of the data required.

In this thesis, we develop two different gateway applications, study their architecture, and
evaluate performance using embedded system prototypes. We focus on both Bluetooth-Ethernet
and CAN-CAN/Ethernet architectures. Parallel execution and concurrent buffers can speed up
the performance of gateways. Thus, we focus on analyzing the performance of parallel data
structures when integrated with the gateway architecture, focusing on concurrent queues. In our
use cases, we compare some of the most popular parallel queue implementations.

More specifically, we examine the design of a gateway architecture that efficiently
transports ECG data between the sensor and the server over heterogeneous networks (from
Bluetooth to Ethernet - Wi-Fi). As the BGW does not support pulse rates higher than 256
pulses/sec, we develop a digital twin of the BGW to examine the performance at these rates. Our
evaluation includes metrics that point out that the concurrent queue has a significantly better
overall performance at higher biosensor rates than traditional lock-based producer-consumer
synchronization.

In addition, we examine the design of a gateway architecture that efficiently transports a
CAN frame across in-vehicle CAN networks using either traditional lock-based producer-
consumer or lock-free concurrent queues. In our case study, we consider the implementation of
an open, embedded CAN gateway platform and examine real-time performance characteristics
when receiving and transmitting CAN frames. Our work examines low-level issues, such as
inter-character timeout, and points out that while both queue implementations support high
performance with dequeue rates reaching ~380 CAN frames/s, lock-free concurrent queues are

faster since they have a smaller waiting time, but they also have higher energy requirements.
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Chapter 5 - Future Work

Based on our conclusions and the performance of the concurrent queues, our future work
is based on improving further the performance and scalability of gateways. More specifically, we
suggest implementing a more complex system, with different networks, more connected devices,
heavy data processing, and two-way communication between the gateway and the devices.

Especially for e-Health gateways, we hope to develop efficient implementations for
collecting data simultaneously from many heterogeneous sensors, connected over different
networks, (Wi-Fi, Bluetooth, Zigbee, etc.), which operate at different rates. Regarding in-vehicle
networks, our future work will focus on hybrid gateway architectures that connect to multiple in-
vehicle subsystems that operate at different rates, e.g., LIN, CAN, MOST, FlexRay, and CAN
FD, and may benefit from multiprotocol OBD Il simulators, such as ECUSIM2000.

For both cases, synchronization tasks within our software gateway architecture can rely
on multiple-producer multiple-consumer (MPMC) queues or appropriately adapted single-
producer single-consumer (SPSC) solutions using buffered multistage networks. In addition,
Linux RT policies can be examined to help improve the real-time performance of our gateway
architecture.

Apart from these two application domains in e-Health remote sensing and automotive,
presented in this study, these gateway prototypes could be used in other domains, such as smart

homes and the Industrial Internet of Things (110T).
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