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Ewaymyn

H Texvnt Nonuoaouvn (Al) e€ehioostal Tayutata os anapaitnto epyaieio yia dtadopoug kAadoug,
OTIWC TNC UYELOVOULKAG TEpiBaAP NG, TWV OLKOVOULKWY, TOU NAEKTPOVLKOU EUTTOPLOU, TWV LECWVY
KOWWVLIKNG SIKTUWONG, TNC YEWPYLAG K.a.. QOTOC0, N XPrion LOVIEAWY TEXVNTHG VONUOOUVNC EVEXEL
£MioNng onuavtikoUg KvdUvoug, omwc pepoAnyia(bias), mapaLaoels tng ISLWTKAC {WAG KOl AKOUGCLEG
OUVETELEG. AuTol ol kivbuvol kaBlotoUv {wTLKAG onpaciag tnv umapén mAnpodoplwv LYVNAACGLUOTNTAS
(traceability) oxetika pe povtéla TeXVNTAG vonpoouvng yla tn StaoddaAion tng Aoyodoaoiag, Tng
Stadavelag kat Tng nOKNS xpriong.

Méow Al traceability, mapéxovtal AEMTOUEPELEG OXETLKA LLE TOV TPOTIO JLE TOV OTIOLO avamTUXONKE,
EKTIALOEVUTNKE Kol SOKLUAOTNKE Eval LOVTEAO Al. BonBd toug eviladepOUEVOUC VA KATAVONGOUV TN
cupmneplpopd Tou PoVTEAOU, Va eVTOTioouV TiBavoU g KivdUvoug Kal va apakoAouBrcouv thv
anddoor) Tou e TNV mapodo Tou xpovou. Qotoco, N cUANYN Kat N epiAnn mMAnpodoplwv
xvnAaopotntag(traceability) elvat pia TOAUTTAOKN KAl TTPOKANTLKA £pYACLia, TTOU AMALTEL TN Xpron
SLapoOpwv TEXVIKWV Kal epyaleiwy.

ZTOX0G Hag Elval va TIAPEXOULE LA ETTLOKOTINGON TwV TANPOodOopLWV LXVNAACLULOTNTOC TEXVNTNG
VONUOGUVNG, CUMMEPAAUPBAVOLEVNC TNG ONUAciag, TWV TUTWY, TWV TEXVIKWY KAL TWV EpYaAeiwv yla
olvoyr) ToUG Kal EMIONG VA TTAPATIEUTMOULE OTLG BEATLOTECG TPAKTLKEG yLa T AN Kat tn Staxeiplon
TANPOdOPLWV LXVNAACLUOTNTOG TEXVNTAC VONUOOUVNG KL VO EEETACOUE TNV EAPUOYN TOUC GTOV
T(POYLLATIKO KOGLO.



Kedalato 1: Eloaywyr) otnVv yvNAQCLLOTNTA LOVTIEAWY TEXVNTNG
vonpoouvng (Al Traceability)

H xprion povtéAwv texvntig vonuoouvng(Al) yivetatl ohoéva kal mio kowvh o€ dtaddopoug kAadoug,
oupnepAaUBAVOUEVNG TNG UYELOVOULKAG TEPIBAAY NG, TWV OLKOVOULKWY, TWV UETAKLVICEWVY KOL TOU
nAektpovikoL gumopiou. Qotdaoo, N Xpron TNG TEXVNTIC VONUOCUVNG EVEXEL EMLONG ONUOVTIKOUG
KwvdUvoug, onwc pepoAnia(bias), mapapLacelg Tng ISLWTIKOTNTAG(GUAAOYT TIPOCWTILKWY SESOUEVWV)
KOL 0KOUOLEG OUVETIELEG. M va Staodaliotel n Aoyodoaia(accountability), n Stadadvela kal n b
xpnon, elvat {wTtikng onpaciag va untdpyouv MANpodopieg LYVNAACLOTNTAG OTA HOVTEAN TEXVNTHG
vonuoouvng.

Y€ auTo To kKedaAalo, Oa Slepeuvrooupe TNV €vvola TG LyvnAaoiuotntag Al kat tn onpacio tng. Oa
e€etaoou e eniong Ta TPEXOVTA MPOTUTIA LYVNAQOLUOTNTAG Al KOl TOV QVTLKTUTIO TOUG OTNV AVATTTUEN Kal
avamntuén povtéAwv Al. Mo eukoAia avayvwong Ba xpnoLOTOLOUE TOUG OPOUC OTWE AUTOL £XouV
oplotel clpdwva e TNV ayyAlkn YAwooa.

1.1 Tuonualivel o 6pog Al Traceability(txyvnAaoipuotnta Al);

H yyvnAaowuotnta Al (Al Traceability), avadépetal otnv ikavotnta mapakoAouOnong Kal KATavonong
TWV anopacewv mou Aappavovtal anod éva Povtélo Al og OAa Ta ETILUEPOUC BrilaTa TTOU auTo Ba KAvVeL
TPV KOTAANREEL 0TO amOTEAEOUA ToU. MepthapPavel tn cuAloyn kal tn Slaxeiplon MAnPodopLWV OYXETLKA
LLE TNV QPXLTEKTOVLKI TOU HOVTEAOU, Ta Sedopéva TTou xpnoLponololvTal yla ekmaideuon, Tig
UTIEPTIOPOLLETPOUG TOU OVTEAOU, TLG LETPHOELS amMOS00NG KAL TNV EKTIUNON TwV SLapopeTKWV
£KSOCEWV AUTOU TOU HOVTEAOU TIPLV TNV OPLOTIKI TOU popdr). [1]

1.2 Al Traceability: MNati Bewpeltal TOO0O oNUAVTIKA;

H Al Traceability eivatl anapaitntn yia dStadopoug Adyouc. Mpwtov, cUPPBAAAEL otn SltachaAlon TG
NN ¢ Kat uteLBLVNCE XPHOoNG TwV HovTéEAwV Al. Katavowvtag nwg éva Hoviélo AapBavel amodAoelg,
oL evdladepodpevol UmopolV va eVTOTLooUV Kal va aVTLHLETWTioouv TiBaveg pepoAnisg, Stakploelg kat
akouaoleg ouveneleg (Mitchell et al., 2019). AsUtepov, n LyvnAaotpuotnta tou Al urtootnpilel Thv
mapakoAoVBNoN Kal TV EMKUPWON TNG anddoong Tou povtehou. Aappavovtag mAnpodopieg oxeTkd
LE TNV avantuén Kot Tnv eEAMAWON Tou LOVTEAOU, oL eviladepduevol umopolv va mapakolouBolv tn
cupTEepLdOPA TOU Pe TNV MAP0So Tou XpoOvou, va evtomilouv poBANpaTa Kal vo BEATIWVOUY ThY
anddoor) tou (Doshi-Velez & Kim, 2017). TEAog, n xvnAQGLUOTNTA TNG TEXVNTAC VOnUOOUVNG
UTIOOTNPLEL TN CUPUOPPWON LE KOVOVLOTLKEC ATIALTHOELS, OTIWG 0 M'evikog Kavoviopog Mpootaciog
Agdopévwy (GDPR) kat o Nopog Qopntotntag kat YrnevBuvotntag Aodaliong Yyelag (HIPAA) (European
Commission, 2021).

1.3 OepeAdwdn npotuna yla Al Traceability
Apketol opyaviopol €xouv avamtuéel mpotuna Al Traceability yia va kaBodnynoouv thv avantuén kot
™V KaBodrynon HoVTEAWV TEXVNTAC vonpoouvng. Autd mepthappavouy to IEEE P7003 Standard for



Algorithmic Bias Considerations, To NIST Al Explainability Whitepaper kaBwg kat to Global Data Ethics
Project.[2]

To ISO/IEC 29184 sivatl eva S1eBvEG mPOTUTIO TToU TIOPEXEL KBoSYyNON OXETIKA UE TNV LYvnAaoLpuotnTa
Twv cuotnuatwv Al. To mpotumo opilel TNV LVNAAGLUOTNTA WG TNV IKAVOTNTA TapakoAolBnong tng
QVATTTUENG KOl TNG XPONG CUCTNUATWY TEXVNTHC VONUOOUVNC aTto TILG ATALTHOELG £WE TO TEALKO TTPOoiov.
MNapéxel KaBoSyNon OXETIKA UE TNV TEKUNPLWON TwV PoVTEAWV Al, cupumepAaBAVOUEVWY TWV
SeSopévwy, Tou oxedlaopoU Kot Twv Stadtkaolwv ANYPng anopaoswv.

H IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems €xel emiong avamntuel Eva
oUVOAO KATEUBUVTAPLWY YPOULWY Yl Tov NBKO oxedlaopud Al. O kateuBuvThpLeG YPaUES ToVilouV Th
onpaotia g dtadavelag kat tTng Aoyodoaoiag ota CUOTH AT TEXVNTHG VONUOoUVNG KOl GUVLGTOUV TN
XPNOoN TEXVLKWV LXVNAQGCLUOTNTOG YL TNV EMITEVEN AUTWY TWV OTOXWV.

Extdc amo ta mpdtuna, apketol kavoviopotl emBdarlouy tnv Al Traceability. MNa napdadswypa, o GDPR g
Evpwnaikig Evwong emuPaAAeL to Sikaiwpo otnv eMegnynon TG autopatonotnuévng AnPng
anoddacewv. To CCPA amaltel emiong and Toug 0pyavIoHoUG VA AmOKOAUTITOUV TLG TIPOCWTILKEG
mAnpodopiec mou cuAAEyovTal, TOUG OKOTIOUC YLO TOUG OTIOLOUC XPNOLLOTIOLOUVTAL KOL Ta TplTa HéEPN LE
T OTola KowvoroLouvTal.

Autd Ta tpotuna tovilouv TNV avaykn yla Stadavela, umeuBuvotnta Kot EMeEAynon ota LOVIEAD
TEXVNTAG Vonuoouvng. Mapéxouv eniong kaBodrynon OXETIKA LE TNV TEKKUNPLWON, TNV ETUKUPWON KoL TN
SOKLUA MOVTEAWY TEXVNTAG vonuooLvng. [3] Ta mapakdtw ival LEPLKA aTtd TO TILO ONUAVTILKA TIPOTUTIA,
TIoU Ba Tat AvVaPEPOU LUE ETILYPOULLOTLKAL:

To ISO/IEC 27001:2013

AUTO TO TPOTUTIO TIEPLYPADEL TLG ATALTHOELS YLOL cUOTH AT Slaxeiplong aohaielag mAnpodopLwv.
MepAapBavel pa evotnta yia th Stoaxeiplon cupBaviwy aodalelag mAnpodopLwy KoL T CUVEXELA.

To ISO/IEC 27002:2013

AUTO TO TPOTUTIO TIOPEXEL 0O NYLEC yLa TV epappoyn Kat T Staxeiplon eAéyxwv achaAeLog
mAnpodopLwv.

To ISO/IEC 27017:2015

AUTO TO TPOTUTIO TIOPEXEL KATEUOUVTHPLEG YPAUUEC YLIa TNV edaployr Kal tn Slaxeiplon eAéyxwv
aodalelag mAnpodoplwv eldikd yia to cloud computing.

F'evikog Kavoviopog Npootaociag AsSopévwy tne Eupwrnaikn¢ Evwong (GDPR)

O GDPR emBaM\el o Sikaiwpa otnv enefrjynon tnh¢ autopotononuévne Afdng anodpacswv. Anattel
ord TouG OpyovLOHOUG va TTAPEXOUV HLa e€fynaon yLa TO ATOTEAECUATA TNE UTOUOTOTOLNUEVNC ARPNG
onopACEWV OV EMNPEAIOUV CNUOVTLIKA TA ATOUA.



O vouog mepl anopprtou Twv Katavalwtwyv tng KaAwpopvia (CCPA)

To CCPA amalttel amo Toug opyaviopoUE va TIPEXOUV Lo ERYNON YLt TNV QUTOMATOTOLNEVN AN
anodpACEWV MOV EMNPEATEL OL LOVO TOUG AUECO EUTTAEKOUEVOUG OAAG YEVLKA OAOUG.

0ényleg tnc Opoomovdiakng Emtponr¢ Epmnopiou twv HMNA (FTC) yia aB€uLTeG 1) mopamAavnNTLKEG
TPALELG 1) paKTLkEG (UDAP)

Ot oénylec ¢ FTC tovilouv tn onpaocia tng Stadavelog otn Xpron tng TEXVNTNE vonuoouvng. Alattel
QIO TOUG OPYQVLGHOUG VO AITOKAAUTITOUV T AETITOMEPR XPNON TNS TEXVNTNE VONUooUvNG KoL va
TIAPEXOUV EENYNOELG YLOL TA MOTEAECUATO TNG AUTOUATOTIOLNEVNG ANPNG anodAoswy.

KepaAato 2: Tumot mAnpodopiac tng Al Traceability

OLtunol minpodopiag tng Al Traceability mepidapBdavouv diadopeg MTuxEG avamntuéng, ekmaibeuong kat
edapuoyng LOVIEAWY TEXVNTHG VONUOoUVNG. Z€ auTO To kedAaAalo, Ba EEpEUVICOULE TOUG
Stadopetikou TUMoug mMAnpodopLwv Al Traceability , cupnepAapBavopévng TNG APXLTEKTOVLKAC
MOVTEAWVY, TWV S€S0UEVWY TIOU XPNOLLOTIOLOUVTOL YLo EKTIOLSEUOT, TWV UTIEPTIOPOUETPWY LOVTEAOU,
TWV HETPAOEWV amodoaong Kal To versioning. O@a oulnTriooue eniong tn onuocia kaBe TOMoU
TIANPOodOPLWV KAL TOV AVTIKTUTIO TOU OTNV AVATTTUEN KAl avamtuén povtéAwy Al.

2.1 ApXLTEKTOVIKH TOU OVTEAOU

H opXLTEKTOVLKI) TOU HOVTEAOU avadEpeTal ot Sour evog povtélou Al kat otoug TUToug adyopiBuwy
TIOU Xpnotuomnotlovvtal yia th AnPn anodpdacswv. MephapBavel Tov aplBuod Kot Toug TUTIOUG TwY
ETUMES WV OE €va VEUPWVLKO SLKTUO, TOV TUTIO TNG CUVAPTNONG EVEPYOTIOLNGNG TIOU XPNOLLOTIOLELTAL KOl
TOUG OAYOpPLOHOUC TTOU XPNoLomoLoUVTaL Yia ekmaideuon Kat e€aywyr cupnepacpdtwy [4]. H
OPXLTEKTOVLKI) TOU HOVTEAOU €lval KpLOLUN YLA TNV KATOVONON TOU TPOTIOU [E TOV OTOoL0 €va LOVTEAD
AapBavel anmodAceLg Kal Tov eVTomopo mbavwyv pepoAnPLwv n dtakpioswv. MNa napadelypa, eva
LOVTEAO L€ TIPOKATEIANUUEVO aAyOpLOUo pmopel va AaBel AavBaopéveg anodpdoelg e Baon opLopéva
SnpoypadLkd 1 KOWWVIKA XOPOKTNPLOTIKA TwV OTOUWY OTA OTola eKmaldeVEeTaAL.

2.2 Aedopéva ekmaidevonc povteAou Al

Ta dedopéva mou XpNOLUOTOLOUVTAL YLa TNV eKTlaideuon evog poviélou Al elval emiong kplolpa yia tnv
yvnAaoipotnta. NepthapBavouv tnv mnyrn Twv Se60UEVWY, TOV TUTO TWV SES0UEVWV KaL TUXOV TEXVIKEG
nipoemneepyaoiag n kabaplopol(pre-processing or cleaning techniques) mou xpnotponotovuvtat. H
KOTAVONGoN Twv 6£60UEVWY TTOU XPNOLUOTIOLOUVTAL IO TNV eKTaideuon eival onUAvTLKA yLo Tov
EVTOTILOWO TBavwWV pepoAnPlwy ) opalpdtwy ota dedopéva, Ta onola UmopouV va EMNPEACOUY TNV
okp(Pela KaL TNV aKepOLOTNTO TOU POVTEAOU TEXVNTHG VONooUvNG. MNa mapadelypa, eav ta Ssdopéva
TIOU XPNOLUOTIOLoUVTAL YLoL TNV eKIaideuon Sev elval AVTUTPOCOWTEUTIKA TOU TANBUGOU Tou
TipoopileTal va eEUMNPETNOEL, TO HOVTEAO propel va AdPBel eodpalpéves amodAoeLS YLa OPLOUEVEG
opadec [5].



2.3 YIEPTIAPAUETPOL LOVTEAOU

OL unepmapAPETPOL LOVTEAOU avadEpovTal oTLC pubpuioslg Stapopdwaong mou ennpedlouv Tn
oupnepLdopd VO LOVTEAOU TEXVNTIC VONUOoUVNG, OTwE oL pubuol ekuabnong, Ta pey£n twv batch
KOlL OL TEXVLKEG regularization.[6] AUTEG oL puBUioELG UmopoUV va £XOUV GNUAVTLKO AVTIKTUTIO OTNV
amnodoon evog povtélou Al. H katavonon Twv UTIEPTIOPAUETPWY TOU HOVTEAOU gival {wWTIKNE onpaciag
yla tn StaoddAion Tng anddoong Tou LOVTEAOU KOl TOV EVTOTILOMO TiLBovwyV pofAnudatwy. Mo
mapASelypa, £vVa LOVTEAO HE TTOAU UPNAO TO0O0OTO EKUABONONG UIMOPEL va LNV CUYKALVEL 0T CWOTH
AUon, evw €va POVTENOD e TTOAU YapnAn Taktomnoinon Unopel va talplalel meplocoTePo oto SeSouéva
gknaidevonc [6].

2.4 Metproelg anodoong LoVIEAOU

OL LETPROELG ATOS00NG LETPOUV OGO KAAA amobiSel £éva LOVTENOD TEXVNTIC VONUOOUVNG O JLa
OUYKEKPLULEVN epyaoia, OmwG accuracy, precision, recall kat F1 score. AUTEG oL LETPNOELG glval
ONMOVTLKEG YL TNV ALOAOYNON TNG AMOTEAECUATIKOTNTAG EVOC LOVTEAOU TEXVNTAG VONOCUVNG KOL TOV
EVTOTILOWMO TUBavWV INTNUATwY. OL LETPNOELS AmOS00NG UIMoPoUV EMioNG va xpnotpomnotnBouy yla Tov
€VTOTILOMO TuBavn ¢ pepoAniag ) Stakplong os éva povtedo Al. MNa mapadelyua, eav €va LOVTEAO
TEXVNTAG VONUooUvNG anodibel KAAUTEPA O€ OPLOUEVECG OUASEG A0 AAAEG, Umopel va uTtoSnAwvel
pepoAnyia oto povtélo [7].

2.5 Exkdooelc poviélou(Versioning)

To Versioning povtélou avadépetal otn Staxeiplon SladopeTikwy eKEOOEWV VOGS LOVTEAOU Al.
MephapBavel tnv mapakoAolBnon Twv oAAAY WV TTOU €yLVaV OTO HOVTEAO, TNV TEKUNPLWON TwV Adywv
TwV aAAaywv Kot tn dtaoddaALon OTL oL TPonyoUUEVEC EKSOOELG TOU LOVTEAOU UMOpOoUV va
avamnopoxBouv eav xpetaletal. H €ékdoon HOVIEAWV eival {wTIKNE onpaciag yla TNy lYVNAQoLLOTNTA TG
TEXVNTAG VONHUOOUVNG, KABWG ETMILTPETEL OTOUG EVOLOPEPOEVOUG VA KATAVONCOUV TNV €EEALEN TOU
MOVTEAOU Kol TOUG AOYOUG yLa TUXOV allayEg Ttou éylvav. Yrootnpilel emiong tnv emklpwaon Kot Tn
SoKLun Tou povtélou Sivovtag tn Suvatotnta oToug eviladePOUEVOUC VA GUYKPIVOUV SLadOPETIKEG
£KSOCELG TOU HOVTEAOU Kal va evtoricouv mibava {ntiuata [8].



Kedpalalo 3: Texvikeg ouAAoync mAnpodopiag yia Al Traceability

H kataypadn mAnpodoplwv yia Al Traceability eivatl {wtikng onuaociog yia tn Stacdaiion tng
Stadavelag kat tng Aoyodooiag ota poviéda Al. e auto to kedpalalo, Ba diepeuvricoupe SLadOpPETIKEG
TEXVIKEG yLa tn ANYn mAnpodopwwv Al Traceability, cupneptAapBavouévwy Twv SeSouEvwy
TIPOEAEUONG, LETPROEWV amodoon LOVTEAWY Kal TEXVIKWV eTte€nynong. @a oulntrooupe eniong Ta
0odEAN KoL TOUG TTEPLOPLOMOUC KABOE TEXVLKAG Kol Ba Swooupe mapadeiypata xpriong Toug.

3.1 NMpoéAevon Asdopévwy (Data Provenance)

H npoéAeuon twv dedopévwy eival n kataypadn Tng MPoEAEUONG, TOU LOTOPLKOU KOl TOU
METAOXNMATLOMOU TwV SE60UEVWV TIOU XpNOLoToLloUvTaL o€ éva ovteho Al [9].Elval onuavtikd yla
Staodalion Tng moLdTNTAG KAL TNG AfLOTILOTIOC TwV SESOUEVWY TIOU XPNOLLOTIOLOUVTOL OTO LOVTEAO,
KOBWE KL yLa TOV EVIOTILOWO TiBavwV ipokataAnPewy 1 opaipdtwy ota dedopéva. Yapxouv
SLOPOPETLKEC TEXVIKEG yLa TN ANPn Sedopévwy poéleuconc, OMwe oxoAloopol petadedopévwy, lineage
tracking kat éAeyxog £€kdoong. OL oxoAlaopol LETASESOUEVWY UIMOPOUV VA XpnoLpomoLlnBouyv yia thv
kataypadn MAnpodopLWV OXETIKA LIE TNV TPOEAEUON KoL TNV enefepyacio Twv SeSoUEVWY, EVW N
lineage tracking umopet va xpnotpomnotnBel yia tnv kataypadr Tou LoTOPLKOU TWV ETAOXN LATLOMWY
Sebopévwv. O €leyxog £kSoong UopPEL va xpnotpomnolnBel yia tnv napakoAolBnon aAlaywyv ota
Sebopéva e TNV mAapodo Tou Xpovou. Eva mapadelya TeEXVIKNG TpoéAeucon SeSopévwy ival To
Provenance-Aware Service-Oriented Architecture (PASOA) rtou avamtux6nke amnod to MavemnioThLo Tou
ZaouBaumrtov. To PASOA xpnotuomnolel oxoAlaopoug petadedopévwy kat lineage tracking yia va
KotaypayeL tnv mpogAevon twv Sedopévwy Kal va e€aodaliosl Tnv moLoTNTA KAl TNV AELOTILOTIO TWV
Se60UEVWV TTIOU XPNOLUOTOLOUVTAL OE LOVIEAQ TEXVNTA G Vonuoouvng [9].

3.2 Metpnoelg Amodoong Movtélou

Ol petpnoelg anodoong poviéhou avadépovtal otoug Selkteg accuracy, precision kat recall evog
povtéhou Al. Elval onuavtika yla tnv afloAoynaon tng anddoong Tou LOVIEAOU KAl TOV EVIOTLOUO
mBavwyv {nTtnuatwy n mpokataAnPewv. Yrdpyouv dtadopol TUTOL HETPHOEWV amodoong LoVIEAOU,
OTWG PETPNOELG TAELVOUNONG, LETPNOELC TAALVEPOUNGCNG KAl LETPHOELS opadomoinonc. OL LETPAOELS
Ttaflvounong xpnotpormotlouvtal yio aloAoynon akpifelag LovtéAwv Taflvopnong, EVW oL UETPHOELS
MaAlvSpopunong xpnotpomnotlouvtatl yia afloAoynon akpifelog povtéAwyv moAvdpopunong. OL LETPHOELS
opadormnolnong xpnolpomnolouvtal yLo tThv afloAdynon Tng akpifelag twv HoviéAwv opadomnoinong. Eva
mapadelypa HETPNONG anodoong povtéhou sival n Babuoloyia F1(F1 score), n omola eival éva pétpo
NG LoopporTtiag LeTaly akpiBelag kot avakAnong o éva povtého taflvopnonc. H Babuoloyia F1
XPNOLUOTIOLELTOL EUPEWG OE EpYaOieg emefepyaciog GUOIKNC YAWaoOC, OTwE N avaAuon cuvalodiuaTog
KOLL N AVOYVWPLCTN OVOUAOTLKWY ovtotATwy [10].



3.3 Texvikec emeéryynong (Explainability Techniques)

OL TeXVIKEG EMEENYNONG ELVOL ONUAVTIKEG YL TNV KATOWONGN TOU TPOTIOU |LE TOV OTIOLO Tal LOVTEAQ
TEXVNTAG VONUOOoUVNG KAVOUV TIPOPAEPELS Kol amopAoeLs, aAAA UTtopeL va punv eival ebapuooLueg o
OAOUG TOUG TUTTOUG MOVTEAWV Kol EVOEXETAL VAL LNV TIAPEXOUV TIANPOdOPLEG yLa OAEC TLC TITUXEG TNG
oupnepLdOoPAg Tou HovTtEAoU. Mia AAAn TEXVLKN yla Tn cuAoyr Anpodoplwv Al traceability elvaw n
avahuon opoApdtwy, n onoia mepAapBAavel TV availuon Twv oPaApATwWY TTOU EyLvayv amod To LOVTEAD
KOLL TOV EVTOTILOUO TWV OLTLWV TouG. H avaAuaon opaApdtwy pmopel va BonBrostL otov eviomiopo
mBavwy pokataAPewv 1 oPoApATWY ota SESOUEVA 1] TNV OPXLTEKTOVLKN TOU LOVTEAOU, KABWG Kal vol
TapExeL MAnpodopiec os Topeic mpog BeAtiwon. Eva mapadelypa avaluong opalpudtwy ivat n epyacio
Twv Geirhos et al. (2018) [11] oxeTikA pe TNV aviiotdduion pepoAnyiag-Slaklpavong os Babid
VEUPWVIKA Siktua. Atamiotwoav OTL Ta Badld VEUPpWVIKA SiKTua TElVOUV va €X0UV UTIEPBOALKN
autonemnoibnon otig MPoBAEPELG TOUG, YEYOVOC TIOU UTTOPEL va 08Ny oL o€ OPAALATO OE KATAOTACELG
OTOU TO HOVTENOD Sev €XEL SEL ApKETA Sedopéva ekmaideuong.

3.4 Epunveuouotnta tou povtehou (Model Interpretability)

Mot GAAN TeXVLKN yLa T cUAANYN MAnpodoplwv Al traceability elval n eppunveucluotTnTa TOU HOVIEAOU,
N omola CUVENMAYETAL OTL OL ECWTEPLKEG AELTOUPYLEC TOU HoVTEAOU yivovtal Tio Sdtadaveic Kat
KOTAVONTEG. H epunVEUOLUOTNTA TOU LOVTEAOU UTtopel va BonBrnoet oTov eviomopo mbavwy
TipokaTaARPEWY ] OPAAUATWY OTNV APXLTEKTOVLKH TOU MOVTEAOU, KABWCE Kat va Tapexel TAnpodopie
o€ Topelg mpog BeAtiwon. Eva mapddely o epUNVEUCLUOTNTAC LOVTEAWV €lval n epyaocia twv Olah et al.
(2018)[12] OXETIKA e TNV OTITLKOTOLNGN XAPAKTNPLOTIKWY o€ BabLd veupwvika Siktua. Mpdtewvay pLa
MEBO0SO yLa TNV OTITLKOTOLNON TWV XOPOKTNPLOTLKWY TTOU TO MOVTEAD £XEL LABEL va avayvwpllel ota
Sebopéva eknaideuon Tou, n onola pnopei va mapExel mAnpodopieg yla Th cupnepldpopd Tou
MoVTEAOU Kat TBavES NYEG pepoAnPiog[12].

3.5 Op€An kat Meploplopot

EKTOC Ao QUTEC TLG TEXVIKEG, UTIAPXOUV ETLONG aVASUOUEVEC TEXVIKEG yLa T AN mAnpodoplwyv Al
traceability, omwg petprosic Stadopikol amoppntou Kal Sikatoouvng(differential privacy / fairness
metrics). To SladopLko amdppnTo eival pia TEXVLKN yla Th Staodpaiion OTL HEHOVWHEVA onueia
Sebopévwv dev pumopolv va evtorniotouv ota Sedopéva ekmaibsuong Tou HoVTEAOU, YEYOVOG TIOU
UToPEL va GUUPBAAEL OTNV POCTAGLO TOU ATTOPPHTOU TWV ATOUWV. OL HeETPrOELS SIKalooUvng slvat
HETPpa TNC SlkatooLVNG Kal TNG apepoAnPiag twv mpoPAEYPewy Tou LoVTEAOU, OL OTtolEC lval
ONUOVTLKEG yLa T Stachaiion OtL To povtElo dev Stalwvilel mpokaTtaAnPeLg 1) SLakploeLlg. ZUVOALKA, N
kataypadn mAnpodoplwv Al traceability eival kpiowun yia tn Staodalion g Stadavelag Kot Tne
Aoyodooiag twv povtéAwv Al. ALopOopETIKES TEXVIKEG, OTIWE N TIPOEAEV N TWV SESOUEVWY, OL LETPHOELG
oandS0o0n¢ Tou HOVTEAOU Kall OL TEXVIKEC EMEENYNONG, LITOPOUV VO TTIOPEXOUV TIANPOGOPIES YLa
SL0POPETIKEC TTUXEG TNC CUUTEPLDOPAC TOU LOVTEAOU KaL va BonBricouv oTov EVTOTILOUO TLOavwV
InTnudatwy f pokotaAnPewv. Qotdoo, KABe TeEXVLKN €XEL TA OPEAN KaL TOUC TIEPLOPLOMOUC TNG KaL N
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£TAOYN TWV KATAANAWY TEXVIKWVY YL L0 CUYKEKPLUEVH EPOPUOYT ATIALTEL TTPOCEKTLKN €€€TAON TWV
OTOXWV KOl TWV OImALTHoEWV TNG epapuoyne. MN.x. n mpoéAevon Twv SeSo0UEVWY Elval KpLoLUn yLa TN
Staodalion Tng moLdTNTAG KAL TNG AELOTILOTIOG TwV SESOUEVWY TIOU XPNOLLOTIOLOUVTOL O LOVTEAQ
TEXVNTAC VONUooUVNG, AAAQ UTTOPEL VO QTTOLTI OEL ONUOVTLKEG EMTEVOUOELG KaL TEXVOYVWala yLo tTnv
edpappoyn Toug. Emiong, oL HeTPOeLlg amoddoong LOVTEAWY ElvalL XPrOLUES YLa TNV aloAdynon ¢
amOd00N¢ TWV HOVTEAWV TEXVNTAC VONUOOUVNG, OAAG EVOEXETAL VO NV TIOPEXOUV AETITOUEPEIG
TIANpodopleg OXETIKA e TN cupmeplpopd Tou povtédou [13].
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Kedpalalo 4: Epyadeia mou xpnotponotovvtal yia Al Traceability

KaBw¢ ta povtéla texvnTh vonpoouvng yivovtal mio nepimhoka kol Stadedopéva, elval onUaviko va
TPOoPEPOUUE OTOUC eVOLOPEPOUEVOUC GUVOTTIKEG TTEPANYELS TwV Sedopévwv péow Al Traceability. 2e
auTO to Kedpahalo, Ba e€etdooupe epyaleia yia tn cuvoln twv mAnpodoplwv péow Al Traceability,
OTIWC OL KAPTEG LOVTEAWV, oL TEPLAAYELC, OL TIPOCEYYLOELG EPUNVELNG LOVTEAWV KL TOL EpYTAEia
OTITLKOTIOLNONG.

4.1 Kaptecg povtélou (Model Cards)

OL KAPTEG LOVTEAOU lval EVag UNXOVLOLOG YLO TNV TIOPOXH TUTIOTIOLNUEVWVY TIANPOodOopLWYV oTa
evOLADEPOUEVA LEPN OXETIKA PE HOVTEAQ TEXVNTHG VONUOoUVNG. OL KAPTEG LOVTEAWY CUXVA
TePAAUBAVOUV AETTTOUEPELEG OXETIKA HE TOV ETUSLWKOUEVO OKOTIO TOU HOVTEAOU, TNV amodoaon oe
Sladopa péTpa Kal ta Sedopéva Tou XpnoLomnolouvtal yia tnv eknaidsuon tou[19][30]. O okomdg Twv
KOPTWV MOVTEAWV lvat va BonBriocouv Toug eviLadpepOUEVOUG VO KATAVOIGOUV TLE SUVATOTNTEG KOL TA
opla tou povtélou. OL Mitchell et al. (2019) napouciaoe TNV L6€A TWV KOPTWY HOVIEAWV yLa TNV
npowBnon tng Aoyodoaotiag Kat TnG dtadAavelag otnv avamtuén tng texvntng vonuoouvng [8]. OL KAPTEG
MOVTEAWY UITopoUV va oXeSLAOTOUV YL [LO TIOLKIALQL LOVTEAWYV TEXVNTI G VONHOGUVNC,
CUUTEPIAAUBAVOUEVWY TWV HOVTEAWY LNXOVIKAG EKLABNONG Kal BabLdg ekuadnong.

Mo pia o euvontn mapouaciaon Tou MW ival mpayUatika pia kapta Al povtélou, mapabEétoupe
TIAPAKATW EVA TIOPASELYUOL:

Model Details:

¢ Model Name: Al Traceability System v1.0

e Developer: Al Ethics and Transparency Lab

e Date: October 2024

e License: OpenAl License

e Type of Model: Supervised Learning (Regression/Classification)

¢ Intended Use: Monitoring, auditing, and explaining Al model decisions in sensitive domains like
finance, healthcare, and insurance.

e Primary Function: The Al traceability model logs, monitors, and explains decision-making
processes by analyzing input features and predicting potential biases or inconsistencies. The
system captures detailed metadata on decisions, model behavior, and performance over time.

Intended Use:

e Primary Users: Al developers, auditors, legal compliance teams, and end-users interested in
understanding and evaluating Al systems.

e Domain of Application: Financial services (loan approvals), healthcare (diagnostic tools), and
any automated decision-making systems that require transparency.

e Goals:
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o To provide stakeholders with transparent insights into the decision-making process of Al
models.

o To trace back inputs, features, and model parameters that influence outputs.
To ensure compliance with regulations like GDPR, CCPA, and industry standards (ISO/IEC
27001).

Model Architecture:

e Architecture Type: Neural network (MLP) for prediction with decision trees for explainability
and model behavior logging.
¢ Input Features:
o Categorical features (e.g., Gender, Location)
o Numerical features (e.g., Age, Income)
o Historical decision logs
e Output:
o Probabilities (e.g., Approval Probability)
o Feature Importance Scores
o Explanation of each decision

Performance Metrics:

e Accuracy: 90% on validation data.
e Precision and Recall:
o Precision: 0.85
o Recall: 0.88
e F1Score:0.86
e Evaluation Dataset: Evaluated on diverse datasets (gender, income, and age distribution) across
financial and healthcare applications.

Ethical Considerations:

e Bias Detection:
o Regular audits ensure no undue influence of sensitive features (e.g., gender, race) on
decision outcomes.
o The model includes fairness constraints to minimize biased decisions.
e Privacy:
o Datais anonymized before training and evaluation.
o The model is compliant with GDPR, ensuring that users have the right to access, correct,
and delete their personal data.
e Explanation of Decisions:
o The model provides clear, user-friendly explanations for all decisions to ensure
transparency. This aligns with the right to explanation under GDPR.
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Limitations:

o Data Sensitivity:
o Biases may still occur if the input data is biased or imbalanced. Continuous monitoring
and retraining are required to address this.
e Model Behavior in Edge Cases:
o Limited understanding of how the model performs in rare or extreme situations where
data is sparse or highly imbalanced.
e Transferability:
o The model may not generalize well to domains outside of its training data (e.g., different
countries, regulatory environments).

Fairness:

e Steps to Ensure Fairness:
o Ongoing bias audits.
o Diverse training data covering various demographics.
o Stakeholder engagement to review and assess ethical implications.
e Potential Harms:
o Ifinput datais skewed (e.g., underrepresentation of certain groups), the model may
generate biased outputs.

Compliance and Regulatory Adherence:

e GDPR Compliance: The model supports traceability and explainability features required by the
General Data Protection Regulation.

e CCPA: Supports transparency of automated decision-making under the California Consumer
Privacy Act.

e Industry Standards: Adheres to ISO/IEC 27001 and ISO/IEC 27017 guidelines for security and
cloud data protection.

Training Data:

e Dataset Composition: The dataset includes anonymized records from financial, healthcare, and
social service applications.

e Geographical Diversity: Data collected from multiple regions, including North America and
Europe.

e Data Source: Public and proprietary data, with appropriate anonymization protocols.
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Usage Guidelines:

e Recommended Use: Suitable for Al system auditing and performance monitoring in regulated

industries.

e Limitations: Not suitable for domains outside financial, healthcare, and regulatory compliance
without further adaptation and retraining.
o Deployment Context: For use in environments where decision traceability is legally or ethically

required.

4.2 Nep\nYelg povtélou (Model Summaries)
OLepARPELG LOVTEAWV Elval £VAG TPOTIOG VA TIAPEXETAL (LA ETILOKOTINGN UPNAOU eTUMESOU €VOG
MOVTEAOU TEXVNTNG VONUOCUVNG Kal TwV TANpodopLwV txvnAaoipuétntag tou. O oToxoc Toug elvat va
TLAPEXOUV EVAV YPrYOPO KOL EUKOAO TPOTIO KATOVONONG TWV BACLKWY TTTUXWV EVOG LOVTEAOU TEXVNTAG
vonuoouvnc.[13] Nepthappavouv mAnpodopleg OXETKA LE TLG ELGOS0UC, TIG £€080UG, TIG LETPOELG
andédoong kat ta SeSopEva TOU XPNOLUOTIOLOUVTAL LA TNV eKTA{SE€UON TOU POVTEAOU KAl UITOPOUV VAl
SnpLoupynBolv XpnoLUOTIOLWVTACS HLa TTOLKIALD epyaleiwy, OTIWG TIVOKEG KAl avadopEg.

4.2.1 Mivakec

Ot mtivakeg adopouv SLadpaoTIKEG ATELKOVIOELG TTOU ETILTPEMOUV TNV e€epelivnon TwV SeS0UEVWVY Kal val
EVTOTILOTOUV PoT(Pa Kat TAoeLS. TuvnBwg meplthappavouy diATtpa mMou EMITPEMOUV OTOUG
evOLADEPOUEVOUC VA ETIKEVTPWOOUV OE CUYKEKPLUEVEC TITUXEG TWV dedopévwy. Meplkd mapadelypata

TETOLWV TIWVAKWV ElvaL:

Nivakeg epyaleiwv puepoAnyiag(Bias Dashboards): OL mivakeg epyaieiwv pepoAnyiag pmopouv va
XpNoluomnolnBouv yla TNV OMTIKOTOLNGoN TNG KOTAVOUNG Twv TipoPAEP WV ot SLaPOPETLKEC
SnpoypadkéC opASEC KaL TOV EVTOTILOUO TiBavwv mnywv pepoAniag [14]. Mapakdtw mapabétoupe
£va Selypa tétolou mivaka:

| Metric [ Description | Example Visualization |
Demographic Displays the distribution of decisions across |Bar Chart (Approval Rate
Breakdown key demographics (e.g., gender, age, race). |by Gender, Age Group)

False Positive Rate

Shows how often the model incorrectly

Grouped Bar Chart (Error

predicts a positive outcome for each group. ||[Rate per Group)
False Negative Rate Highlights mcorfect negative predictions for ||Grouped Bar Chart (Error
each demographic group. Rate per Group)

Disparate Impact
Ratio

Measures whether certain groups are
disproportionately impacted by the model's
decisions.

Pie or Heatmap (Bias Ratio
by Group)

Feature
Contribution

Examines which features (like age, income)

influence predictions the most.

Scatter Plot (Feature
Influence vs Group)
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Compares model performance and fairness
Fairness Metrics  ||scores across different demographic groups
(e.g., gender parity, income fairness).

Line Plot (Fairness Score
Over Time)

NMivakeg epyaAsiwv anddoong(Performance Dashboards): Ot mivakeg epyaleiwv andédoong Umopouv va
xpnotwuornotnBolv yla TV ontikonoinon g akpiBeLlag Tou HOVTEAOU Kal AAAWV LETPAOEWV anddoong
LE TNV TTAp0odo Tou xpovou ot Sladopetika cuvola Sedopévwv(14]. Mapakatw MapabEToVE Eva
Selypa Tétolou mivaka:

| Metric [ Description | Example Visualization |
Accurac Measures the percentage of correct predictions out of Line Plot (Accuracy Over
Yitotal predictions. Time)
Precision Shows how often the model's positive predictions are Line Plot (Precision for
correct. Each Class)
. . Line Plot (Recall vs False
Recall  |[Measures how well the model identifies actual positives. Negative Rate)
F1 Score A harmonic mean of precision and recall, indicating Line Plot (F1 Score Over
overall balance. Time)
quel Trackg chgnges in _model performance over time, Line Plot (Drift vs Time)
Drift signaling if retraining is needed.
Time taken for the model to make predictions, Bar Chart (Latency per
Latency |. .
important for real-time systems. Request)

AuTOC o mivakag BonBa otnv mapakoAouBnaon tng anddoong Tou povtéAou. MNa mapddelypa, Qv n
METpnoN petatomniong povtélou (Model Drift) dei€el OTL n akpifela Tou PHELWVETAL LE TNV TAPOSO TOU
Xpovou, Ba urmopoloe va ohpaivel OTL TO LOVTEAO XPELALETAL EMAVEKTIALSEUON 1 TIPOCAPLOYEG.

4.2.2 Avapopées

Avapopéc avalvong uepoAniac (Bias Analysis Reports): OL avadopic availuong pepoAniog
TIAPEXOUV pLat AeTTTOPEPH avAAuon Twv mBavwy mnywv pepoAnPiag oto povtéAo,
cupmnepAapBavopuEvwy TwV Se50UEVWV TTIOU XPNOLUOTIOLOUVTAL YLa TNV EKTIALSEVGN TOU HOVTEAOU Kall
NG OPXLTEKTOVLKI G TOU HOVTEAOU. MIopoUv va XpnolponotnBouv yLo ToV EVTOTILOUO TIEPLOX WY OTOU TO
MOVTEAO UTIOPEL VA €lval TPOKATEIANUUEVO KL VO TIPOTEIVOUV TPOMOUC LETPLACHOU QUTWV TWV
nipokataAnPewv. Napakdatw PAEmoupe éva deiypa Tétolag avadopdg OXETIKA e TNV IEPUMTWON
amodoxn¢ N oxL aitnong daveiou amod £vav opyaviopo:

Bias Analysis Report for Al Model: Loan Approval System v1.0

Date: October 1, 2024
Prepared by: Al Ethics & Monitoring Team

16



Model Type: Supervised Machine Learning (Classification)
Dataset: Loan application data (100,000 records, including demographic data)

@,
0’0

Objective:

The purpose of this bias analysis is to evaluate whether the loan approval model exhibits biased
behavior toward specific demographic groups such as gender, age, race, or income level. The
analysis aims to identify any disparities in predictions and approval rates among these groups.

X3

L)

Y/
0'0

Summary of Results:

Approval Rate by Gender:

o Males: 68% approval

o Females: 62% approval

o Difference: 6% higher approval rate for males
Approval Rate by Race:

o White: 70% approval

o Black: 55% approval

o Hispanic: 65% approval

o Difference: 15% higher approval rate for white applicants compared to black applicant
Approval Rate by Income:

o Income > $80,000: 75% approval

o Income < $40,000: 50% approval

o Difference: 25% higher approval rate for higher-income applicants

Metrics Analyzed:

False Positive Rate (FPR):
o By Gender: FPR for males is 7%, while FPR for females is 12%. This indicates that the
model is more likely to incorrectly approve female applicants.
o By Race: FPR for black applicants is 18%, significantly higher than the 9% FPR for white
applicants.
False Negative Rate (FNR):
o BylIncome: FNR for low-income applicants is 45%, meaning that nearly half of low-
income applicants who should have been approved are rejected.
Disparate Impact Ratio:
o By Race: The ratio of approval rates between white and black applicants is 0.79, which
falls below the acceptable threshold of 0.80, suggesting a potential bias issue.

Visualizations:

S
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e Bar Chart: Approval rate by gender, showing a 6% gap between male and female applicants.
e Heatmap: Error rates by race, with significantly higher error rates for black applicants compared
to other groups.

< Analysis & Insights:

e Gender Bias: The model appears to favor male applicants slightly more than female applicants,
although the gap (6%) is within acceptable limits. However, the higher false positive rate for
females suggests over-approving female applicants incorrectly.

e Racial Bias: The most significant bias is found in race, with white applicants having a 15% higher
approval rate than black applicants. The disparate impact ratio (0.79) indicates a strong
potential for biased behavior, especially in favor of white applicants.

¢ Income Bias: The model favors high-income applicants, with a 25% gap in approval rates
between high- and low-income groups. The false negative rate for low-income applicants is
especially concerning, indicating that many qualified low-income applicants are being rejected.

% Recommendations:

1. Model Retraining: Retrain the model using a balanced dataset that corrects for demographic
imbalances in gender, race, and income distribution.

2. Fairness Constraints: Implement fairness constraints within the model to equalize approval
rates across demographics.

3. Regular Bias Monitoring: Continue monitoring for bias every 3 months to ensure fairness over
time.

Avapopéc avadvong antddoong(Performance analysis reports): OL avadopéc avaluong anodoong
TIAPEXOUV ULt AETTTOPEPH avAAUGn TG amodoong Tou povtélou os SladopeTikd cUvola deSopéVwy Kal
oe SladopeTika oevapla. MmopoUV va XpnoLUomnoLnBoUv yLo TOV EVTOTILOUO TIEPLOX WY OTIOU TO LOVTEAO
evbéxetal va mapouaotalel xapnAn anddoon Kal va poTeivouv Tpomoug BeAtiwong Tng anodoong Tou.
MapaBétoupe KL 6w €va Seiypa avadopds avaAuong anddoong OXETIKA LE TNV TIPONYOUHEVN
neplntwon tou daveiou:

Performance Analysis Report for Al Model: Loan Approval System v1.0

Date: October 19, 2024

Prepared by: Al Performance Monitoring Team

Model Type: Supervised Machine Learning (Classification)
Dataset: Loan application data (100,000 records)
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Objective:

The goal of this performance analysis is to evaluate the overall efficiency and accuracy of the
loan approval model, ensuring that it maintains a high level of performance in terms of accuracy,
precision, recall, and speed over time.

Summary of Results:

Accuracy: 87% on the validation dataset

Precision: 85% for approved loans, 78% for denied loans

Recall: 80% for approved loans, 82% for denied loans

F1 Score: 82%

Model Latency: Average prediction time of 1.2 seconds per request

Model Drift: Slight performance degradation (3%) observed over the past 6 months

Metrics Analyzed:

Accuracy Over Time:
o Initial accuracy: 90%
o Current accuracy: 87%
o Change: 3% decrease in accuracy over the last 6 months, indicating potential model
drift.
Precision and Recall:
o Precision for approved loans: 85%
Recall for approved loans: 80%
Precision for denied loans: 78%
Recall for denied loans: 82%
The balanced precision and recall suggest that the model is neither over-approving nor
over-denying loans.
F1 Score:
o Overall F1 score: 82%, indicating a good balance between precision and recall.
Model Latency:
o Average latency: 1.2 seconds
o The latency is within acceptable limits for real-time decision-making systems, ensuring
the model can respond promptly to requests.

O O O O

Visualizations:

Line Plot: Accuracy over time, showing a 3% decrease over the last 6 months.
Confusion Matrix: Displays true positives, false positives, true negatives, and false negatives for
approved and denied loans.
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e ROC Curve: Shows the trade-off between true positive and false positive rates across various
decision thresholds.

< Analysis & Insights:

e Performance Degradation (Model Drift): The 3% drop in accuracy over time suggests
the model is drifting, likely due to changes in the data distribution or patterns of
applicants. This means the model may no longer be as effective at making accurate
predictions as it was initially.

o Balanced Precision & Recall: The model maintains a good balance between approving
correct loans and denying incorrect ones, as seen in its relatively high precision and recall
scores.

e Latency: The low latency (1.2 seconds) ensures that the model can handle real-time
requests efficiently, which is crucial for systems like loan approvals.

% Recommendations:

1. Model Retraining: Retrain the model on fresh data to address the slight drift in accuracy.

2. Regular Monitoring: Implement continuous monitoring for model drift to detect performance
degradation earlier.

3. Threshold Tuning: Fine-tune the decision threshold to improve precision and recall further, if
necessary.

4. Update Feature Engineering: Review and update feature engineering to ensure that new trends
in the data are captured.

4.3 Texvikég Eppnveilog MovtéAwy

OL TeXVIKEG eppnVelag HoVTEAWV elval Eéva cUVoAo epyaleiwv yla va e€nynBel to mwe éva povtélo
TEXVNTAG Vonuoouvng Aappavel anodacels. OL TEXVIKEG EpUNVELAC LOVIEAWV UItopoUV va
TepAABAVOUVY TEXVIKEG OTIWG N avAAuon onuooiag xapaktnplotikwy, To SHAP (SHapley Additive
Explanations) kat to LIME (Local Interpretable Model-agnostic Explanations)[15]. H avaAuon onuaciog
XAPAKTNPLOTIKWY E(vVaL pLa TEXVIKH TIOU UTTOPEL va XpnoLpomoln et yLa Tov mpoodLloploptd Twv
XOPAKTNPLOTIKWY TIOU ELVOL TILO ONUAVTLKA yLa TLG TipoBAEPELC evog povtéhou Al. To SHAP kot to LIME
glval TexvIKEC TToU pmopouv va XxpnaotponotnBoulv yia va e€nyrioouv HepoVWHIEVES TPpoBAEPELC TTOU
yivovtal anod éva povtého Al. Kal auTég oL TEXVIKEG TTOpEXOUV TANpodopieg yLa LBavES mpokaTtaANPEeLg
1 opalpata oto povtEAo.

4.4 Epyadeia Omntikomoinong
Ta epyaleia ontikomnoinong ival éva cUVoAo epyaAeiwv IOV UMopoUV va XpnoLpomnoLnBouv yLo thv
ovamnopaoctacn mAnPodopLwy LYVNAACLLOTNTAC TEXVNTAG VONUooUvNG o pla eUKOAX Katavonth Hopor).
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Ta epyaleia ontikomoinong pmopouv va nepllappavouv epyadeia onwg scatter plots, heat maps, box
plots, and network diagrams.

4.5 MNPpoKANCELC OXETIKA LE TN XPNON TWV EPYAAEiwV

Evw ol KApTeg HOVTEAWY, OL TEPIAAPELG LOVTEAWY, OL TEXVLKEG EPUNVELOC LOVTEAWV KoL TA EPYOAELD
OTTTLKOTIOlNONC UMOoPEL va elval xpriolpa yia th cuvoyn Twv MANPodopLWY, UTIAPXOUV OPLOUEVEG
TIPOKANOELG TTOU OXETL{OVTAL E TN XPNON Touc. Mia pokAnaon gival OtL ol TAnpodopieg ou
neplAapBAavovtal o auTa Ta epyaieia pmopet va ival TOAUTIAOKEG KAl TEXVLKEG, YEYOVOC Ttou kablotd
SUGOKOAN TNV KATAVONGON TOUG. A TNV AVTLLETWIILON AUTAE TNG IPOKANONG, Elval onUAVTLKO va
TIAPEXOUE cadElG EENYNOELS yLa TIG TANpodOopleg ou TepAABAVOVTAL O AUTA TA EpYaAELa KL va
Xpnoluomnoleitat amAr yAwooa omnote eivat Suvatov [17].

Mua GAAN tpokAnon eival otL Stadpopetikol evoladepOEVOL UTTOPEL VA €XOUV SLAPOPETLKEG AVAYKEG Kall
T(POTLUNOELG YLa TOV TPOTIO apouciacng Twv MAnpodoplwv. MNa mapadelyua, opLoPEVOL
evOLabEPOUEVOL UMOPEL VAL TIPOTLUOUV TLG OTITLKOTIOLNOELG, EVW AAAOL UTTOPEL VA TIPOTLUOUV YPATTTEC
avadopEC. MNa va avILLETWIILOTEL AUTO, lval onuavilkod va mapéxou e SL1adopeTIKEG ETUAOYEG yLaL TN
cuvoyn Twv MANPodopLWV LVNAACLUOTNTOG TNE TEXVNTHG VONUOoUVNG KOL VO TIPOCAPHOCOULE TLG
TAnpodopleC OTLC CUYKEKPLUEVEG OVAYKES TwV SLadopeTikwV evlladepopévwy [18].

TENOG, Umopel va uTtdpXouVv TPOKANOELG TTOU OXETL{oVTAL LLE TN SLATHPNON QUTWV TwV EpyOAeiwy
EVNUEPWHEVA KABWG TO LOVTEAQ TEXVNTAG Vonoouvng e€eAdiooovtal kal véa dedopéva yivovtat
SlaBéotua. Mo TNV OVTLLETWITLON OAWVY TWV TTAPATIOVW, ELVOL GNUOVTLKO va UTIAPXOUV SLadIKacleg yla
TNV EVNUEPWON KOL TN CUVTHPNON AUTWY Twv epyaleiwv pe Tnv mapodo Tou xpovou [6].

Ze auTo To KedaAalo, culntroape dtadopa epyaleia KAl TEXVIKEG yLa T cUvoyn Twv MAnpodopLwy
xvnAaopotntag Al. OL KApTeg LOVTEAWY, oL TEPIANP ELG LOVTEAWV, OL TEXVLKEC EPUNVELOG LOVTEAWV Kall
TO gpyaleia OnMTIKOMOLNGNG UmopoUV OAa va XpnolponotnBoulv yla va TapexXouy pia oodr Kat
GUVOTTTLKI KATAVONON TOU TIWGE AELTOUPYOUV TA LOVTEAQ TEXVNTHG VONUOOUVNG KOL TIWG
XpnotuornolovvtaL.

OL KAPTEG LOVTEAWY TIOPEXOUV L0 TUTTOTIOLNEVN Hopdh yia Th cuvoln MANPodopLWY OXETIKA e
MOVTEAQ TEXVNTNC VONUOOUVNG, EVW OL TIEPIANELG LOVTEAWY TIOPEXOUV LILOL CUVOTTIKA TtepiAnyin
Baoikwv mAnpodoplwy yLa £va HovTENo. OL TEXVIKEG EpUNVELAG LOVTEAWY UTTOPOUV Va Xpnotpomnotnfouy
yla TtV KaAUTEPN KOTAVONGoN TOU TPOTIOU LE TOV OTlolo £val LOVTEAO TEXVNTIC VONUOoUVN G AapBavel
anodACELC Kal TO epyaleia omTikomoinong umopolv va xpnotpomnotnBouy yla va Bondricouv toug
evOLADEPOEVOUC VO KATOVONGOUV KOAUTEPA TOL S£50UEVA TIOU XPNOLUOTIOLOUVTAL YLO TNV EKTIASEUON
£VOC HOVTEAOU TEXVNTAC VonHooUvNG.

Evw umapyouv opLoPEVEC TIPOKANCELG TTOU OXETI{OVTAL LLE TN XPrON QUTWY TWV EpYaleiwy, N CUVEXNG
ovamntuén Kat BeAtiwon autwy Twv epyoieiwv Ba elval onpavtikr Kabwg n texvnth vonuoouvn
ouveyilel va Stadpapartilel ohoéva Kal Lo onUAvTko poAo otnV Kowwvia. XTo HEAAOV, UMOpPOUE va
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TIEPLUEVOUE VOl SOUHE GUVEXN QVATITUEN VEWV EPYAAELWV KaL TEXVIKWY yLa T clvoyn Twv
TANPodopLWV LXVNAACLUOTNTAG TNG TEXVNTNG VONOCUVNG.

ZUVOALKQ, N XProN QUTWV Twv Epyaleiwv pnopel va cupBdalel otn BeAtiwon kot avamtuén Tng TexvNTAg
vonuoouvng, KATL TTou ival kpiotpo yia tn Staadpaiion OtL n TEXVNTA vonuoolvn XPNOLUOToLE(TaL UE
uTteLBUVVO KaL NOWKO TPOTO. Mapéxovtag otoug eviladepOUeVOUC oadelg Kol CUVOTTTLKEG MANpodopleg
OXETLKA E TOV TPOTIO AELTOUPYLOG TWV LOVTEAWY TEXVNTAG VONUOOUVNG, UTOPOULE VO CUUPBAAOUE OoTNV
0LKOSOUNGN EUMLOTOCUVNG OTNV TEXVNTI vonuoouvn Kal va Stachaliooupe OTL XpnoLomoLeiTal Ye
TPOTMO ToU wWdeAeL TNV Kowvwvia.

Kedbalalo 5: BEATLoTEC MpakTIKEC Yo Al Traceability

5.1 Awaxeipion Aedopevwy (Data Governance)

H Siayeiplon dedopévwy (Data Governance) mepthappavel tn diaxeiplon tng dtabsopdtnrog, TnG
XPNOTIKOTNTAG, TNG OKEPALOTNTAG KOl TNC AohAAELAC TwV SESOUEVWY TTOU XPNOLUOTOLOUVTAL OE LOVTEAQ
TEXVNTAC vonuoouvne. H amoteAsopatikdtnta tne Stachalilel otL ta Sedopéva mou XpnoLpomolouvTaL
oTa HOVTEAQ TEXVNTAG vonooLvng sivat aflomiota, akplpr kat cuvernr. H StakuBépvnon dedopévwv
niepthappavel Ta akoAouvda:
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Awayxeiplon mowotntag dedopévwy(Data Quality Management): H laxeiplon molotntog dedopévwy
neptAapBavel tn dtaopaiion otL ta Sedopéva TOU XPNOLUOTOLOUVTAL OTO LOVTEAQ TEXVNTHG
vonuoouvng elvat akpLpn, mAnpn Kot afLomota. Auto pnopel va emiteuxBel péow kabaplopou
Sedopévwy, dnutoupyiag tpodil dedopévwy kat ekl pwong dedopévwy [21].

Mpapun dedopévwv(Data Lineage): H oslpa deSopuévwy nepthapBavel tnv mapakoAolBnaon tng kivnong
TwV 8e60UEVWV Ao TNV TINYK TOUC OTOV IIPOOPLOKO TouG. Auto BonBad va Stacdaliotel OtL Ta SeSopéva
TIOU XPNOLUOTIOLOUVTAL OE HOVTEAQ TEXVNTAG VONUOOUVNG ELvValL aVIXVEUCLUO Kol EAeyXOUevVa[22].

Amnoppnto dedopévwv(Data Privacy): To andppnto dedopévwy neplhapBAavel Tnv mpootacia Tou
QOPPNTOU KAL TNG EUNMLOTEUTLKOTNTAC TWV SESOUEVWV TIOU XPNOLLOTIOLOUVTOL O LOVTEAQ TEXVNTAG
vonuoaouvng. Autd umnopel va ermuteuxBel Héow TG Kpumtoypadnong Sedopévwy, TG KAAUYNG
Sebopévwy Kal Twv eAéyxwv poaPaocng Sedopévwy [23].

5.2 Awaxeipnon MovtéAwv (Model Governance)

H Sayxeipnon povtéhwv(Model Governance) Staodalilel OTL Ta LOVTEAQ TEXVNTAG VONUOOUVNG
dTLayvovTal Kat avarmtiooovtal Le UTeUBuvo Kat NBLko Tpomo. MNepthapPavel tn BE0TILON TIOALTIKWY KOl
Stadkaclwy yla tnv Snuoupyla, TV ETUKUPWGN KAL TNV AVATTTUEN LOVTEAWVY TEXVNTAC VONOOUVNG.
AUTEG oL TTOALTLKEG KalL oL SLadikaoieg Ba mpenel va oxedlalovral £ToL wote va dtaodalilouv ot ta
MOVTEAQ TEXVNTNAC VONUOCGUVNG QVOITTUCGCOVTAL LE TPOTIO TIOU VoL CUVASEL e NOLKEC, VOULKEG Kol
KOVOVLOTLKEC OPXEC.

Mephappavel ta akolouba:

EmikUpwon povtélou: H emukUpwan LovtéAou mepAapBAVEL TN SOKLUN HOVTEAWVY TEXVNTAC VONUOOUVNG
yla va Staopoaliotel 0Tt eival akplpr kKat aflomiota. Auto pmnopet va emiteuxBel péow Stadpopwv
TEXVLKWV, OTwG cross-validation, A/B testing kat hold-out testing [24].

MapakoAouBnon povtélou: H mapakoAouBnon povtéAwy neplthapBavel Tn ocuveyn mapakolouBnon
MOVTEAWVY TEXVNTHG VONLOCUVNG YL TOV EVIOTILOHO TUXOV TIPOPBANUATWY 1] aAAaywv othv arnddoor] Toug.
AUTO pmopel va emiteuyBel HECW QUTOUOTOTOLNUEVWY EPYAAELWV KL TEXVIKWV TTapakoAolBONong, Omwg
n avixveuon oAicBnong kat n evvolohoyikn avixveuon oAioBnong(drift detection and concept drift
detection) [25].

EkS00eL¢ poviélou(Versioning): NepthapPBavel tnv mapakololBnon twv SladopeTikwy ek6OCEWV
HMOVTEAWVY TEXVNTAG VONUOOUVNG KoL TNG OXETLKAG TEKUNPLwonG. Autd BonBa va Staodpaliotel otTL ta
MOVTEAQ TEXVNTAC VONUOOUVNG Elval aviyveUolpa Kal eheyxopeva [26].

Mia amd Tig Baotkég TTUXEG TNG, elval N SlachALon OTL Ta LOVTEAQ TEXVNTAC VONUOOUVNG
ovamntuooovtal xpnotponolwvtog Sedopéva uPnAng moLdtTnTag mou eivat akpLpn, alomiota Kat
OVTLTTPOCWTITEUTIKA TOU TTANBUGHOU Ttou e€UTnpETeiTaLl. AUTO amolttel tn O€omion MPoTUTIWY MOLOTNTOC
Sebopévwv Kat tnv epappoyn eAéyxwv oldtntog dedopévwy o OAN tn Stadikacio avamtuéng tou
povtélou [27]. EmumAéov, sival onpavtiko va Bgomiotolv Stadikaoisg yla tnv mapakololOnon Kat tnv
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EVNUEPWON TWV HOVTEAWV TEXVNTAG vonuoouvng yla va dtaodpaiiotet 6Tl Ba cuveyxioouv va amodidouv
QTOTEAECUATIKA LE TNV TTIAPOSO TOU XPOVOoU.

Mta aAAN onuavTikn TTuyn thg dtokuBEpvnaong tou YovtéAou givat n B€amion Sltadlkaclwy yla tnv
ETUKUPWON KoL TN SOKLUA Tou povtéAou. H emikUpwon poviéAlou mepltAapBAavel Tn SOKLU LOVTEAWY
TEXVNTAC vonuoouvng yla va Staadaliotel OtL eival akptPr, aflomiota Kal apepoAnmra. Autd cuvibwg
nieptAapBavel tn dokiun povtéAwv Al og Lotoplkd dedopéva yio Thv emaAiBguon TnG akpiBeLag Kot tng
aflomiotiag Toug, Kabwg Kot TN SoKLUn Toug os véa Sedopéva yla va SLaodaAloTel 6Tl pmopolv va
VEVLKEUTOUV OE VEEG KOTOOTAOELG [28].

TéNog, n Slaxeipnon povtéAwv(Model Governance) meplhapBavel tn B€ormion dladkaolwy yla tThv
QVATTUEN LOVTEAWV TEXVNTIG VONUOOUVNG LE TPOTIO TTOU VA CUVASEL E NOLKEG KOl VOULKEG ATTALTH OELG.
AuTO nepthapfavel tn StachaAlon OTL TA LOVTEAX TEXVNTNG VONOoUVNG &V XPNOLLOTIOLOUVTOL LUE
TPOTO MOV va eLoAyel SLakpioelg og BAPOG OTOLACONTIOTE CUYKEKPLUEVNG OUASAG ATOUWY Kal OTL
avantuooovtal pe Sladavela, Wote OAOL OL XPrOTEC VA KATAVOOUV TWE XpNoLUomoLouvTal [6].

5.3 Tumomolnpévn tekunplwon

Mo TuTtomoLn Uévn Tekpnpiwon eival LwTikng onpaociag yla t Stachaiion otL oL mAnpodopieg
LXVNAOQCLUOTNTAG CUAAEYOVTAL KL KOLVOTIOLOUVTOL OTTOTEAECUATLKA LETAEY SLOPOPETIKWY
evlladepopévwy. AUTo TepAABAVEL TNV AVATTTUEN TUTIOTIOLNUEVWY TIPOTUTIWY KAl 08NYLWV yLa TNV
TEKUNPLWON HOVTEAWVY TEXVNTAC VONUOGUVNG KAL TWV OXETIKWY S£60UEVWY TOUC. MLOL TUTTOTIOLNEVN
Tekunplwon mepthappavet ta akolovba:

Tekunplwon povtélou: NepthapPavel mAnpodopieg OTMwWE 0 GKOTAC, oL eilcodol, oL £€060L TOU HOoVTEAOU
KOl oL HeTproeLg anddoong[28].

Tekunplwon dedopévwy: Neplhappavel mTAnpodopleg oXeTIKA pe Ta Sedopéva Tou XpnoLomnoLlouvTal
OTO HOVTEAO, OTIWG N TtNYH TOUG,  TTOLOTNTO TOUC Kal N apXLKA Lopdr) toug [25].

Tekunplwon kwdika: Mepthappavel mAnpodopleg OXETIKA e TOV KWELKA TIOU XPNOLUOTOLELTAL YL TNV
avamntuén tou povtélou Al, 6mwg n doun, oL Aettoupyieg kal ol aAyoplBuoi Tou [29].

Mot GNUOVTLKA TITUXN TN TUTIOTIOLNUEVNG TEKUNplwong elvat n StacddAion OTL eival CUVETAG E TIG
OXETIKEG VOULKEC KOl KAVOVLOTIKEG QTIOLTOELG. AUTO propel vo mepAaUBAVEL ATIALTA OELG YLOL TO
andppnTo Kal tnv achAAela Twv dedopévwy, KaBwWE Kal amaltioelg yia Stadavela otnv avamntuén Kat

edoppoyn g TexvNTig vonpoouvng [26].

EmutA€ov, n TUTOTIOLNEVN TeEKUNplwon Ba TpEmel va oxeSLaleTal WOTE Vo ival TpooBaciyn Kat
kotavontn amnod dtadopetikolg eviLadepdpuevous hopeic, cUUTEPIAAUBAVOUEVWY TEXVIKWY KOL LN
TEXVLKWV XpNOTWV. AUTO Umopel va eptAaplBAveL Tn Xprion amAn§ YAWooog Kal omTtikwv Bondnuatwy
yla ) petadoon ouvOeTwv MANpodopLwy Ue Evav eUKOAO KOTAVONTO TpOTo [24].
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5.4 YUA\OYIKA IPOOEYYLOoN

H yyvnAaootnta g TexvnTAG vonpoouvng elvat pia moAUTTAoKN Kal ToAUTIAeUpn Stadikacio tou
anattel cuvepyaoia HeTall SLadopeTIKWVY EVOLADEPOUEVWY, CUUTEPIAAUBAVOUEVWY ETILOTNUOVWY
S£60UEVWY, UNXOVIKWVY, NYETWV ETIXELPIOEWV KOL TEAIKWV XpNoTwV. Mia GUANOYLKN TIPOCEYYLON
nepAapBaveL tn dnploupyio SLHAEITOUPYLKWY OUAdWY Kal SLadLKOoLWV yLa TNV avamtuén, tTh
ETUKUPWON KoL TNV edapuoyn LOVTEAWV TEXVNTAG VoNHooUvNg, KaBwg Kat yio tTn AN Kat tnv
gMKOoWVwWvia mMAnpodopLwV LYVNAACLULOTNTAG TEXVNTIC VONUOGUVNG.

Mta cuAloyLkn TtpocéyyLon mepAapBavel ta akoAlouba:

ALOAELTOUPYIKEG OPASEG: OL SLAAELTOUPYIKEG OMASEC TEPIAAUBAVOUV T CUYKEVTPWAN ATOUWY OTo
SLOPOPETIKA TUAMATA YL VO EPYOOTOUV OTNV OVATITUEN KOL TNV EOPUOYI LOVTEAWVY TEXVNTAG
vonuoouvng [31].

Tuppetoxn evéladepopévwy: MepAaUBAVEL T CUMHETOXN eVOLADEPOUEVWY, OTIWG TTEAATEG,
PUBULOTLKEG apXEG Kal opadeg Tou kKAadou [32].

Awadavig emukowvwvia: MeptAapBAavel TNV avolyth Kot Stadavn EMKoWwvia OXETIKA e TV VATITUEN
KoL TNV edpappoyr LoOVIEAWV TeXvNTHE vonuoouvng[30].

InUavTIkoO otolxelo eival emiong to emninedo déopeuong evdladepopuévwy Kal Ty avadpaaon yla va
SlaodaliloTel OTL TA HOVTEAA TEXVNTHG VONUOCoUVNG SNULOUPYOUVTAL LE TPOTIO TIOU VA AVTATIOKPIVETAL
OTLG AVAYKEG TWV TEALKWV XpNOTWV Kol 0L Lovo. Anapaitntn Ba unopolos va BewpnBel pia die€aywyn
£peUVaG LETAED XPNOTWVY KOl SOKLUWVY XpNOTIKOTNTAG, KaBwg Kal Thv avalitnon oxoAiwv ano
E0WTEPLKOUC Kal EEWTEPLKOUC eVOLADEPOUEVOUC OXETIKA LE LOVTEAQ auTa [9].

Kedpalalo 6: Baolkeg mapapeTpol povieAou yia Autovopa Oxnuata

XpOVvo e TO XpOvo OAO KalL TTEPLOGOTEPO BPLOKOUAOTE TILO KOVTA OTO OUTOTILKO OEVAPLO TNG AUTOVOUNG
cuykowwviag. OL auTtoKlvnTtoBLopnxavieg €ouv MAE0V eyKOTAOTAOEL KATIOLO CUOTH LOTO QUTOUATLOMOU
oe OAa Ta vea MOPOYOHUEVA AUTOKLVNTA TOUC, OMWG N €L60molncn MPOoTEAACNC SLOXWPLOTIKWY
YPOUHUWY 0TO 0800TpWHA, aAUTOHATN TESNON yLo armoduyr cUYKPoUonG K.a. & AUTO Tov Topéa n Tesla
Motors Bewpeital mpwtomopog kat n 1" etatpia n onoia €60 o edbappoyn CUCTAUA AVTOUATNG
odnynong ano éva onpueio A og éva onpeio B. Auotuxwg evw umrnp&av MOAATAQ TECT TIPLV AUTO TO
cloTnUa yivel SlaBéoipo pog XprHon, o MPAYUOTIKEG cUVONRKeG Sev éAelav Ta aTUXAMATA Kal PAAloTa
Kamola anod autd Bavatnddpa. Eivatl ebkoAo Aoumdv va SoUUE T XpNOLUOTNTA TNG LXVNAQCLUOTNTAG
TIAVW OE £VOL TETOLO GEVAPLO TIOU adpOPd LA QAUTOHATOTIOLNEVN Kivnon eVOC OXUATOG.
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Mapakdtw eival éva anhonolnpuévo mapadelypa otn C++ mou anelkovilel €vav Bactkd HNXAVIoUO
Kataypadng yLa tnv LxvnAaoLuotnTa TG TEXVNTHG VONLooUvNG.

C++
#include <iostream>
#include <fstream>

#include <ctime>

// Function to log Al traceability information

void logTraceability(const std::string& logMessage) {
// Get the current date and time
time_t now = time(0);

tm* localTime = localtime(&now);

// Open a log file in append mode

std::ofstream logFile("ai_traceability_log.txt", std::ios::app);

// Log the current date and time along with the message

logFile << "[" << localTime->tm_year + 2024 <<

<< localTime->tm_mon + 1 <<

<< localTime->tm_mday <<

<< localTime->tm_hour << ":
<< localTime->tm_min << ":"

<< localTime->tm_sec<<"] "

<< logMessage << std::endl;

// Close the log file
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logFile.close();

int main() {
// Example Al model decision

double decision = 0.85;

// Log the decision for traceability

logTraceability("Al model made a decision: " + std::to_string(decision));

// Your Al model code goes here...

return O;

We can analyze the provided C++ code step by step.
Includes and Namespace

cpp

Copy code

#include <iostream>
#include <fstream>
#include <ctime>

e f#include <iostream>: This header allows the program to use input and output streams (e.g.,
std::cout, std::cin).

e #include <fstream>: file stream operations, enabling reading from and writing to files.

e #include <ctime>: This header is used for manipulating date and time, allowing the program
to obtain the current date and time.

Log Function

Cpp
Copy code
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void logTraceability(const std::string& logMessage) {

e This function is designed to log traceability information, taking a string 1logMessage as an
argument.

a. Getting Current Time

cpp

Copy code

time_t now = time(0);

tm* localTime = localtime(&now);

e time (0):Retrieves the current time asa time t object.
e localtime (&now): Converts the time t to local time, returning a pointer to a tm structure
containing the calendar date and time.

b. File Operations

Cpp
Copy code
std: :ofstream logFile("ai_traceability_log.txt", std:: ios::app);

e std::ofstream: Creates an output file stream for writing to files.

e "ai_ traceability log.txt":Specifies the name of the log file.

e std::ios::app: Opens the file in append mode, meaning new log entries will be added to the
end of the file without erasing existing content.

c. Writing to the Log File

cpp

Copy code

logFile << "[" << localTime->tm_year + 2024 << "-"
<< localTime->tm_mon + 1 << "-"
<< localTime->tm_mday << " "
<< localTime->tm_hour << ":"
<< localTime->tm_min << ":"
<< localTime->tm_sec << "] "

<< logMessage << std::endl;

e This part constructs a timestamp string using the components of the tm structure (adjusting
tm year and tm mon since they are zero-indexed) and appends the 1ogMessage.
e std::endl:Inserts a newline character and flushes the stream.

d. Closing the File

Cpp
Copy code
logFile.close();

e Closes the file stream, ensuring all data is written and resources are freed.
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Main Function

Cpp
Copy code
int main() {

e The entry point of the program.

a. Decision Variable

cpp
Copy code
double decision = 0.85;

e An example variable simulating an Al model's decision with a value of 0.85.

b. Logging the Decision

Cpp
Copy code
logTraceability("Al model made a decision: " + std::to_string(decision));

e C(Callsthe 1ogTraceability function, passing a message that includes the decision value
converted to a string using std: :to_string().

c. Placeholder for Al Code

cpp
Copy code
// Your Al model code goes here...

e A comment indicating where additional Al-related code would be implemented.
Return Statement

cpp
Copy code
return O;

e Indicates successful completion of the program.

To mapandvw eivat éva mPOypaUa TTOU TIAPEXEL £VaV OTAO TPOTIO KoTaypadnG LNVUUATWY TTou
oxetilovtal pe anodpdoelg povtéAou Al e XPOVIKEG ONUAVOELG O £va apXElo KeLpévou.

AUTO elval éva Baotkd mapAdSeLypa KAl O £va OEVAPLO TIPAYLATLKOU KOOWOU, Ba PEMEL va emekTeiveTal
™ ouvaptnon logTraceability yio va kotaypal el mio Aemtopepeic mAnpodopisg, onwe €kdoon

povtéhou, mAnpodopieg S£S0UEVWV KAL TUXOV OXETLKEG UTIEPTIOPAUETPOUG. OL TTAnpodopleg Tou
Kotaypdadovtol Pmopouv oTn CUVEXELD Va XpNoLpomolnBouv yla €Aeyxo, eVTOTILOUO 0bOAUATWY KoL
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KOTavonon twv anopacewyv mou Aapdavovtol ard To PovieAo Al. EVVoeitol TwG UL TIPOY LOTLIKN
vlormoinon Ba e€aptnBel amnd Tig LSLaLTEPOTNTEG TOU LOVTEAOU TEXVNTIAG VONLOGUVNG Kal TO TtepLBAAAov
OTO OTolo avaAMTUCoETAL.

6.1 IxvnAaouoTnTa 0€ AUTOVOUQ OXAUOTA

H edappoyn tng iyvnAaoLLOTNTAG O OLUTOVOUA OXHUaTo TEPAAUPBAVEL TN GUAAOYNA KAl TEKUNPLWON
£VOG EUPEDC GAOUATOC TTANPOPOPLWY, CUUTTEPIABOVOUEVWY TWV SESOUEVWVY TTIOU XPNOLUOTIOLOUVTOL
yla ekmaibeuon, Twv eK6OCEWV HOVTEAWY, TWV SS0UEVWV aLoONTAPWY Kal TwV amodACEWY TIOU
AapBdavovtal katd T Asltoupyla evog oxnuatoc. AkohouBel éva mapadetypa otn C++ yia va deiéoupe
TIwG propei va SounBel £va Bactkd HOVTEAD LyvnAaoLuoTnTag Al Yol QUTOVOUA OXHMOTO:

#include <iostream>
#include <fstream>
#include <ctime>

#include <string>

// Class to represent Autonomous Vehicle Al Model
class AutonomousVehicleAl {
public:
void operate() {
// Example autonomous vehicle operation

double decision = makeDecision();

// Log traceability information

logTraceability("Autonomous vehicle made a decision: " + std::to_string(decision));

private:

double makeDecision() {
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// Example Al model decision-making logic

// ...

return 0.85; // Example decision value

// Function to log Al traceability information

void logTraceability(const std::string& logMessage) {
// Get the current date and time
time_t now = time(0);

tm* localTime = localtime(&now);

// Open a log file in append mode

std::ofstream logFile("autonomous_vehicle_traceability_log.txt", std::ios::app);

// Log the current date and time along with the message

logFile << "[" << localTime->tm_year + 2024 <<

<< localTime->tm_mon + 1 <<

<< localTime->tm_mday <<

<< localTime->tm_hour << ":
<< localTime->tm_min << ":"

<< localTime->tm_sec<<"]"

<< logMessage << std::endl;

// Close the log file
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logFile.close();

}

2

int main() {
// Create an instance of the Autonomous Vehicle Al Model
AutonomousVehicleAl autonomousVehicleAl;
// Operate the autonomous vehicle
autonomousVehicleAl.operate();
// Your autonomous vehicle control code goes here...
return O;

}

Code explanation:

cpp

Copy code

#include <iostream>
#include <fstream>
#include <ctime>
#include <string>

e These headers serve the same purpose as in the previous example:
o <iostream>: Forinput and output operations.
o <£fstream>: For file operations.
o <ectime>: For date and time handling.
O

<string>:To use the std: : string class for string manipulation.

Class Definition

Cpp
Copy code
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class AutonomousVehicleAl {

public:

void operate() {

class AutonomousVehicleAI: Defines a class representing the Al model for an autonomous
vehicle.

public:: Members defined here are accessible from outside the class.

void operate (): Public method that simulates the operation of the autonomous vehicle.

Operation Method

cpp

Copy code
double decision = makeDecision();
logTraceability("Autonomous vehicle made a decision: " + std::to_string(decision));

makeDecision () : This method is called to generate a decision value for the vehicle’s
operation.

logTraceability (.. .): Logs the decision made by the vehicle, converting the decision
value to a string.

Private Members

cpp

Copy code

private:

double makeDecision() {

private:: Members defined here are accessible only within the class.
double makeDecision (): Private method simulating the decision-making logic of the Al
model.

a. Decision Logic

cpp

Copy code
return 0.85; // Example decision value

This function currently returns a hardcoded value (0.85) as a placeholder for actual decision-
making logic.

Logging Method

cpp

Copy code
void logTraceability(const std::string& logMessage) {

This method is similar to the previous example, handling the logging of traceability information.
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a. Getting Current Time

e The code retrieves the current local time using the same methods as before:

Cpp

Copy code

time_t now = time(0);

tm* localTime = localtime(&now);

b. Writing to Log File

Cpp

Copy code

std::ofstream logFile("autonomous_vehicle_traceability_log.txt", std::ios::app);

e Opens a log file named "autonomous_vehicle_traceability_log.txt" in append mode.

c. Logging the Message
cpp
Copy code
logFile << "[" << localTime->tm_year + 2024 << "-"
<< localTime->tm_mon + 1 << "-"
<< localTime->tm_mday << " "
<< localTime->tm_hour << ":"
<< localTime->tm_min << ":"
<< localTime->tm_sec << "] "
<< logMessage << std::endl;

e Constructs the log entry similarly to the previous code, appending the current date, time, and
log message.

d. Closing the File

cpp
Copy code
logFile.close();

e Closes the file stream after writing the log.
Main Function

Cpp

Copy code

int main() {
AutonomousVehicleAl autonomousVehicleAl;
autonomousVehicleAl.operate();

e Inthemain function:
o Aninstance of AutonomousVehicleAl is created.
o The operate () method is called to simulate the vehicle's operation.
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a. Placeholder for Additional Code

cpp
Copy code
// Your autonomous vehicle control code goes here...

e This comment indicates where you could add more code to control the vehicle.
Return Statement

cpp
Copy code
return O;

e Indicates successful completion of the program.

AUTO TO TPOYpOUA ovTeEAOTIOLEL TO cUoTNUA Al EVOG AUTOVOUOU OXNOTOG, UAOTIOLWVTAG AELTOUPYLEG
APnc anoddoswv kat kataypadnc. H uéBodog « makeDecision» avtupoowneVel tn Aoyt AfYPng
anoddacewv Tou povtélou Al tou autdvopou oxruatog. H pébodog "logTraceability" kataypddet
mAnpodopiec yvnAaoudtnTag, Onwe TV anodacon mou eArdOn anod to povtédo Al, pall pe pia Xpovikn
onuavan.

Y€ VOl MPAYHATLKO 0evApPLO, Ba TIPEMEL AUTO TO TOPASELY O VOL CUUTIEPLAGPBEL TILO £€EALYLEVN AOYLKN
AUNnG anoddacewv, Aemtopepr Kataypadr Kal EVOEXOUEVWG EVOWMATWON e dedopéva alobnthpa.
EnutAgov, £va oAOKANPWUEVO CUOTNUO LXVNAQCLUOTNTAG VL0 QUTOVOLLOL OXHOTa UIopEl va
neplAapBAvel TNV Kataypadr EKTEVWV TTANPOPOPLWV OXETLKA E TNV KOTAOTAOHN TOU OXHHOTOG,
£l0060u¢ aloBntrpwy, dedopéva GPS kal mBavn anobrikeuon AUTWV Twv MANpodopLWV o achaAr] Kal
ipooBAcLun popdn yLa okomoUg avaAuong Kot EAEyxou.

6.2 Anoduyr epnodiou kal dtatApnon oplou TaxuTNTAS

H Snuloupyla evog MARPOUC LOVTEAOU LXVNAQGLUOTNTOG TEXVNTIC VONUOOUVNC YLa €Va AUTOVOUO OXhHa
Ue aviyveuon eumodiwv Kal puBuion taxutntag neptAapPavel pia e€eAlypévn eboappoyn Kat
EVOWPATWON e dedopéva alobnTrpwy, HOVTEAA UNXAVLKAG LABNONG Kal TBovwE e€WTEPLKES
BLBALOBNKeC. Mapakdtw eival £va amAomolnpévo mapddslypa oe C++ yla vo Swaoel £va onueio
£kKivnong. Auto to mapddelypa mpolTIOBETEL OTL £XETE MTPOEKTIALSEV UEVA LOVTEAQ VLA TRV OViXvVeUOh
gunobiwyv Kol TV avayvwpeLon mvokidwy tayutntac.

#include <iostream>

#include <string>

#include <ctime>
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// Class to represent Autonomous Vehicle Al Model
class AutonomousVehicleAl {
public:
void operate() {
// Simulate sensor data
bool obstacleDetected = detectObstacle();

int speedSign = recognizeSpeedSign();

// Log traceability information
logTraceability("Obstacle Detected: " + std::to_string(obstacleDetected));

logTraceability("Speed Sign Recognized: " + std::to_string(speedSign));

// Make decisions based on sensor data
if (obstacleDetected) {

avoidObstacle();

adjustSpeed(speedSign);

private:
bool detectObstacle() {
// Simulated obstacle detection logic (replace with actual detection)

return false;
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int recognizeSpeedSign() {
// Simulated speed sign recognition logic (replace with actual recognition)

return 60; // Default speed limit if no sign is recognized

void avoidObstacle() {
// Simulated obstacle avoidance logic (replace with actual avoidance strategy)

std::cout << "Obstacle detected! Taking evasive action.\n";

void adjustSpeed(int speedLimit) {
// Simulated speed adjustment logic (replace with actual speed adjustment)

std::cout << "Adjusting speed based on speed limit: " << speedLimit << " km/h.\n";

// Function to log Al traceability information

void logTraceability(const std::string& logMessage) {
// Get the current date and time
time_t now = time(0);

tm* localTime = localtime(&now);

// Open a log file in append mode

std::ofstream logFile("autonomous_vehicle_traceability log.txt", std::ios::app);
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// Log the current date and time along with the message
logFile << "[" << localTime->tm_year + 2024 << "-"

<< localTime->tm_mon + 1 <<

<< localTime->tm_mday <<

<< localTime->tm_hour << ":
<< localTime->tm_min << ":"

<< localTime->tm_sec << "] "

<< logMessage << std::endl;

// Close the log file

logFile.close();

int main() {
// Create an instance of the Autonomous Vehicle Al Model

AutonomousVehicleAl autonomousVehicleAl;

// Operate the autonomous vehicle

autonomousVehicleAl.operate();

// Your autonomous vehicle control code goes here...

return O;
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Now, we can analyze this updated C++ code for the autonomous vehicle Al model step by step.
Includes

cpp

Copy code

#include <iostream>
#include <string>
#include <ctime>

e <iostream>: For standard input and output operations.
e <string>: To handle string manipulation using the std: : string class.
o <ctime>: For working with date and time.

Class Definition

Cpp
Copy code
class AutonomousVehicleAl {
public:
void operate() {

e This defines a class AutonomousVehicleAI, which encapsulates the behavior and attributes of

an autonomous vehicle's Al system.
e void operate (): A public method simulating the vehicle's operational logic.

Operation Method

Within the operate method:

cpp
Copy code

bool obstacleDetected = detectObstacle();
int speedSign = recognizeSpeedSign();

e detectObstacle (): Calls a method to check for obstacles and returns a boolean.
e recognizeSpeedSign (): Calls a method to recognize speed signs, returning an integer
representing the speed limit.

a. Logging

Cpp

Copy code

logTraceability("Obstacle Detected: " + std::to_string(obstacleDetected));
logTraceability("Speed Sign Recognized: " + std::to_string(speedSign));

e Logs messages indicating whether an obstacle was detected and what speed limit was
recognized, converting boolean and integer values to strings.

b. Decision Making
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cpp

Copy code

if (obstacleDetected) {
avoidObstacle();

}
adjustSpeed(speedSign);

e If an obstacle is detected, the vehicle executes the avoidObstacle () method.
e The vehicle then adjusts its speed based on the recognized speed sign using the
adjustSpeed (int speedLimit) method.

Private Members

The private methods implement the vehicle's functionalities:

a. Obstacle Detection

Cpp

Copy code

bool detectObstacle() {
return false;

}

e This method simulates obstacle detection, currently returning false. In a real implementation,
this would involve sensor data processing.

b. Speed Sign Recognition

cpp
Copy code
int recognizeSpeedSign() {
return 60; // Default speed limit if no sign is recognized

}

e Simulates speed sigh recognition, returning a default speed limit of 60 km/h. Real logic would
involve image processing or signal interpretation.

c. Obstacle Avoidance

cpp
Copy code
void avoidObstacle() {
std::cout << "Obstacle detected! Taking evasive action.\n";

}

e A placeholder method that simulates taking action when an obstacle is detected, outputting a
message.

d. Speed Adjustment

Cpp
Copy code
void adjustSpeed(int speedLimit) {
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std::cout << "Adjusting speed based on speed limit: " << speedLimit << " km/h.\n";

}

e OQutputs the action of adjusting speed based on the recognized speed limit.

Logging Method

Cpp
Copy code
void logTraceability(const std::string& logMessage) {

e This method logs messages with timestamps, similar to previous examples.

a. Getting Current Time

Cpp

Copy code

time_t now = time(0);

tm* localTime = localtime(&now);

e Retrieves and formats the current date and time.

b. Writing to Log File

cpp

Copy code

std::ofstream logFile("autonomous_vehicle_traceability_log.txt", std::ios::app);

e Opens alog file in append mode.

¢. Logging the Message

cpp

Copy code

logFile << "[" << localTime->tm_year + 2024 << "-"
<< localTime->tm_mon + 1 << "-"
<< localTime->tm_mday << " "
<< localTime->tm_hour << ":"
<< localTime->tm_min << ":"
<< localTime->tm_sec << "] "
<< logMessage << std::endl;

e Constructs and writes the log entry with the timestamp.
d. Closing the File
cpp

Copy code
logFile.close();

e Closes the file stream after writing.

Main Function
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Cpp

Copy code

int main() {
AutonomousVehicleAl autonomousVehicleAl;
autonomousVehicleAl.operate();

e Creates an instance of the AutonomousVehicleAT class and calls the operate () method to
simulate vehicle operation.

Return Statement

cpp
Copy code
return O;

e Indicates successful termination of the program.

Onw¢ npoavad£papLe, AUTO TO TPOYPAUO TIPOCOUOLWVEL TN AOYLKI) TEXVNTAC VONUOCUVNG EVOG
OQUTOVOUOU OXNHATOC, EOTLALOVTOG OTOV EVTOTILOUO EUMOSIWY KAl OTNV avayvwpeLon TIVaKiSwy
TOXUTNTOC. 2€ £Va TPAYHATIKO OevApLO, Ba TIPETEL va avTiKataoTabel n mpooopolwpévn aviyveuon kot
avayvwpLon Je mpaypatikn enefepyaocia Sedopévwy alobnthpa, XpnoLLomoLwvTag texvoloyleg Omwce n
pUNXowvikn pabnon. EmutAéov, n Aoyikn anoduyng epnodiwv kat puBuLong tng taxutntag Oa nTav mo
nieplmAokn Kot Ba e€apTATAL ATO TIG CUYKEKPLUEVEC ATMALTAOELG TOU QUTOVOLOU CUOTHLOTOG TOU
OXNMOTOG oto omnoio edpapudletal.

6.3 Adaptive Cruise Control, Stop & Go

H edappoyr Adaptive Cruise Control (ACC) pe Aettoupyia Stop & Go og C++ yla £€va AUTOVOUO OXnUa
neplhappavel Tnv evowpdtwon dedopévwy alobntipwv, alyopibBuwy eAEyxou Kol ETKOWVWVIAG LE Ta
cuoTAuata Kivnong kot mEdnaong Tou oxnuotog. AkoAouBei éva mapdadelypa ou XpnoLomnolel amAd
TipocopoLWUEVA Sedopéva AapBdavovtag wg mpolnoBeaon OTL To OXNUA Hag Kveital pe pa otabepn
Taxvutnta.

#include <iostream>
#include <thread>

#include <chrono>

class AdaptiveCruiseControl {
public:

AdaptiveCruiseControl() : desiredSpeed(60.0), currentSpeed(0.0), distanceToObstacle(100.0) {}
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void operate() {
while (true) {
// Simulate sensor data (distance to the obstacle)

simulateSensorData();

// Apply ACC with Stop & Go logic

controlACC();

// Print status

printStatus();

// Simulate time passing (replace with actual timing mechanism)

std::this_thread::sleep_for(std::chrono::milliseconds(100));

private:
double desiredSpeed;
double currentSpeed;

double distanceToObstacle;

void simulateSensorData() {
// Simulated distance to the obstacle

distanceToObstacle -= 5.0;
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// Simulated speed changes

currentSpeed = desiredSpeed - distanceToObstacle * 0.1;

// Minimum distance to the obstacle
if (distanceToObstacle < 0.0) {

distanceToObstacle = 0.0;

void controlACC() {

// Apply ACC logic

if (distanceToObstacle > 20.0) {
// If the distance is safe, maintain the desired speed
currentSpeed = desiredSpeed;

} else if (distanceToObstacle <= 20.0 && distanceToObstacle > 0.0) {
// If the obstacle is approaching, decelerate
currentSpeed -= 1.0;

} else {
// If the obstacle is too close, stop

currentSpeed = 0.0;

void printStatus() const {
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// Print the current status

std::cout << "Current Speed: " << currentSpeed << " km/h, Distance to Obstacle: " <<
distanceToObstacle << " meters\n";

}
|3

int main() {
// Create an instance of Adaptive Cruise Control

AdaptiveCruiseControl acc;

// Operate the ACC system

acc.operate();

return O;

}

Class Definition

cpp
Copy code
class AdaptiveCruiseControl {
public:
AdaptiveCruiseControl() : desiredSpeed(60.0), currentSpeed(0.0), distanceToObstacle(100.0) {}

e AdaptiveCruiseControl: This class represents the adaptive cruise control system.
e The constructor initializes three member variables:
o desiredSpeed: The target speed of the vehicle (set to 60 km/h).
o currentSpeed: The current speed of the vehicle (initialized to 0 km/h).
o distanceToObstacle: The distance to the nearest obstacle (initialized to 100 meters).

Main Operation Method

Cpp
Copy code
void operate() {
while (true) {
simulateSensorData();
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controlACC();

printStatus();

// Simulate time passing
std::this_thread::sleep_for(std::chrono::milliseconds(100));

e operate(): This method runs an infinite loop to simulate the operation of the ACC system.

o

)
)
O

simulateSensorData(): Updates the distance to the obstacle and current speed.
controlACC(): Adjusts the speed based on obstacle’s distance.

printStatus(): Outputs the current speed and distance to the console.
std::this_thread::sleep_for(...): Introduces a delay to simulate the passage of time,
making the loop manageable.

Member Variables

cpp
Copy code
private:

double desiredSpeed;
double currentSpeed;
double distanceToObstacle;

o desiredSpeed: The target speed set for the vehicle.
¢ currentSpeed: The speed at which the vehicle is currently traveling.
e distanceToObstacle: The distance to the closest detected obstacle.

Simulated Sensor Data

Cpp
Copy code

void simulateSensorData() {
distanceToObstacle -= 5.0;
currentSpeed = desiredSpeed - distanceToObstacle * 0.1;

if (distanceToObstacle < 0.0) {
distanceToObstacle = 0.0;

}
}

e simulateSensorData(): This method simulates the behavior of the sensors.

o

o

Decreases the distance to the obstacle by 5 meters each iteration.

Adjusts the currentSpeed based on obstacle’s distance. If the distance decreases,
the speed also decreases.

Ensures that distanceToObstacle does not drop below 0 meters.

Adaptive Cruise Control Logic
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Cpp
Copy code
void controlACC() {
if (distanceToObstacle > 20.0) {
currentSpeed = desiredSpeed;
} else if (distanceToObstacle <= 20.0 && distanceToObstacle > 0.0) {
currentSpeed -=1.0;

}else {
currentSpeed = 0.0;
}
}
¢ controlACC(): Implements the logic for adaptive cruise control:
o Ifthe distance to the obstacle is greater than 20 meters, the vehicle maintains
the desired speed.
o Ifthe distance is 20 meters or less but greater than 0, the vehicle decelerates by
1 km/h.
o If the obstacle is too close (0 meters), the vehicle stops.
Print Status Method
cpp
Copy code

void printStatus() const {
std::cout << "Current Speed: " << currentSpeed << " km/h, Distance to Obstacle: " << distanceToObstacle << "
meters\n";

}

e printStatus(): Outputs the current speed and distance to the obstacle, providing real-time
feedback.

Main Function

cpp

Copy code

int main() {
AdaptiveCruiseControl acc;
acc.operate();
return O;

}

e The main function creates an instance of AdaptiveCruiseControl and calls the operate()
method to start the simulation.

AUTOG 0 KWSLKOG TPOCOUOLWVEL Eva oUOTNHA cruise control Ttou tpooapuoleL TNV TaxUTNTA TOU

oxNUATog Ue Baon tnv anootacn oo éva eUnodlo. AuTto To MapAdELy A XPNOLUOTIOLEL pLal
artAni Aoyikr) ACC ou Baoiletal otnv anootach amnod To EUnodlo. € Eva TPAYHATLKO CEVAPLO,
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Ba TEMEL va XpNOLUOTIOL 00U UE WE SESOUEVA TTPOTOUOLWONG TOU aLoBNTHPA, TPOYUATIKA
bebopéva ano pavtap, lidar p dAAoug atoOntrpeg.

AdBete umton otL n avamntuén evog mpaypatikol cuothpato¢ ACC amarltel evdéelexr Sokiun,
ETUKUPWON KAl CUMHOpPwon He Ta mpotuna acdaleiag. Na Sivete mavia mpotepaldTnTa OTNV
aopaAela 6tov epyAlEOTE OE AUTOVOUO CUOTI AT OXNUATWV.

H Baolkn mMTuxi auToU TOU OEVOPLOU QUTOVOHOU OXHOTOC ELvaL N EMLKUPWON OTL OAEG OL
HeTaBAntEg opilovtal kat utoAoyilovral HEow emavalapfavopevwy SoKLUWV Kal
SladpopeTikwy oevapiwv. To Kplolpo pEpog elvat va avayvwpiooupe otL Ta SeSopéva ou
XPNOLUOTIOLOUVTAL YLOL TNV AVAKTNON TWV TLUWV TWV KETABANTWV pag o Ba XpnoLUOTIOLCEL O
OAYOPLOUOG oG, IATPAPOVTAL KOL ETILKUPWVOVTAL CWOTA HECW EVOG AELOTILOTOU LOVTEAOU
(xvnAaotpdtntag Al.

6.4 Al Traceability Report: Mo cOotnpo autoOpATNC TEONONC

Auti N avadopd MapEXEL Lo ASTITOREPN avaAuon yvnAaoiuotntag Al yia Auto Brake System oe
autovopa oxrpata. To Auto Brake System eivatl éva kplolpo e€dptnua acpaleiag mov xel oxedlaotel
YLOL VO OTTOTPETIEL TLC CUYKPOUCELG EVEPYOTIOLWVTOC AUTOUOTA T HpEVA OTAV AVLXVEVEL EUTIOSLA OTNV
nopeia Tou oxrUaToG. To cUCTNA XPNOLUOTIOLEL AAyOPLBOUG TEXVNTHG VONHOOUVNG, CUYKEKPLUEVA
MOVTEAQ UTTOAOYLOTLIKAG OpaoNG, SUVTNENG aodnTrpwy kot AnPng anoddcswy, yLa tnv afloAdynon Tou
niepPaAAovtog Kat th AnPn anopacewv MESNONG O TPAYLOTLKO XPOVO.

O oTtoX0G AUTHG TNG €KBeoNG elval va avixveUoeL TNV AVATITUEN KoL TN AELTOUPYLKOTNTA TOU CUCTAATOC
Al, Staodalilovtag tn Stadavela, Tnv acddAsLa Kol TNV UTIELBUVOTNTA OTO OXESLACUO, TNV EKTAiSeuon
KOLL TNV OVATITUEN TOU CUOTAUATOC OLUTOUOTNG TESNONG. Ta EMUEPOUG KOUUATLO TNG EKBEONG
TapaBETOVTIaL TAPAKATW.

6.4.1 ApXITEKTOVLIKI 2ZUOTNHATOC

Emiokomnnon ouotrpatog Auto Brake System: sival XTLOPEVO GE LA APXLTEKTOVLKF) TIOAAXTTAWY ETUMES WV
TIOU EVOWUOTWVEL T akOAouBa oTolyeia:

¢ AloBntnpeg: To cuotnua xpnotpormolei LIDAR, pavtap, alobntrpeg UTEPNXWV KAl KAUEPES yLa TNV
avixveuon tou neptBaiiovtog neplBAAAovTog.

o Entinedo avtiAnPnc: Auto to eninedo enefepyaletal akatépyaota Ssdopéva alobntrpwy
Xpnolponolwvtag aAyoptBpoug Bablac pabnong, kupiwg Tuveliktikd Neupwvikd Aiktua (CNN), yia va
ovayvwplosl avtikeipeva onwc oxnuata, melolg Kot epmodia.
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¢ Entinedo ANYPng anopaocswv: Eva LoviéNo BaoLOUEVO O KOVOVEC 1 €val LOVTEAD EVIoXUUEVNG

MaBnonc (RL) afloloyel tnv £€060 avtiAnng yia va kaBoploel edv Kol TOTE MPEMEL va EVEpyoToLnBouv

Ta dpéva.

¢ Entimedo eAéyyou: To teAko otddilo petadpdlel tnv anodacn tou Al o unxavikr dpacn eAéyxovtag
TOUC EVEPYOTIOLNTEG MESNONG.

6.4.2 XpnolpomnoloVpeva povtéAa Al

* MovtéAo avixveuong avtikelpevwy: Eva povtélo mou Baciletal oto CNN (m.x. YOLO, SSD)
EKTIALOEUEVO OE PeyAAa cUVOAX SESOUEVWVY ELKOVWV VLA AVIXVEUOT AVTIKELLEVWY OF TIPAY LOTLKO
Xpovo.

* MovtéAo npoBAePng ouykpouong: Xpnolpomnolet emavalapBavopeva veupwvika Siktua (RNN)
Siktua pakpdg BpaxunpoBeoung pviung (LSTM) yia va poBAEPeL TRV TBavotnTa cUYKPOUoNG e
Baon TV TPOXLA TOU QVTLKELLEVOU KAl TNV TaXUTNTA TOU OXHMOTOG.

* Movtélo ehéyxou médnong: Eva povtého anddaong mou xpnotpomnolel Evioxutiki pabnon yla tov
UTIOAOYLOUO TNG BEATLOTNG SUVAUNG KoL XpoviopoU ednong.2. Data Sources and Training

6.4.3 uA\oyr Sedopévwy

Ta povtéha Al ekmalSeUovTtal XpnoLUOTIOLWVTAG €Vay cUVSUAOUO:

¢ Mpocopolwpéva Sedopéva: Ao elkovika neptBarlovta odnynong (r.x. CARLA, Apollo) yia
npooouoiwon Sltapopwv cuvenkwv odnynonc.

o AeSopéva 061ynong MPayHATIKOU KOGUOU: ATIO 0TOAOUCG SOKLUWY QUTOVOUWY OXNHUATWY
£€OMALOUEVWYV HE aLoBNTHPEG TTOU GUAAEYOUV OTTTLIKA Kol TNAEUETPLKA SeSopEvaL.

6.4.4 MAnpodopiec cuvorou Sedopévwy
® JUvVoAa Se80UEVWV ELKOVOC: XpNOLUOTIOLOUVTAL YLO aViXVEUON aVTLIKELLEVWY, OmwG KITTI, Cityscapes
KoL LSLokTnTa oUVoAa §eSoUéVwY TTOU CUANEYOVTAL OTIO TOUG KATOLOKEUAOTEG OXNUATWV.

o AsSopéva O8nyknG Zupnepldpopdd: MNa tnv mpoPAsPn clykpouong, XpPnoLomoLoUvToL cUVOAQ
Sebopévwv onwe NuScenes, Waymo Open Dataset kat ApolloScape.

6.4.5 MNpoenetepyaoio dedopevwy

MNa va e€aopoaiiotel n eupwotia Tou poviélou, Ta Pripata nposmnefepyaoiag nepthappfavouyv:

¢ Enavénon edopévwyv: Avactpoodr), meplotpodn Kot KALLAKWON ELKOVWV yLa avénon tng
TolkiAopopdiac.
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¢ Kavovikomoinon: Ta Sedopéva atobntripa KaVovIKOTIOLOUVTAL YLl CUVETIELA KALHAKALG.

® Erionpavon: OL eTIKETEC ME(WVY, OXNUATWV KOL EUTTOSLWV CNUELWVOVTAL LE LN OLUTOUATO TPOTIO Kall
eAéyyovral yLa akpiBeta.

6.4.6 'EAeyyoL pepoAniag kat Sikatooluvng
Ta 6edopéva e€etalovral yla:

¢ Avicopporia ta€ng: MNa tnv anoduyr pepoAnPiog oTov EVIOTILOUO ULKPOTEPWY AVTLKELUEVWVY OTIWC
nielol évavtl HeyaAUTEpWV OTIWGE OXAUATA.

* MapallayEg Kapou Kot dwTLopoU: To povtélo SokLpdleTal o éva eupl pacua cuvenkwv (..
Bpoxn, ouixAn, vuxtepvn odnynon) yia va dtachadiotel n Stkatoolvn Kal n yevikeuon.

6.4.6 Exmaldeutikn Aladikaoia Movtéhou

Ta povtéha ekmalbelovtal o UTTOAOYLOTLKNA UTIoSour uPnAnNG armddoaong XpnoLUOTIOLWVTAS TLG
akOAouBeg pebodoug:

* EMonteuopevn ekpadnon: MNa aviyveuon avilkeELUEVWY, XPNOLLOTIOLWVTAG ELKOVEC LLE O LOVON.

® EVioYuTIKr padnon: Ma to povtélo Afdng anodpdaocswv, 6mou to oxnua pabdaivel va matd ta ppéva oe
BéATIoTOUG XPOVOUC LEOW SOKLUNG Kal AdBoug o éva TPOCOUOLWHEVO TtEPLBAAAOV.

H eknaideuon nephappavet:

¢ EAaylotomnoinon ouvaptnong amwAeLog: Mo TNV aViXVeUOon OVTIKELUEVWY, N CUVAPTNON OMWAELOC
BeAtiotonoleital pe xprion onmoBodladoonc kal otoxaotikng kAlong kaBodoc (SGD).

* Ixedlaopog Aettoupylog avtapolBrig(Reward function design): H Asttoupyia emiBpaBevong
evBappUlVEL TO £yKOLPO PPEVAPLOUA, EVW TILWPEL TO KABUGTEPNUEVO 1) TEPLTTO DpPEVAPLOUA.

6.4.5 EmikUpwon Ko oKL

¢ Alaotaupolpevn erkUpwon: Aloodalilon OTL To HOVTENOD YEVIKEUETAL KOAQ OE N opatd Sedopéval.

* AOKLUEC Baoel mpooopoiwong: Ta eLKOVLKA TepLBAAAOVTO TPOCOUOLWVOUV XIALASEG oevapLa 081 ynong
(.. €advikég Stapaoelg melwv) yia tnv agloAdynon tng anddoong Tou HovTEAOU.

* NOKLUEC O€ TIPAYUATLKO KOOWO: To cuotnua Auto Brake Sokipdletol o eheyxopeva eptBaiiovta Kot
Snpooloug Spououc.

Metpnoelg anodoong:

* AkpiBela(Precision): Metpd tnv akpiPela pe TNV omolo To cUOTNHO EVIOTIIEL TTPAYHATIKA EUTIOSLO TIOU
amatltouy nEdnon.
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¢ AvakAnon(Recall): AfloAoyel TNV LKavOTNTO TOU CUCTAOTOG VAL OVIXVEUEL OAd T EUTTOSLA,
EANOXLOTOTIOLWVTAG TLG XOLHEVES OVIXVEVOELG.

¢ BaBpoloyia F1(F1 score): E€looppormel Tnv akpifela kat tTnv avakAnon yla th cUVOALKH amodoon Tou
OUOTNUATOG.

¢ Latency: Ataodpalilel OTL TO CUGTNUA AVTLOPA APKETA YPIYOPO OE TIPAYLATLKEG CUVORKEC.

6.4.6 ExdooeLc poviélou(Versioning)

KaBe €kdoon LOVTEAOU TEKUNPLWVETAL KAl EAEYXETOL OTIO TNV €kdoon yla va Staodaliletal n
xvnAaopuotnta. Ta akdAouBa petadedopéva Slatnpouvral yia kabe ékdoon:

* AMQYEG QPYLTEKTOVLIKNG LOVTEAOU: TEKUNPLWGON TIPOCAPHUOYWY ) EVNUEPWOEWY apXLTEKTOVLKAG CNN
oTn ouvaptnon avtapolpnc RL.

® JUvola Sedopévwy ekmaibeuong kal AsTttopépeleg mpoenegepyaoiag: MNa va StachaAlotel OtL N
Sloxéteuon Sedopévwy eival mANpwe dtadavng KoL avamapaywyLpn.

* Yriepnopapetpol: Pubpuol ekpuabnong, pey£0n maptidwy kot Texvikég BeAtioTonoinong mou
XpnollomolouvTal Kotd T SldpKela tng eknaideuonc.4.2. Model Explainability

6.4.7 EmeénynouoTnNTA LOVTEAOU
OLnpoonaBeleg yia va dtaodaiiotet otL n Stadikaoia AP ng anoddcewv Tou GUCTAUATOC glval
Kotavontn neplthapBavouv:

¢ AVAAUGN ONUAVTLKOTNTAG XOPAKTNPLOTIKWY: A TO LOVTEAO aViXVEUCNC QVTLKELUEVWY,
xpnotuormnoleitat Grad-CAM (Gradient-weighted Class Activation Mapping) yla va eEnyri o€t omTikd mota
MEPN HLag ELKOVAC EMNpEacay TNV anodaon.

o Aévbpa anodaong yia povréha RL: Anpioupyouvtal andomnotnpéva §évtpa anodaong yLa va
g€nynoouv tnv akohouBia evepyelwv ou odnyouv otnv edappoyn nEdnonc.

- Edge Case kat Failure Modes

To cuotnua SOKLUATETAL O OKPOLES TIEPLTTTWOELG YLOL TOV EVIOTILOWO TILBOVWY TPOMWV actoxiag, Onwg:
* Epdavion nelwv anod niow peydia oxnuata (amodppatelg).

e Oxnpota mou dppevapouy Eadvikd os mapakeipeveg Awpidec.

* AKpOlieg KaLPLKEC OUVONKEG (Tt.X. opixAn, duvatn Bpoxn).
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OL TEPUTTWOELG AMOTUXLOG KOTOYpAdOVTOL KAL AVATTTUCOOVTAL OTPATNYIKEG LETPLACHOU, OTIWE N
gnaveknaideuon HovtEAwvY o€ TiLo SLadopeTIkA cUvoAa SeSoUEVWY N N TPOCBN KN TIEPLOCOTEPWVY
aloontpwv.

6.4.8 KavoviloTikn Zuppopdwon kat Mpotuna Aohaielog

Juppopdwon pe to ISO 26262

To Auto Brake System cuppopdwvetal pe to I1SO 26262, to SLeBVEC POTUTIO VLo AELTOUPYLK aodAAELn
ota 061ka oxrjpata. O eldikol otdxol achaAeLog mepAapfavouyv:

o Mnxaviopol acpaieiag évavtl actoxlwv: AtaoddaAion OTL To cUCTNA EXEL TIPOETIAEYLEVO XELPOKIVNTO
€\eyxo oe meplmtwon BAGPNG Tou alodntipa.

¢ [MAgovaopoc: Xprion moAAamAwy aloOntrpwy yla Tnv enaAnBeuon kplolwwy anoddacewv énwe n
avixveuon gpmodiwv Kot To ppevapLopa.

GDPR kal Antoéppnto Aedopévwy

OAa ta 6eSopéva mou GUAAEYOVTAL KOTA TN SLApKEL TN ekmaiSeuong KAl TwV SOKLUWY
CUHHOPGWVOVTAL LE TOUG Kavoviopoug GDPR. Epapuolovtal TEXVIKEG AVWVUHOTIOinoNG yLa tThv
adaipeon onolwvdAMoTE OTOLXELWV TTPOoWTTLKA G TauTomnoinong (Pll) and cuvola dedopévwv
T(POYHLLATIKOU KOGHOU.

6.4.9 MapakoAoVBONoN UETA TNV AVATTTUEN

Tuvexnc Mabnon:Metd tnv avamtuén, To cuoTnpa tapakolouBel tnv anddoor] Tou os mepLBAailovta
TipayHATIKoU KOopou. Ta apyela kataypadng dedopévwv CUAAEYOVTOL CUVEXWE OO OXaTA, Ta omola
XPNOLUOTIOLOUVTOL YLOL TNV EVNUEPWON TOU LOVTEAOU HECW TIEPLOBIKN G EMAVEKTIALSEVONG YLaL TN
BeAtiwon tng eupwortiag Tou.

‘EAeyxolL Acdadeiag: AlevepyolvTtal TAKTIKOL EAeyxol achadelog yia tnv e€ETaon TUXOV TIEPLOTATIKWV 1
TapaAiyo atuxnUatwy mou adopouyv To cUoTNUA AUTOUOTOU dpévou. Autol ol Eédeyyol BonBouv va
Slaodaliotel 0TL To cUOTNUA €EEAIOOETAL WOTE VA AVTATIOKPIVETAL OTLG LETABAANOUEVEG OBIKES
ouVONKeC Kal og anpoBAenTa oevapla.

6.4.10 NepiAnPn koL emopeva Bripata

Auti n avadopd yvnlaoipotntag Al mapéxel Stadavela oto oxedSlaouod, Tnv eknaidevon Kat tn SokLun
TOU GUOTAMOTOG AUTOMATNG MESNONG YLt cuTOVOopa oxpata. H avadopd urmoypappileL thv
OPXLTEKTOVLKI) TOU HOVTEAOU, TIG TINYEG Sedopévwy, T pebBobdoloyia ekmaideuong koL Tn cUPPopdwon
pe ta mpdtuna aodaleiag. MPpoxwpwvTog mPog Ta EUNPOG, To cuotnua Ba cuvexiosl va udiotatol
enavalapBavopeveg BeAtiwoelg mou Baaciovtol o MPayUoTkES EMEOOELG KAl pUBULOTLKA
avatpododotnon.
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Enopeva Brpata:
® JUVeXNG emavekmaidevon HovtéAwy Le Baon ta edge-case dedopéval.

e EMéKTAON TWV SUVATOTATWY GUVTNENG aLoONTAPWY Yyl KAAUTEPN avixveuon epmodiwv og avtiéoeg
KOULPLKEG CUVONKEG.

¢ Alaodalion oTevOoTEPNG EVOTOiNoNG UE GAAD XOPAKTNPLOTIKA QUTOVOUNG 081 ynong, Omwe N
Statripnon Awpidag Kal To MPooapUoaTLKO cruise control yla oALloTikr) acdaleLa.

Autn n €kBeon vnAaoLuotnTag katadelkvueL TN onpacia Tng dtatripnong tng Aoyodooiag Kat tng
SLadAveLlag oTa CUCTAATA TEXVNTIG VONUOOUVNG, ELOLKA 0 EDOPUOYEC KPLOLUEG YLl TNV aodAAeLa,
OMwW¢ N autévoun odnynon.

7. Zuumnépaopa & MeMovtikég KateuBuvoelg Epeuvacg

JUMIEPAOUATIKA, oL TANPodOopLeC LYVNAQCLUOTNTAC TEXVNTHG VonooUvNng epthapfBdvouy dtadopeg
TITUXEC avamTuéng, ekmaideuong Kal avantuéng LOVTEAWV TEXVNTAC vonuoouvne. H katavonon Twv
SLaPopeTIKWV TUTIWV TTANPOPOPLWV LXVNAACLUOTNTAG TEXVNTAS VONUOGUVNG, CUMIEPAAUPBAVOLEVNG TNG
OPXLTEKTOVLKN G LOVTEAWYV, TwV SE60UEVWV TTIOU XPNOLUOTIOLOUVTAL YLa ektaideuon, Twv
UTIEPTIOPOUETPWY HOVTEAWY, TWV PUETPNOEWV Anodoon Kat Tng £ékdoong ekdocewv, lval kplolpa yia tn
Slaodalion tng nOKAG KAl LTELBLVNC XPNONE TWV LOVTEAWY TEXVNTAG Vonpoouvng. OL KAPTEG
HOVTEAWYV, oL TepAAWIELG LOVTEAWV, OL TEXVIKEC EpUNVELAG LOVTEAWV Kal TA Epyaleia omTIKomOoinong
glval 6ha onpavtika epyadsia yia tn cvon Twv mAnpodopLwv tTn¢ LYVNAAoLUOTNTAG VO Al povtélou.
AuTa Ta gpyaleia prtopolv va BonBricouv Toug evoLadEPOUEVOUG VO KOTAVONGOUV KOAUTEPQ TTWG
AettoupyoUV Ta HOVTEAQ TEXVNTIC VONUOOUVNG KAl VoL AABOUV TILO EVNUEPWHEVEG ATTOPACELG OXETLKA IE
TN Xpron toug. Evw umdpxouv MPOKANCELG TIOU OXETL{OVTOL LE TN XPON AUTWV TWV EPYAAEiwy,
ouveXNc avamtuén kal teAelonoinon autwy Twv epyaleiwy Ba elvat onpavtikn Kabwg n tTexvnti
vonuoaouvn cuveyilel va dtadpapatilel oAoéva KOl TILO GNUAVTIKO pOAO OTNV KoLvwvia.

Me tn ouAloyn Kat tn Slaxelplon autwv Twv TAnpodopLwy, oL evdladepdpevol pmopolv va
TtapakoAouBoUV T cUUIEPLPOPA TWV LOVIEAWV TEXVNTIC VONUOoUVNC, va evTomi{ouv mBavolg
KwvSUvoug Kat va Stachaiilouv Tn cUUPOPIWON UE TIC KAVOVIOTIKEG OMALTAOELG.
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MeAAovtikég KateuBuvoeig Epeuvag

KaBw¢ n texvnth vonuoouvn cuvexilel va dtadpapatilel oAo£va Kal TILo GNUAVTLKO pOAO GTNV KOWVWVIa,
UTTAPXEL aUEAVOUEVN avAyKN YL EpYAAEia KOL TEXVLKEG yLa TN cuvodn Twv MAnpodopLwy
XVNAQGOLUOTNTOC TNG TEXVNTAG VONUOOoUVNG HE oadn Kol CUVOTITLKO TPOTIO. 2To HEAAOV, UIMOPOU UE VAl
TIEPLUEVOUE VOl SOUHE GUVEXN QVATITUEN VEWV EPYAAELWV KaL TEXVIKWY yla Tt clvoyn Twv
TIANPOodoPLWV LYVNAXCLLOTNTOC TN TEXVNTNE VvonUoolvNG.

‘Evag Topéag HEANOVTLKNG avamTuéng ival o ToHEag TNG £ENYNOLUNG TEXVNTAC vonuoouvng. To
explainable Al elvatl £évag TOUEAG €pEUVAC TTOU ECTLALEL OTNV QVATTTUEN TEXVLKWY YL TNV €€AyNnon Tou
TPOTIOU LLE TOV OTIOLO TA OVTEAQ TEXVNTN G Vonoouvng Aaupavouy anodaocelg [19]. KabBwg 6o ka
TepLooOTEPOL eVOLAPEPOHEVOL amaLTOUV Sladavela Katl UTtEUBUVOTNTA OTNV AVATTTUEN TNG TEXVNTAG
vonuoaouvng, n €ENYNOLN TEXVNTH Vonoouvn elvat mBavo va yivetal Ao Kot TILO ONUAVTLKY.

‘Evag aAAOG TopEAG LEAAOVTLKAG avamtuéng eival o Topéag tng tumonoinong. Kabwg ta povtéla
TEXVNTAG VONUooUvNG yivovtal Tio dtadeSopéva, UTIAPXEL ML AUEAVOLEVN AVAYKN YLO TUTIOTtolnon otov
TpOMO e Tov onolo cuvoyilovtal kat mapouoialovial ol TANpodopieg LYVNAACLUOTNTAG TNG TEXVNTAC
vonuoaouvne. H tuntonoinon pnopel va BonBnoet va Staodpaliotel 6tL ta evoladepdpeva pépn £xouv
TPOCPOCN 08 GUVENELC KoL afLOMLOTEG MANPOPOPLEG OXETIKA LE LOVTEAQ TEXVNTHG vonpoouvng [20].
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